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1 Management Summary

1.1 Introduction

111 Background

The Trial, commissioned by UK Passport Service (UKPS) in partnership with the Home
Office Identity Cards Programme, Driver and Vehicle Licensing Agency (DVLA) and
implemented by Atos Origin, is part of a series of Trials contributing towards the plans for
a national identity cards scheme, and the international drive for increased document
security. More than 10,000 participants were involved during the Trial period (from April to
December 2004). The results from the Trial are intended to help inform the Government’s
plans to introduce biometrics to support improved identity authentication and help prevent
identity fraud.

1.1.2 Objectives

The goal of the UKPS Biometrics Enrolment Trial was to test the processes and record
customer experience and attitude during the recording and verification of facial, iris and
fingerprint biometrics, rather than test or develop the biometric technology itself — it was
not a technology trial. A one-off, integrated solution, which used the latest technologies
available at the beginning of the Trial, was designed to address the specific objectives of
the Trial.

The Trial covered:
e testing the use of biometrics through a simulation of an application process

e inclusion of exception cases, e.g. people who may have difficulties in
enrolment

¢ measurement of the process times
e assessment of customer perceptions and reactions

e testing fingerprint and iris biometrics for one-to-many identification and testing
facial, iris and fingerprint biometrics for one-to-one verification

The purpose of this report is to document the key findings of the UKPS Biometrics
Enrolment Trial. The report does not investigate the reasons behind the findings, nor does
it suggest technology fixes for any of the issues encountered — these may be addressed in
further trials.

Evidence contained within the report has demonstrated that the above objectives have
been successfully achieved.
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113 Trial Conduct

The Trial prime contractor was Atos Origin whose responsibilities included the overall
project management including the design, build and support of the Trial equipment and
software, and analysis of data collected during the Trial. UKPS, Home Office Identity
Cards Programme, DVLA and Atos Origin would like to thank all contributors to the Trial
especially the participants, the staff from UKPS, DVLA, the Post Office, Newcastle
Registrar’s Office, MORI, Disability Matters Limited (DML) and the technology partners of
Atos Origin.

The Trial had originally been scheduled to run for 6 months starting on the 2" February
2004, but actually began on the 14™ April 2004. Testing the enrolment system outside of
ideal laboratory conditions, with people unaccustomed to interacting with biometric
devices identified some technical / interaction problems. Such problems are not unusual
when using emerging technology, but had to be overcome before the Trial of 10,000
people could commence. The Trial ran for 8 months instead of the scheduled 6 months.
This was due to the difficulty of recruiting the required diversity of people for the biometric
sampling.

At the end of the Trial, all personal biometric data was destroyed.
1.1.31 Trial Samples and Recruitment

The participants were recruited in three different sample groups with10,016 participants
being recruited against an original target of 10,000.

The three sample groups recruited were:
¢ a Quota sample of 2,000;
e an Opportunistic sample of 7,266 (original target 7,000) and
e a Disabled participant sample of 750 (original target 1000).
Each of the three sample groups had a different recruitment strategy.

A nationally representative quota sample of 2,000 participants was chosen to match the
population. A 2,000 sample is commonly used in survey research as it provides robust
data (accurate to within +/- 2.2 percentage points) at the aggregate level while also
allowing for robust demographic and other sub-group analysis of the results. As a result,
for this survey, a sample of 2,000 was considered the optimum.

The Opportunistic sample was recruited from the area around the centres and within the
centres themselves. Recruitment of Opportunistic participants was not based on any
demographic factors.

Although, initially a target of 1,000 members of the disabled community were to be invited
to participate in the Trial, this was reduced to 750 part-way through. A sample size of 750
is sufficient to undertake major demographic and other sub-group analysis. The impact of
this reduction on the accuracy of the results provided by this group is marginal. The level
of accuracy in the results among the achieved sample of 750 participants is +/- 3.6%,
compared to +/- 3.1% for 1,000 participants. Disability Matters Limited are satisfied with
the approach taken and have stated “The biometrics trial has taken comprehensive
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consideration of the needs of the disabled community by encompassing a pan-impairment
approach. We have been impressed with the way that disabled people have been actively
involved in this project. Now there is only a small amount of further work needed to

implement the final approach necessary to ensure a barrier free service to the UK's 9
million disabled citizens”.

All of the data has been analysed by a range of socio-demographic and other factors.
This analysis is presented, in full, within the charts in the report. Where comparisons have
been drawn in the report between population groups, they are statistically significant.
Some sample sizes for sub-groups were not statistically significant and no comparisons
have been drawn between them, nor should those results be used for comparative
purposes.

The Trial participants consisted of volunteers and are therefore self-selected so their
expressed views may not be wholly representative of the UK population.

1.1.3.2 Enrolment Process

Enrolment initially took place at four fixed centres: London, Leicester, Newcastle and
Glasgow and one mobile enrolment centre which visited 23 different locations. Towards
the end of the Trial, two further enrolment centres were established at Swansea and
Newcastle (Longbenton).

The biometrics booth was a purpose built oval booth containing the biometric enrolment
devices. The camera was mounted on the wall of the booth above a desktop surface. On
top of the desktop was an electronic signature pad and sunk into the desktop was the
fingerprint device. The participant sat on a standard office chair within the booth while
being enrolled, or in the case of wheelchair users in their wheelchair in the booth. The
operator sat just outside the booth, but still maintained visual contact.

The enrolment process covered the following stages: Registration; Photograph participant
(head and shoulders); Record facial biometric; Record iris biometric; Record fingerprint
biometric; Record electronic signature; Print card; Post-enrolment questionnaire;
Verification; Post-verification questionnaire.

114 Terminology

This report recognises that people who comply with the Disability Discrimination Act
(1995) definition of disability prefer to be called either a “person with a disability” or a
“disabled person”. This report has adopted the term “disabled people” or “disabled
participants” as it mirrors the terminology used in the Cabinet Office Strategy Unit
publication “Improving the life chances of disabled people” www.strategy.gov.uk published
in 2005. The term “person with a learning disability” has also been used. However this
could equally be interchanged with “learning difficulty”. In some tables and graphs it has
been necessary to make an abbreviation where BME has been used for Black and
Minority Ethnic People and “disabled” for disabled people without any intention of causing
offence.

Throughout this report, where a difference is stated (e.g. those aged 18 - 34 against those
aged 35 - 54), the differences are statistically significant, unless stated otherwise. In this
case, statistically significant means that 95 times in 100, the results compared represent a
true difference between the two groups and are not simply the effect of enrolling and
interviewing a sample of, rather than the whole, population.

UKPS Biometrics Enrolment Trial May 2005

Page 7



Origin
Where an observation is stated it is not implying a causal relationship but it is nevertheless
a valid finding.

1.2 Key Findings

1.21 Biometrics Process Findings
1.21.1 Introduction

The testing of the biometric technology itself was not one of the objectives of the Trial,
rather the Trial aimed to test and measure the processes around the recording and
verification of biometrics through a simulation of an application process. The Trial results
quoted below are a sample of the key findings and many more findings are described in
the body of the report. They are specific to the particular software and hardware
configurations used in the Trial. The Trial databases were pre-loaded with 118,000 irises
and 1 million fingerprints. Although the findings give results for each of the three
biometrics, comparisons should be made within each biometric and not between
biometrics. The Trial was set up with no attempt to compare the accuracy of the different
biometrics.

1.2.1.2 Enrolment & Verification Timings
Enrolment times

o Overall enrolment times were calculated from the point at which the
operator retrieved the participant’s details from the system in order to
start enrolment, to the point at which the operator accepted the
participant’s signature. The enrolment times that follow also include the
time taken for a one-to-many database search which took on average
90 seconds.

e For Quota participants, successful enrolment on all three biometrics
took on average 7 minutes 56 seconds. All attempted enrolments took
on average 8 minutes and 15 seconds.

e For Disabled participants, successful enrolment on all three biometrics
took on average 9 minutes and 43 seconds. All attempted enrolments
took on average 10 minutes and 20 seconds.

Verification times

e The average times for Quota participants were 39 seconds for facial
verification, 58 seconds for iris verification and 1min 13 seconds for
fingerprint verification. The average times for Disabled participants were
1min 3 seconds for facial verification, 1min 18 seconds for iris
verification and 1min 20 seconds for fingerprint verification.
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1.21.3 Enrolment Success Rates

General

o The majority of participants from all sample groups successfully
enrolled on all three biometrics. The success rate was higher for Quota
participants than Disabled participants. All Quota participants were able
to enrol successfully on at least one biometric. A small percentage
(0.62%) of Disabled participants failed to enrol on any of the biometrics.

Facial enrolment success

o The maijority of participants in all sample groups successfully enrolled
their facial biometric, with success rates of nearly 100% for Quota
participants and 98% for Disabled participants. Analysis showed that
the factors which most affect the success rate are environmental, in
particular the lighting conditions at different locations.

o The enrolment success rate for Disabled participants was much lower
than the enrolment success rate for the Quota participants.

e Maintaining the correct position for facial biometric enrolment was a
problem for some Disabled participants with a physical impairment or
with learning disabilities.

Iris enrolment success

o The maijority of participants in all sample groups successfully enrolled
their irises. There were success rates of around 90% for Quota
participants and 61% for Disabled participants. Enrolment operators felt
that the lack of feedback from the iris camera made it difficult for them
to establish reasons for enrolment failure and to advise corrective
action.

e The enrolment success rate for Disabled participants was much lower
than the enrolment success rate for Quota participants.

¢ Iris enrolment success varied according to the participant’s ethnic group
and age. Asian and White participants had higher success rates than
Black participants. Participants that were aged under 60 had higher
success rates than participants that were aged 60 or over.

Fingerprint enrolment success

o The maijority of participants in all sample groups successfully enrolled
their fingerprint biometric, with success rates of nearly 100% for Quota
participants and 96% for Disabled participants.

e The enrolment success rate for Disabled participants was much lower
than the enrolment success rate for Quota participants.
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e Participants with a learning disability and participants with a physical

impairment had lower fingerprint success rates than other Disabled
participants and than Quota participants.

1.21.4 Verification Success Rates
Facial verification success

e Of the three biometrics, the lowest verification success rate occurred
with the face. The success rates were 69% for Quota participants, and
48% for Disabled participants, however disability was not a factor. The
majority of Disabled participant verifications took place in the mobile
enrolment centre where lighting conditions adversely affected all facial
verifications.

¢ Changes in the participant’s appearance also caused verification to fail.

o The facial verification success rate was higher for participants aged
under 60 than it was for those aged over 60.

Iris verification success

e The majority of participants who verified on iris were successful,
however the success rate for Quota participants (96%) was significantly
higher than that for Disabled participants (91%).

o It was observed that although many participants who wore glasses and
who verified on iris did not have a problem, a small number of
participants with glasses failed verification when they wore their glasses
and passed when they took their glasses off.

o The iris verification success rate was higher for younger participants
than it was for older participants.

Fingerprint verification success

e The majority of participants achieved successful verification on
fingerprint, with rates of 81% for Quota participants and 80% for
Disabled participants. One of the factors influencing failure was that the
single fingerprint device used for verification occasionally did not record
sufficient detail from the fingers.

e Younger participants had a higher fingerprint verification success rate
than older participants.

1.2.2 Customer Perceptions and Reactions
1.2.21 Introduction

A key objective of the Trial was to assess customer perceptions and reactions. The aim
was to understand areas such as how comfortable or how private participants felt and how
quick the process was compared to expectations. The Trial results quoted below are a
sample of the key findings and many more findings are described in the body of the report.
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They are largely a feedback of a participant’s direct experience of the process and ‘user

friendliness’ of the enrolment and verification stages - but also their experience of the
whole process and its individual components.

The opinions expressed by the participants may not be wholly representative of the UK
population.

1.2.2.2 Customer Experience
All Participants

e In general the experience results from all groups follow very similar
patterns in the balance of positive responses to negative responses for
all of the main questions.

o Across all three biometrics, the vast majority of participants found their
expectations of the overall experience to have been either met or
bettered.

e Given the Trial booth locations and environments, generally booth
privacy was not an issue

e The level of intrusion across all three biometrics, in relation to
participant expectations, was not an issue.

o Across the three biometrics, participant experience of ‘positioning’ for
iris enrolment was the only concern — with 31% of Disabled participants
finding the positioning for the iris recording ‘very’ or ‘fairly’ difficult.

o Iris was selected as their preferred biometric by Quota participants. The
iris biometric was tied first choice — with the fingerprint biometric — for
Disabled participants.

Quota Participants

¢ In general the younger age groups had a better than expected ‘level of
intrusion’ experience of enrolling their biometrics.

e The 55+yr age group found it more difficult to position themselves for
the fingerprint biometric than the 18-34yr and 35-54yr age groups.

e The top two reasons for a participant’s overall experience of the iris
enrolment being worse than expected are ‘time taken to record’ and ‘the
need to stay still’.

o Iris was the preferred biometric for both males and females. For males
this was a clear preference, but for females, many also preferred
fingerprints. The two sectors were closely tied on their preference for
the facial biometric.
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Disabled Participants

e The recording of the iris biometric scored lowest, compared with the
other biometrics, for participant experience of ‘time taken’ (against
expectations).

e The iris biometric scored lowest for the participant booth positioning
experience being ‘very’ or ‘fairly’ easy.

e The iris biometric scored lowest for ‘overall experience’ being ‘much’ or
‘a little better’ than expected. Hearing impaired participants gave the
least positive response to the question about iris biometric overall
experience.

o Participants with three of the four impairment types, visual and hearing
impaired and learning disability, opted for the fingerprint biometric as
their preferred biometric.

1.2.2.3 Customer Attitude

As a follow up to their experience of the Trial, participants were asked about their attitude
towards the concept of biometrics as part of an individual's passport, as well as the
general concept of biometrics and their potential contribution to key national questions.

All Participants

o Whilst the majority of participants were ‘not very’ or ‘not at all
concerned about having their biometrics recorded prior to enrolment,
there was more concern felt within Disabled participants and in
particular for the iris biometric.

o Across all three biometrics and all three groups, the total number of
participants ‘fairly’ or ‘very’ concerned about having their biometrics
recorded after enrolment dropped when compared with pre-enrolment.

e The majority of participants felt biometrics would help with passport
security, preventing identity fraud, preventing illegal immigration and
are not an infringement on their civil liberties.

Quota Participants

e The BME and the 18-34yr sectors were most concerned about having
their biometrics recorded prior to enrolment.

e Post enrolment the level of concern in the BME and 18-34yr sectors fell
but was still higher than for other sectors.
Disabled Participants

e Prior to enrolment, of the four impairment types, participants with visual,
learning or hearing impairments scored iris as the biometric they were
most concerned about.
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e Post enrolment, the level of concern amongst those with a visual

impairment has dropped most dramatically across the three biometrics
when compared with pre-enrolment levels.

1.2.3 Process and Environment Findings

o While booth design permitted all wheelchair users to enter the booth, it
did not allow large wheelchairs to get close enough to the camera.

o Environmental design is a factor in successful facial enrolment. Lighting
needs to be bright enough that the face is evenly lit but must not be
reflected from the skin or glasses.

o Lack of feedback from the iris camera to the operators made it difficult
for them to establish the reason for enrolment failure, and to take
corrective action.

e The process did not allow successful fingerprint enrolment for
participants who had some fingers that passed the quality checks within
fingerprint enrolment and some that failed the quality checks.

e The enrolment failure of some participants could have been a
temporary one e.g. where the participant had an eye infection or had a
bandaged finger.

e Facial verification was affected by location because of the different
environmental conditions in each enrolment centre.

e The actual time taken to go through the enrolment process and the
customer perception of whether the process was quick or slow did not
always correspond.

UKPS Biometrics Enrolment Trial May 2005

Page 13



Atos Y@
Origin

1.3 Recommendations

Valuable lessons have been learned from the Trial and there are some specific
recommendations which need further consideration:

Recommendation 1 The camera should be manoeuvrable enough to allow it to be
positioned to accommodate wheelchair users and others for whom the current
arrangements limit access. Environment design needs to ensure that the camera height
can cater for full height range found in the UK population

Recommendation 2 Applicants need to remove any headwear before facial biometric
enrolment. If removal is unacceptable, then the applicant must arrange the headwear so
that it does not obscure the face or forehead.

Recommendation 3 Consideration needs to be given to the process for enrolment
where one of the biometrics may not be fully available but only on a temporary basis e.g.
the applicant could have a bandaged finger or an eye infection.

Recommendation 4 A number of measures need to be put in place for the enrolment of
disabled people. Operators need to receive disability awareness training and an
understanding of assessment techniques as they impact upon disabled people.
Consideration needs to be given to having some specially trained operators to enrol
certain disabled people. It would not be immediately apparent when someone is
attempting enrolment that they need a specially trained operator. A management plan is
required to ensure that the service being offered is not a lower standard service for
disabled people by requiring them to visit again for assessment to meet a specially trained
operator, as this is liable to contravene Part Il of the Disability Discrimination Act 1995.

Recommendation 5 A further trial is needed specifically targeted towards those non-
disabled groups where enrolment difficulties occurred because of environment design.
The targeted groups should include participants of differing heights, and for lighting
issues, those participants where lighting seemed to affect facial biometric enrolment.

Recommendation 6 In the same way as applicants can enrol on fingerprints even
though some fingers are missing, applicants need to be able to enrol even though some
fingers may provide unacceptable prints, for example because of scarring.

Recommendation 7 The verification process should allow a limited number of further
attempts to pass verification when the first attempt fails.

Recommendation 8 A large single fingerprint scanner platen for verification is required.
It was observed that the single fingerprint scanner platen used in the Trial was at times too
small to scan a sufficient area of fingerprint from participants with large fingers.

Recommendation 9 A test rig should be developed to allow different biometric devices
to be tested to ensure effective and efficient biometrics enrolment and verification. It is
important that tests are performed in laboratory conditions prior to commencing further
trials.

Recommendation 10 Consideration needs to be given to targeted education initiatives
to address some of the specific results from the customer experience and attitude
questions.
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1.4 Areas for Further Investigation

The Trial results have highlighted several issues that require further investigation or work,
which will further inform Government plans to introduce biometrics.

e Further trials are needed, specifically targeted towards those disabled groups
where enrolment difficulties occurred because of environment design, or
because of the ergonomics of the biometric device design. These trials should
test out different types of environment design (from recommendation 1) and
different designs of biometric device. The trials need to capture the
participants’ experience and feedback, possibly through the use of focus
groups.

e Further trials are needed, specifically targeted towards those groups where
enrolment difficulties occurred but they did not appear to be related to
ergonomic factors. For example, black participants and participants aged over
59 had lower iris enrolment success rates. Further work is needed in this area
to identify the reasons for this, and to identify solutions. This may then lead to
further trials of the identified solutions which could entail using a range of
different devices.

e A further trial is required to determine the effect of glasses on iris and facial
verification — whether the failures are due to reflections or due to lens
prescription. There were indications in the Trial that glasses, particularly those
with vari-focal or bi-focal lenses, could cause iris verification to fail. However,
this needs to be confirmed by a specifically designed trial.
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2 Trial Process

2.1 Trial Process Overview

The Trial process can be broken down into three major components: Recruitment,
Enrolment and Data Analysis (see Figure 1). These components are described briefly
below.

Disabled
organisations

Recruitment Enrolment Data Analysis
Recruit A
disabled Analyse
participants Questionnaire
\ Data

Recruit quota
and
opportunistic
participants

Enrol and
verify
participants

\7 4 Analyse

Process Data

General
public

Call Centre
Make
participant
appointments

N

Figure 1 - Trial process overview

211 Recruitment
10,016 participants were recruited to take part in the Trial against an original target of

10,000. The 10,000 target group was split into three different sample groups, each of
which had a different recruitment strategy.

2111 Quota

MORI’s stated reasoning behind the chosen sample sizes is “As we are making inferences
about the population of the United Kingdom we need to make sure our sample is not only
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representative of the UK population but also large enough for us to be sure about the
results we get. A sample of 2,000 respondents taken from a infinite population (circa 47
million aged 16+) will give us results that we can be sure (19 out of 20 times or 95% of the
time) lie within +/- 2.2% of the actual population result(s). By making this assumption we
are assuming that the survey was random when in fact it was a quota sample, however it
is generally accepted in Market Research that one can use the same statistical formula for
quota samples as random samples. At MORI, this is ensured by matching the sample
profile as far as possible, to the detailed Census profile population, by a number of
demographic variables to avoid biases. This is done through setting tight quota controls.
With sub samples of fewer than 2,000 respondents we cannot be so sure that the results
we find are close to the actual results in the population. However it is only when the
sample size gets fairly small that the Confidence Intervals become very large. This
effectively constitutes the law of “diminishing returns”, as there will come a point, where
increasing the sample size will not lead to a suitably large enough reduction in the
Confidence Intervals for the cost of the extra interviews to be warranted. For example
with a sub-sample of 500, the 95% Confidence Interval is slightly wider (than for a sample
of 2,000) at +/- 4.4%. However, if we reduce the sub-sample further, to say 90, (under
100), then the Confidence Interval increases sharply to +/- 10.3%. For this reason
samples or sub-samples of 100 or less are considered too small from which to draw valid
quantitative conclusions”.

The 2,000 Quota respondents were proactively recruited from locations surrounding the
enrolment centres by MORI interviewers. As part of the recruitment process, the MORI
interviewer completed a recruitment questionnaire containing demographic questions.
This allowed Quota sample participants to be recruited to quotas set on different
demographics based on the last census so that they would be close to a representative
sample of the adult UK population. Due to the location of the enrolment centres, in order
to make the Quota sample fully representative of the population, MORI have applied
weightings to the participants. A demographic breakdown of the Quota sample can be
found in Appendix D - Demographics of Sample Groups.

As well as recruiting against demographic targets, the 2000 were recruited against three
other targets. A target of 1,000 was set for participants who attempted enrolment on all
three biometrics. A target of 500 was set for participants who attempted enrolment on the
face and iris biometric only, and a further target of 500 was set for participants who
attempted enrolment on the face and fingerprint biometric only. These two groups of 500
participants were control groups. The first control group was designed to see if
participants’ questionnaire responses to iris biometric questions seemed to be affected by
having experienced the fingerprint biometric. Similarly, the second control group was
designed to see if participants’ questionnaire responses to fingerprint biometric questions
seemed to be affected by having experienced the iris biometric.

Once the interviewers found a participant who was willing to take part and who fitted the
profile, they accompanied them to the enrolment centre where they went through the
enrolment process.

211.2 Opportunistic

The 7,266 Opportunistic participants were recruited against an original target of 7,000.
They were recruited in two different ways. Some were recruited from the area around the
centres and within the centres themselves. These participants were then escorted to the
enrolment centre where they would go through the enrolment process. Others, having
seen some of the publicity about the Trial, registered interest either by phone, letter or
email, and were subsequently given appointments by a call centre. These participants
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then turned up at the enrolment centre at the appointed date and time, and went through
the enrolment process.

Recruitment of Opportunistic participants was not based on any demographic factors. A
demographic breakdown of the Opportunistic sample can be found in Appendix D -
Demographics of Sample Groups.

2113 Disabled Participants

Seven hundred and fifty (750) Disabled participants were recruited in order to test the
effect of exception cases. The Trial worked with Organisations of / for disabled people to
find willing participants and made appointments for them. Appendix D contains a
breakdown of this group by impairment type (visually impaired, physically impaired,
learning disability and hearing impaired). For completeness Appendix D also contains a
demographic breakdown of the Disabled participants.

N.B. The original target for Disabled participant recruitment was 1,000. This target was
reduced part-way through the Trial as it became clear that the overall 10,000 target would
be exceeded before the full 1,000 disabled people had been recruited and as the required
diversity of Disabled participants had been recruited to enable a robust analysis to be
performed. The impact of this reduction on the accuracy of the results provided by this
group is marginal. The level of accuracy in the results among the achieved sample of 750
participants is +/- 3.6%, compared to +/- 3.1% for 1,000 participants. A sample size of
750 is also sufficient to undertake major demographic and other sub-group analysis (such
as by gender, age and type of disability). In addition to the 750 disabled people recruited
specifically to test exception cases, there were a number of disabled people amongst the
participants of the quota and opportunistic groups. The precise number is hard to calculate
but it is estimated as being more than 250.

21.2 Enrolment

High Level Enrolment Process Overview

{ﬁ Register Enrol Verify

Demographic
questions

(opportunistic
and disabled)

questions

Post Post verify
enrolment questions

Figure 2 - High level enrolment process overview

Initially all participants went to the Reception area where Opportunistic and Disabled
participants provided demographic data. Quota participants did not have to do this as
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MORI had collected this information as part of the recruitment process. All participants
then had their details registered on the Trial system by the receptionist. The participant
then went into the enrolment area where they sat in a biometrics booth to provide their
biometrics. There was an operator to explain the process to them and to operate the

system. At the end of enrolment a card was produced for the participant. This card was
used in a single step verification process using the participant’s chosen biometric.

Immediately after the enrol step and the verify step the participants answered questions
about their experience. For Quota participants this was via an interview with a MORI
researcher. For Disabled participants this was via an interview with an operator, and
Opportunistic participants completed a self-completion questionnaire.

If there was any issue during enrolment or verification the operators noted this on a
process exception form.

The enrolment and verification process is described in more detail in Section 2.4
Enrolment and Verification Process Detail.

21.3 Data Analysis

The questionnaires were sent to MORI where they were analysed. The results of this
analysis can be found in Sections 5 Participant Experience and 6 Participant Attitude. The
data that the system automatically collected about the enrolment and verification process,
and the exception forms completed by the operators were also analysed. The results can
be found in Sections 3 Enrolment and 4 Verification.

2.2 Biometrics Booth

The biometrics booth was a purpose built oval booth containing the biometric enrolment
devices (see Figure 3). The camera was mounted on the wall of the booth above a
desktop surface. On top of the desktop was an electronic signature pad and sunk into the
desktop was the fingerprint device. (See Appendix C - Technology for further information
about the devices used). The booth contained angled halogen lights in the ceiling that
could be adjusted by hand.

The participant sat on a standard office chair within the booth while going through the
enrolment, or in the case of wheelchair users in their wheelchair in the booth. The
operator sat just outside the booth, but still maintained visual contact.
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Figure 3 - Enrolment booth

The booth was solid most of the way round, and the remaining part had a curtained
opening. This curtained opening allowed for wheelchair access and could, if necessary, be
closed to give the participant greater privacy.

2.3 Enrolment Centres

Initially there were four fixed biometric enrolment centres: London (Globe House),
Leicester, Newcastle and Glasgow and one mobile enrolment centre. Towards the end of
the Trial two further enrolment centres were established to assist with the recruitment of
disabled people. These were in Swansea and Newcastle (DWP Longbenton).

The number of participants who were processed through each of the Trial locations was
as follows:

Enrolment Quota (target | Disabled | Opportunistic Total
Centre 2000) (target | (target 7000) (target
750) 10,000)

London 289 71 1597 1957
Leicester 642 69 2281 2992
Newcastle 502 32 1456 1990
Glasgow 473 111 1062 1646
Mobile Unit 94 425 870 1389
Newcastle (Lbtn) 18 18
Swansea 24 24
TOTALS 2000 750 7266 10016

Table 1 - Number of participants by sample group and enrolment centre
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Figure 4 — Example of an enrolment centre

2.3.1 Globe House

This enrolment centre was located within the London Passport office and it became
operational on the 14th April 2004.

The environment within Globe House for the enrolment was good. The room containing
the enrolment booth was in the corner of a large public waiting area. The room was
sufficiently spacious and private, it was maintained at a comfortable temperature and had
plenty of natural light. The verification was performed out in the public area — however it
was deemed as sufficiently ‘cornered off’.

In order to gain access to the enrolment centre participants had to pass through the
security checkpoint. The impact of waiting in the security line had an effect on recruitment.
This, and the ‘transient’ nature of the Globe House external area (i.e. people rushing to
get to work) made recruitment of the London Quota sample very difficult.

Although there has been a core team of UKPS staff running the enrolment centre
throughout the Trial, Globe House has been the centre where UKPS staff from the other
enrolment centres have been trained. The core team participated in the initial testing of
the system and were the most experienced of all of the staff in the Trial.

2.3.2 Leicester

This enrolment centre was located within the Bishop Street Post Office in Leicester and it
became operational on the 6" May 2004.

The enrolment and verification areas were right next to each other in a small area within
the Post Office. There were two issues with environment that needed to be overcome.
Firstly, the Reception area faced out into the Post Office making it possible for the
movement of Post Office customers to affect the camera when it was being used for face
verification. To prevent this happening a screen was built. Secondly, the Post Office had
very high windows which during the afternoons let in a great deal of sunlight which the
operators found affected face and iris verification. They overcame this by making use of a
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lightweight screen containing information about the Trial and moved this screen around
during the day to block out the sunlight.

The location of the enrolment centre made it highly visible to the customers of the Post
Office, and for this reason recruitment in Leicester was highly successful.

For the majority of the Trial, Leicester had a core team of operators from UKPS. Additional
UKPS operators came from other centres when cover was required.

2.3.3 Newcastle

This enrolment centre was located within the Registrar’'s Office at Newcastle Civic Centre
and it became operational on the 28™ April 2004.

The enrolment booth was in its own room which was spacious and well-lit and the
reception area was at a counter out in the public area. There were issues with the lighting
around the Reception area. To remove the effect of these lights a Whiteboard was placed
in front of Reception, and the participants sat with their backs to this. Although this helped
reduce the effect of the wall-lights, it did place a constraint on the distance between the
participant and the camera.

Although the centre was easily accessible, its visibility was low and so the recruiter had to
go out onto the street around the Civic Centre to find participants.

For the majority of the Trial Newcastle had a core team of operators from UKPS.
Additional UKPS operators came from other centres when cover was required.

234 Glasgow

This enrolment centre was located within the DVLA office in Glasgow and it became
operational on the 13™ May 2004.

The enrolment booth and reception area were next to each other in the public area. No
environmental issues were identified.

The recruiter went to the streets around the office and the surrounding businesses to
recruit participants.

Glasgow had teams of operators from DVLA, and these teams ran the enrolment centre
on a rotational basis.

2.3.5 Newcastle (Longbenton)

This enrolment centre was located within the Department for Work and Pensions Benton
Park View site at Longbenton, Newcastle, and became operation on 10" December 2004.

The enrolment booth was in its own room within a new un-populated building. The room
was well lit by overhead lighting even though the booth was positioned in front of the
room’s windows.

For the short period of time that the site was operation, it was manned by two UKPS
operators.
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2.3.6 Swansea

This enrolment centre was located at the main DVLA site at Swansea and became
operational on 14™ December 2004.

The enrolment booth was located on an empty floor within one of the side buildings
adjacent to the main DVLA building. The area around the booth had been partitioned off,
but lighting was still very good with wide windows both sides of the floor and good
overhead lighting.

2.3.7 Mobile Unit

This enrolment centre was in a specially converted vehicle and became operational on the
12" July 2004

Figure 6 - Rear of mobile enrolment unit with ramp & lift for wheelchair access
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The following shows the locations visited up to and including the 17th December.

Week Week Dates Location

Number

10 14th June to 18th June Queen Anne's Gate

12 28th June to 2nd July Queen Anne's Gate

13 5th July to 9th July House of Commons

14 12th July to 16th July Peterborough

15 19th July to 23rd July Sheffield

16 26th July to 30th July Middlesborough

17 2nd August to 6th August Macclesfield

18 9th August to 13th August Birmingham

19 16th August to 20th August Swansea

20 23rd August to 27th August Taunton

21 31st August to 3rd September |Torquay

22 6th September to 10th Belfast
September

23 13th September to 15th Harrogate
September

24 16th September to 24th Chalfont St Peter
September

25 27th September to 1st October|Redhill & Chalfont St. Peter

26 4th October to 15th October  |Portsmouth

27 18th October to 19th October |FCO

27 21st to 22nd October Royal Hospital, Chelsea

28 25th October to 29th October |Dunfermline

29 8th November to 19th Enham Alamein, Andover
November

30 22nd November to 26th Chalfont St Peter
November

31 29th November to 3rd Methil, Scotland
December

32 6th to 10th December Royal Hospital, Chelsea

33 13th December to 17th St Loye's Foundation, Exeter
December

The enrolment and verification areas were next to each other. The Reception area was
affected by two lighting issues. Firstly, the area was next to the van door which was kept
open and so let light in. Secondly, the angle of the overhead lights was such that the
participant’s face was not evenly lit. Both of these issues affected facial verification.

The Mobile had one operator from UKPS for the whole of the Trial and additional UKPS
operators came from other centres for varying periods.

UKPS Biometrics Enrolment Trial May 2005

Page 24



Origin
2.4 Enrolment and Verification Process Detail
241 Register Participant
Opportunistic and Disabled participants began by providing their demographic details.
Quota sample participants had already provided this information as part of the recruitment
process. The Receptionist then registered the participant on the Trial system and the

participant would go through to enrolment if the booth was ready or else wait in the waiting
area until called.

24.2 Enrol Participant
The participant entered the enrolment booth where the operator retrieved the participant’s
record from the system, checked the details were correct and then went through the
following stages:

e Photograph participant;

¢ Record facial biometric;

o Record iris biometric (omitted for the second control group);

¢ Record fingerprint biometric (omitted for the first control group);

e Record electronic signature;

e Print and encode card.

The operators were asked to note any relevant information on an exception form where
the participant failed biometric enrolment.

24.21 Photograph Participant

The participant looked straight ahead at the camera while the system took a photograph.
He/she would raise or lower the chair as required by the operator to ensure that the whole
head was recorded.

As the photograph was to be printed on the card, the operator would show the participant
the photograph on the screen and would take a new one if the participant was unhappy
with the image.

The system automatically recorded the length of time taken for this step.

2422 Record Facial Biometric

The participant looked straight ahead at the camera while the system recorded the facial
biometric and created a facial biometric template’. If the system was able to create a valid

template then the operator would check the template. If the system was unable to create a
valid template then facial biometric enrolment failed, and the operator would have the

' A template is a mathematical representation of the biometric measurements.
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option of trying again or of moving on to the next step. If a retry was needed then the
operator would take corrective action, usually by adjusting the participant’s position.

The operator checked the template by prompting the system to record the facial biometric
again. The system then compared this against the template just created and assigned a
score to the match. Provided the score reached a threshold value then the operator saved
the template and facial enrolment was successful. If the score was below the threshold
level then the operator would retake the facial biometric.

The system automatically recorded the length of time taken for this step, the outcome, and
the number of facial biometric attempts.

2.4.2.3 Record Iris Biometric

The participant sat centrally in front of the camera and looked into the mirror above the
camera, while the system recorded the left eye. The camera prompted the participant to
move left, right, backwards or forwards as necessary. If the system successfully recorded
the left eye, it then went on to record the right eye. If any eye was not recorded
successfully the operator had the option of retrying.

The guidance given to the operators was that they should make a total of 3 attempts to
take irises, either three attempts on one eye or one attempt on eye and two attempts of
the other eye. However, the operators exercised their discretion and if the participant was
willing to continue then repeated attempts were made. If the participant was unhappy, or
the operator believed that repeated attempts would be unsuccessful then they made less
than three attempts.

If the system was able to record two iris images, it generated a biometric template and the
template was sent to the central system. At the central system the new iris biometric
template was compared with those already stored (one to many matching). Provided it did
not match, the iris biometric was stored in the system and iris biometric enrolment was
successful. If it did match, then this was treated as a duplicate enrolment attempt.

The system automatically recorded the length of time taken for this step, the outcome, and
the number of iris biometric attempts.

For reference the iris database was pre-loaded with 118,000 iris templates.
2424 Record Fingerprint Biometric

The participants placed their fingers on the fingerprint reader in the following sequence:
left hand four fingers, left hand thumb, right hand four fingers and right hand thumb. If the
participant had any missing fingers the operator recorded which finger was missing on the
system. The “slap” method of fingerprinting was used i.e. the fingers were placed and not
rolled. As the fingers were placed the images were displayed to the operator who could
check the positioning and do an initial visual check of the quality. After each thumb or set
of four fingers the system did a quality check and if the quality was too low that set was
taken again. Once the complete set of fingerprints had been taken they were sent to the
central system where there was a back-end quality check. If any fingers failed this check
the operator was prompted to take only the prints of those fingers again, one at a time.
This retake facility was known as single finger retry. Once a valid set of fingerprints had
been obtained, they were compared with those already stored (one to many matching).
Provided they did not match, the fingerprint biometric was stored in the system and
fingerprint biometric enrolment was successful. If they did match, then this was treated as
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a duplicate enrolment attempt. During the Trial a total of 16 false matches were recorded.

The system automatically recorded the length of time taken for this step, the outcome, and
the number of fingerprint biometric attempts.

For reference the fingerprint database was pre-loaded with 1 million fingerprint templates.
2425 Record Signature

The participant wrote his/her signature on an electronic signature pad and then left the
enrolment booth.

The system automatically recorded the length of time taken for this step.
24.2.6 Print Card

The biometric details were recorded on the chip within the card and the card was printed.
Enrolment finished once the operator confirmed that the card had printed satisfactorily.

The system automatically recorded the length of time taken for this step.

2.4.3 Post-enrolment Questionnaire

While the card was being printed, participants answered questions about their enrolment
experience. Quota and Disabled participants were interviewed, Opportunistic participants
completed a questionnaire.

Once the questions had been answered, the participant went on to verify.

244 Verify ldentity

The participant’s card was placed into a card-reader and the participant was asked which
biometric they would like to use to verify themselves i.e. confirm they were the person who
to whom the card belonged. The participant could choose any biometric which had been
successfully enrolled. The chosen biometric was recorded and compared only with the
one that the participant gave during enrolment (one to one matching). If they matched the
verification was successful.

The system automatically recorded the length of time taken for this step, the outcome, and
the type of biometric used for verification.

2.4.5 Post-verification Questionnaire

Participants then answered questions about the verification experience. As before, Quota
and Disabled participants were interviewed, Opportunistic participants completed a
questionnaire. Once this was complete the participant was given the card and the process
was complete.
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3 Enrolment

WARNING - This report uses colour in its analysis results. These results may be
misinterpreted if the report is printed in black and white

3.1  Enrolment Process Times

3.1.1 Overall Enrolment Times

Overall enrolment times have been calculated from the point at which the operator enters
the participant’s enrolment reference into the system, to the point at which the operator
accepts the participant’s signature. Enrolments have been categorised as:

o All Face/lris/Fingerprint — where the participant attempted face, iris and fingerprint
enrolment, regardless of the success of each enrolment;

o Successful Face/lris/Fingerprint — where the participant successfully enrolled on
face, iris and fingerprint biometrics;

e 1% Time Successful Face/lris/Fingerprint — where the participant successfully
enrolled on face, iris and fingerprint biometrics at the first attempt on each.

From Figure 7 it can be seen that average enrolment times for Quota and Opportunistic
participants were similar to each other, and were shorter than the average enrolment
times for the Disabled participants. One factor affecting the length of the enrolment time is
the number of attempts to record each biometric which is why the average time for all
enrolments is higher than that for successful enrolments. Normally any failed biometric
enrolment will have entailed several attempts to record that biometric. Further overall
enrolment data can be found in Appendix A (see A1.1 Overall Enrolment Times).

Average Overall Enrolment Times

10:20

Disabled 09:43
08:32
08:17 O All Face/lris/Fingerprint
Opportunistic 08:05 B Successful Face/Iris/Fingerprint
07:22 O 1st Time Successful Face/Iris/Fingerprint
08:15
Quota 07:56
07:06

01:00 02:30 04:00 05:30 07:00 08:30 10:00 11:30

Time (mm:ss)

Figure 7 - Average overall enrolment times for each sample group
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Key Observation:

Enrolment, including failed enrolments, took on average 8 minutes and 15
seconds for the Quota sample. Opportunistic enrolments took a similar amount
of time but, with an average of 10 minutes 20 seconds, Disabled participants
took significantly longer. Even where enrolment was successful on each of the
three biometrics at the first attempt, the Quota and Opportunistic participants
took less time than Disabled participants.

3.1.2 Individual Step Times

The contribution that each enrolment step makes to the overall enrolment time can be
seen from Figure 8.

Average Enrolment Times - All Attempted Enrolments

Disabled [00:30 03:02 04:52 00:24

Opportunistic |00:28| 02:25 03:53 00:21

+

Quota 00:2 02:25 03:57 00:22

00:00 01:00 02:00 03:00 04:00 05:00 06:00 07:00 08:00 09:00 10:00

Cumulative time (mm:ss)

Quota Opportunistic Disabled
@ Record signature 00:22 00:21 00:24
0 Record fingerprint biometric 03:57 03:53 04:52
O Record iris biometric 02:25 02:25 03:02
B Record facial biometric 00:33 00:32 00:43
O Retrieve participant record 00:21 00:28 00:30

Figure 8 - Average enrolment step times for each sample group

The longest step in the enrolment process was the fingerprint enrolment step. This
includes the one-to-many matching of each fingerprint against those already stored in the
enrolment database. This one-to-many matching took approximately 1 minute 30 seconds.
Although the iris enrolment step also includes the one-to-many matching of each iris, this
is not a significant element. For each of the three biometrics, enrolment of the Disabled
participants took longer than the Quota and Opportunistic sample.
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Weekly biometric enrolments have been analysed to see if they became quicker over time

as the operators became more experienced. No such trend is evident, suggesting that the
training initially given to the operators was sufficient for the Trial.

Further analysis of the process times for the individual enrolment steps can be found in
Appendix A (see A1.2 Individual Step Times)

Key Observation:

e Face, iris and fingerprint enrolment was quicker for the Quota and
Opportunistic samples than the Disabled participants.

o Facial biometric enrolment was the quickest of the three biometrics, with
enrolment taking a little over 30 seconds for the Quota and Opportunistic
samples, and a little over 40 seconds for the Disabled participants.

o Fingerprint biometric enrolment was the slowest of the three biometrics
taking a little under 4 minutes for the Quota and Opportunistic
participants, and a little under 5 minutes for the Disabled participants.
However, a significant proportion (approximately 1 minute 30 seconds)
was taken up by the one-to-many matching.
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3.2 Facial Biometric Enrolment

3.21 Facial Enrolment Success

The majority of participants in all sample groups successfully enrolled their face biometric,
however the success rate was higher for the Quota and Opportunistic sample groups than
for the Disabled participant group (see Figure 9°).

The data excludes 8 facial enrolments where a participant attempted a duplicate
enrolment. These facial enrolments were successful because no one-to-many matching
occurred during facial biometric enrolment. The duplicate enrolments were detected
during iris enrolment, which was the first point in the process where a duplicate could be
detected. The data from the original enrolments are included.

Face Enrolment Success

Disabled 97.73% Z.I %  Base: 750
Quota and Opportunistic 99.90% 0.10% Base: 9262
Opportunistic 99.92% O-OIB% Base: 7264
Quota 99.85% 0.1|5% Base: 1998

O Successful M Failed

Figure 9 - Facial enrolment success by sample group

Key Observation:

The vast majority of participants in each sample group successfully enrolled on
the facial biometric. However, the failure rate for the Disabled participant group
was significantly higher than the failure rate for the Quota and Opportunistic
groups.

2 Any facial biometric enrolment where there was a technical problem has been excluded, and so
the base data for each sample can be less than the total number of participants in that sample).
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3.2.2 Facial Enrolment Failures

The operator observations for the failed enrolments have been analysed and categorised.
The results of this are presented in the tables below. The Disabled participant group has
been shown separately because of its significantly higher failure rate. A general
explanation of the categories used follows the tables, and further information about the
individual failures can be found in Appendix A (see A2.1 Facial Enrolment Failure
Operator Observations).

Operator observations for facial enrolment failures
(Quota and Opportunistic)

Observation

Volume

Lighting problems

3

Behavioural

1

Participant exception

1

Unspecified

4

Table 2 - Summary of operator observations for Quota and Opportunistic facial enrolment
failures

Operator observations for facial enrolment failures
(Disabled)

Observation Volume

Positioning

Behavioural/participant excep’(ion3

Participant exception

Participant appearance

INEYEIEIES

Unspecified

Table 3 - Summary of operator observations for Disabled participant facial enrolment
failures

Lighting problems: where light was reflected from the participant’s head or glasses, or the
face was not fully illuminated. Environment design needs to ensure that the face is evenly
lit regardless of the skin tone and that there are no reflections from glasses or the skin,
particularly the top of the head in the case of people with receding hairlines.

Positioning: where the design of the booth prevented the participant getting to the correct
distance from the camera. Although many wheelchair users successfully enrolled their
facial biometrics, some wheelchairs could not get close enough. Environment design
needs to ensure that an alternative mechanism is developed to enable the camera to get
close enough to wheelchair users and other participants.

3 Participant refused to remove helmet. No information is available as to whether the participant
needed the helmet because of his impairment in which case this would count as a participant
exception or whether the participant just didn’t want to (behavioural).
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Behavioural: where the participant did not follow operator instructions and remove their
headwear. Headwear was not always a problem, many participants who wore headwear
for religious reasons were able to enrol their facial biometrics successfully. Where it

became a problem was when it obscured the face, or caused part of the face to be in
shade.

Participant exception: where an impairment of the participant prevented enrolment. If the
participant was unable to hold their head up, keep still and look straight at the camera
then facial enrolment failed.

Participant appearance: where a feature of the participant’'s appearance prevented
enrolment. In this case the participant had a heavy fringe. In other instances where it was
suspected that a participant’s fringe was causing a problem, the participant was requested
to move the fringe back and subsequently enrolment was successful.

Key Observation:

e Environmental design is a factor in successful facial enrolment. Lighting
needs to be bright enough that the face is evenly lit but must not be
reflected from the skin or glasses.

o While booth design permitted all wheelchair users to enter the booth, it did
not allow large wheelchairs to get close to the camera.

e The majority of participants with headwear were able to enrol their facial
biometric. If the face or forehead were significantly obscured facial
biometric enrolment would fail.

3.2.3 Facial Enrolment Attempts
As can be seen from Figure 10, the majority of participants were enrolled at the first
attempt. Quota and Opportunistic participants were more likely to be successful at the first
attempt than Disabled participants.
Where more than one attempt was required this was for one of the following reasons:

e Behavioural: the participant moved or looked away during facial enrolment;

e Lighting problems: light was reflected from the participant’s forehead or glasses;

e Positioning: the participant was too far away from the camera;

o Participant appearance: the participant had a heavy fringe.

One participant required 21 attempts before she was able to enrol successfully on the
facial biometric. She was only able to enrol when she pushed her fringe back.
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Face 1st Time Enrolment Success

.27%
Disabled 89.47% Base: 750

Quota and 10% Base: 9262
Opportunistic 96.12% 3-I°2)
Opportunistic 96.02% 3 ";/'08%
" - 7 Base: 7264
3-35%
Quota 96.50% i_15% Base: 1998

O Successful at 1st Attempt B Successful after multiple attempts O Failed

Figure 10 - Facial enrolment success at the first attempt by sample group

Key Observation:

The majority (96%) of Quota and Opportunistic participants successfully enrolled
on the facial biometric at the first attempt. The majority of Disabled participants
also successfully enrolled at the first attempt but the success rate was lower
(89%).

3.24 Factors Affecting Facial Enrolment
3.241 Quota and Opportunistic

For Quota and Opportunistic participants, facial enrolment success at the first attempt
rates have been analysed to identify any potential links with location, ethnicity, age, and
gender. This analysis has shown that the participant’s ethnic group is linked with success
at the first attempt, but the relationship is not a straightforward one, as location seems to
be the main factor.

Within the enrolment centre with the lowest first attempt success rate (Globe House), the
first attempt success rate for White participants was significantly higher than that for Black
participants. Within the enrolment centre with the highest first attempt success rate
(Leicester), the success rate for White participants is still higher than that for Black
participants but the difference is less pronounced. This suggests that environmental
factors are the main cause of a failure to enrol at the first attempt. Although an enrolment
booth was used at each enrolment centre in an attempt to optimise and standardise
environmental conditions, the booth was not completely self-contained and could be
affected by external conditions, particularly light.
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1st Time Success Face Enrolment Rates per Centre (Quota and|

Opportunistic)

Centre Sample size |% Success at 1st
Attempt

Globe House 1886 94.43%

Leicester 2922 97.02%

Newcastle 1957 96.93%

Glasgow 1533 95.69%

Mobile 964 95.75%
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Table 4 - Facial Enrolment success at the first attempt by enrolment centre

1st Time Success Face Enrolment Rates at Globe House by Ethnic
Group (Quota and Opportunistic)

Ethnic Origin Sample size |% Success at 1st|
Attempt

Asian 168 95.24%

Black 113 87.61%

Chinese/East Asian 16 93.75%

Other 77 94.81%

White 1508 94.96%

Table 5 - Facial enrolment success at the first attempt at Globe House by ethnic group

Although Table 5 shows that at Globe House the first time face enrolment success rate is
significantly higher for Asian participants than for Black participants, this is not supported
by the results from Leicester. From Table 6, the first time face enrolment success rate is
higher for Asian participants than for Black participants, but the difference is not
statistically significant, and so the apparent link is not one that can be made with

confidence.

1st Time Success Face Enrolment Rates at Leicester by Ethnic

Group (Quota and Opportunistic

Ethnic Origin Sample size (% Success at 1st|
Attempt

Asian 522 96.93%

Black 237 94.94%

Chinese/East Asian 14 92.86%

Other 135 96.30%

White 2013 97.27%

Table 6 - Facial enrolment success at the first attempt at Leicester by ethnic group
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Key Observation:
e Environmental factors appear to affect the ability to enrol the facial
biometric at the first and subsequent attempts.
o White participants had a higher first attempt facial enrolment success rate
than Black participants.

3.24.2 Disabled Participants
Facial enrolment success at the first attempt data has been analysed to ascertain whether

the type of impairment affected the first attempt success rate for the facial biometric.
Figure 11 shows the results for participants that only had one type of impairment.

Face 1st time success by type of impairment

Hearing impairment 0
only 91.80%

only

O Successful at 1st attempt
W Successful after multiple attempts
O Failed

Learning Disability 00.00% ” 1.00% Base: 100

Physical impairment ®
only 89.30%

. . . 0,
Visual impairment 90.74% l 0.93% Base: 108

only

Figure 11 - Facial enrolment success at the first attempt by type of impairment

All impairment types tended to decrease the likelihood of the participant enrolling
successfully on face at the first attempt. The operators have not always noted the reasons
for retries being necessary and so the following suggested causes are based on informal
operator feedback:

e For participants with learning disabilities, a likely cause of retries is difficulty in
keeping still and looking ahead at the camera.

e For participants with a physical impairment, likely causes of retries are difficulty in
holding the head in the required position and wheelchairs making it harder for the

0.00% Base: 122

2.95% Base: 271
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operator to position the participant correctly.
e For participants with a hearing impairment it is likely that retries are a result of the

operator finding it hard to communicate with the participant and correct positional
problems during the first attempt.

Key Observation:

Maintaining the correct position for facial biometric enrolment was a problem for
some Disabled participants with a physical impairment or with learning
disabilities.
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3.3 Iris Biometric Enrolment

3.31 Iris Enrolment Success

Figure 12 shows the success rate for iris biometric enrolment. The majority of participants
successfully enrolled their irises, but the success rate was lower for the Disabled
participants than for other participants.

The data excludes 8 iris enrolments where a participant attempted a duplicate enrolment.
These attempts failed because the irises matched the original enrolment. These have
been excluded because although enrolment failed, enrolment failure was the correct
outcome.

Iris Enrolment Success

Base: 682

Quota and Opportunistic 90.53%

Base: 8620

Base: 1463

Opportunistic 91.11% - Base: 7157

Quota 87.70%

O Successful @ Failed

Figure 12 - Iris Enrolment Success by Sample Group

Key Observation:

The majority of participants in each sample group successfully enrolled on
the iris biometric. However, the failure rate for the Disabled participant group
was significantly higher than the failure rate for the Quota and Opportunistic
groups.
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3.3.1.1 Iris Enrolment Failures

For any iris enrolment failure the operators were instructed to note anything about the
participant or the enrolment that could explain why it has failed. An analysis of these
operator observations is presented in the tables below. The Disabled participant group
has been shown separately because of its significantly higher failure rate. This analysis of
operator observations needs to be treated with a certain amount of caution for the
following reasons:

o The observation by itself does not prove a link;
o Operators respect the participant’s privacy and so do not ask personal questions.
As a result they do not necessarily uncover all relevant factors.

From the tables it can be seen that the majority of iris failures have been categorised as
undetermined. The only information available to the operators to help them diagnose the
cause of the failure was their own observations of the participant, and the prompts being
given by the camera.

More information is available on some individual failures. This can be found in Appendix A
(see A3.1 Iris Enrolment Failure Operator Observations).

Key Observation:
Lack of feedback from the iris camera to the operators made it difficult for them to
establish the reason for enrolment failure, and to take corrective action.

Operator observations for iris enrolment failures
(Quota and Opportunistic)

Observation Volume
*Positioning 29
Behavioural 55
Medical Condition 78
Participant didn't want to continue |29
Eyelashes 4
Hard contact lenses 1
Small/narrow eyes 36
Droopy eyelids 25
Couldn't hear instructions 2
Heavy eye make-up 11
Lazy eye 6
Deep-set eyes 1
Eyes not level 4
\Van rocking 3
Turn in eye 3
English not 1st language 13
\Wandering eye 6

* Where the observation is in italics this indicates that there is a brief definition of the observation following the
tables.
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Operator observations for iris enrolment failures
(Quota and Opportunistic)

Lighting

Large pupils

Coloured contact lenses

Contact lenses of unknown type

Squint

AlalWl ==l —

Close set eyes

Undetermined 502

Table 7 - Summary of operator observations for quota and opportunistic iris enrolment
failures

Operator observations for iris enrolment failures
(Disabled)

Observation Volume

Positioning 81

N
<

Behavioural

Medical Condition

~

Participant didn't want to continue

Operator didn't want to continue

Small/narrow eyes

Droopy eyelids

Couldn't hear instructions

Lazy eye

Deep-set eyes

Watery eyes

Turn in eye

Y ) pury pury gy BN RS RN DS B S

-
o

Undetermined

Table 8 Summary of operator observations for Disabled participant iris enrolment failures

Positioning: where the participant could not be positioned at the correct height or could not
get close enough to the camera.

Behavioural: where the participant couldn’t or wouldn’t follow the camera and operator
instructions.

Medical condition participants volunteered information about conditions that affected their
eyes. Potentially these conditions could affect the ability to obtain images of their irises.

Participant didn’t want to continue: normally the operators made several attempts to obtain
iris images. However, if the participant felt uncomfortable or simply didn’'t want to retry
then no further attempts to record the iris were made.

Operator_didn't want to continue: as stated previously, unless the participant was
unwilling, the operators would normally make several attempts to obtain iris images. This
category applies where the operator was unwilling to ask the participant to make further
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attempts.
Couldn’'t hear instructions: these participants went through the Trial without a sign

language interpreter being present. They couldn’t hear the instructions and so were
dependent on the flashing arrows on the front of the camera unit to position themselves.

Undetermined: there are three groups within this category: cases where no observation
was recorded by the operators, cases where the camera did not take any shots even after
the participant was repositioned by the operator and cases where the camera took shots
but was unable to obtain an acceptable iris image.

3.3.2 Iris Enrolment Attempts

As with the overall iris success rate, there are significant differences between the first
attempt success rates attained for the Quota/Opportunistic and Disabled participants (see
Figure 13). With the Quota and Opportunistic samples, the majority of participants were
successful at the first attempt but a number required multiple attempts. The majority of
participants from the Disabled participant group were unsuccessful at the first attempt.

Iris 1st Attempt Enrolment Success

Disabled 46.77% - 39.00% Base: 682
O(ssglttauiins?ic L e Base: 8620
Opportunistic 77.49% 8.89 Base: 7157

Quota 73.07% -@ Base: 1463

O Successful at 1st Attempt B Successful after multiple attempts O Failed

Figure 13 - Iris Enrolment Success at the First Attempt by Sample Group

The reason why multiple attempts were required for some participants tended to be one of
the following:

e Positioning: In some cases individuals were not positioned centrally and the

operator had to assess this by standing directly behind them and repositioning
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them. Alternatively the participant was looking up instead of straight ahead and
the operator had to change the height of the chair or change the angle of the
mirror.

e Behavioural: in some cases the participants found it difficult to follow the camera or

operator instructions, in some cases making exaggerated movements instead of
the small movements needed, not moving at all or moving in the wrong direction.

Key Observation:

The majority (77%) of Quota and Opportunistic participants successfully enrolled
on the iris biometric at the first attempt. Less than half (46%) of Disabled
participants were successful at the first attempt.

3.3.3 Factors Affecting Iris Enrolment
3.3.31 Quota and Opportunistic

For Quota and Opportunistic participants, iris enrolment success and iris enrolment
success at the first attempt data has been analysed to identify any potential links with
location, ethnicity, age, and gender. This analysis has shown that the participant’s ethnic
group and age were linked with iris enrolment success and success at the first attempt.

Iris Enrolment Success Rates by Ethnic Origin (Quota and|

Opportunistic)

Ethnic Origin Sample Size Iris Success Rate
Asian 781 88.09%

Black 358 81.01%
Chinese/East Asian |43 86.05%

Other 263 90.11%

White 7164 91.33%

Table 9 - Iris Enrolment Success by Participant Ethnic Group

1st Attempt Iris Enrolment Success Rates by Ethnic Origin|

(Quota and Opportunistic)

Ethnic Origin Sample Size Iris Success Rate
Asian 781 70.93%

Black 358 59.22%
Chinese/East Asian |43 67.44%

Other 263 73.76%

White 7164 78.43%

Table 10 - Iris Enrolment Success at the First Attempt by Participant Ethnic Group

Both the iris enrolment success rate and the first attempt success rate were lower for

Black participants than for Asian and White participants.
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Iris Enrolment Success Rate by Age Range (Quota and|
Opportunistic)

Age Range Sample Size Iris Success Rate
18-24 966 90.89%

25-34 1673 93.48%

35-44 1683 94.41%

45-54 1699 92.23%

55-59 875 91.31%

|60-64 675 86.81%

[65+ 1049 78.27%

Table 11 - Iris Enrolment Success by Participant Age Group

1st Attempt Iris Enrolment Success Rate by Age Range

(Quota and Opportunistic)

Age Range Sample Size 1st time success as
% of overall|
enrolments

18-24 966 78.57%

25-34 1673 81.59%

35-44 1683 83.07%

45-54 1699 79.40%

55-59 875 74.29%

|60-64 675 69.63%

[65+ 1049 59.49%

Table 12 - Iris Enrolment Success at the First Attempt by Participant Age Group

Iris enrolment success rate and the first attempt success rate varied according to the
participant’s age. On the whole the rates were higher for younger participants than older
participants.

Key Observation:

Iris enrolment success and success at the first attempt varied according to the
participant’s ethnic group and age. Asian and White participants had higher
success rates than Black participants. Participants that were aged under 60 had
higher success rates than participants that were aged 60 or over.
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3.3.3.2 Disabled Participants

For Disabled participants, iris enrolment success and iris enrolment success at the first
attempt data has been analysed to identify whether the type of impairment affected the iris
enrolment outcome. Figure 14 and Figure 15 show the results for participants that only
had one type of impairment.

Iris enrolment success by type of impairment

Hearing impairment only 69.32% 30.68% Base: 88
Learning Disability only 57.58% 42.42% Base: 99
O Successful
O Failed
Physical impairment only 65.41% 34.59% Base: 266
. . . 0, 0,
Visual impairment only 53.54% 46.46% Base: 99
Figure 14 - Iris Enrolment Success by Type of Impairment
Iris 1st time success by type of impairment
Hearing;m}?airment 52.27% - 30.68% Base: 88
Learningnlllz;sability 45.45% . 42.42% Base: 99

O Successful at 1st attempt
B Successful after multiple attempts

OFailed
Physical impairment

53.01% .a 34.59% Base: 266
only
Visual i(;r;;l);irment 33.33% - 46.46% Base: 99

Figure 15 - Iris Enrolment Success at the First Attempt by Type of Impairment
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For all types of impairment the iris enrolment success rate and the first attempt success
rate were lower than the rates found with the Quota and Opportunistic samples. There

were specific issues associated with each type of impairment and these could explain the
lower success rates:

Hearing impaired participants could not hear the camera instructions and needed to
rely on the camera visual prompts that were not as easy to follow. Even where
Sign Language Interpreters were provided, they could only communicate with the
participant before and after each enrolment attempt;

For people with learning disabilities there were three particular issues that came up:

o Some participants could not look into the mirror. Iris enrolment with the system
being used requires participants to look into the mirror.

o Some operators were not able to provide instructions in an accessible format to
some participants with learning disabilities and some who were sign-language
users.

o the assessment system required participants to sit still and look ahead for
longer than they were used to in their normal day to day lives.

it was not possible to move the camera into a suitable position to use with some

participants in wheelchairs and others.

it was not possible to position the camera to accommodate the needs of visually

impaired participants who were not able to see.

It should be noted that some of these issues also affected Quota and Opportunistic
sample participants.

Key Observation:
o The Disabled participant success rates associated with each impairment
type were lower than for the Quota and Opportunistic samples.

UKPS Biometrics Enrolment Trial May 2005

Page 45



3.4

3.4.1

Atos vV
Origin

Fingerprint Biometric Enrolment

Fingerprint Enrolment Success

Figure 16 shows the success rate for fingerprint biometric enrolment. The maijority of
participants successfully enrolled their fingerprints but the success rate was higher for
Quota and Opportunistic participants than for Disabled participants.

Fingerprint Enrolment Success

Disabled 96.09% 3..% Base:

Quota and Opportunistic 99.27% 0I73% Base

Opportunistic 99.27% 0.7l5% Base

Quota 99.31% o-tg% Base

O Successful @Failed

Figure 16 - Fingerprint enrolment success by sample group

In order to enrol successfully some participants were recorded as having missing fingers:

A small number of successful participants (0.14% of Quota and 0.1% of
Opportunistic) were temporarily unable to enrol some of their fingers. More detail
can be found in Appendix A (A4.1 Reasons for Recording Fingers as Missing) but
these varied from a short—term problem such as a sticking-plaster over a finger, or
a longer term problem such as a broken fingers. Where this occurred the affected
fingers were treated as missing, and the participant successfully enrolled the
unaffected fingers.

A small number of successful participants (no Quota but 0.08% of Opportunistic)
genuinely had missing fingers or missing fingertips. Again, the fingers were
recorded as missing and the participant enrolled successfully. More detail can be
found in Appendix A (A4.1 Reasons for Recording Fingers as Missing).

Some participants in all sample groups were unable to place some of their fingers
on the fingerprint reader because of physical impairment. Full details can be found
in Appendix A (A4.1 Reasons for Recording Fingers as Missing). Problems
occurred where the participant was unable to straighten one or more fingers,

713

: 8546

17107

11439
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couldn’t apply pressure, or couldn’t keep their fingers still. . Where this occurred
the affected fingers were treated as missing, and the participant successfully

enrolled the unaffected fingers.

Key Observation:

Opportunistic groups.

The majority of participants in each sample group successfully enrolled on the
fingerprint biometric. However, the failure rate for the Disabled participant
group was significantly higher than the failure rate for the Quota and

Not all successful participants could enrol on all ten fingers and one or more
fingers had to be recorded as missing. The main reasons for this were:
e Fingers were broken or had a sticking plaster;
o Fingers or fingertips were missing;
e Participant could not straighten their fingers or keep them still.

3411 Fingerprint Enrolment Failures

The fingerprint enrolment failures have been analysed in conjunction with the operator
observations. The results are summarised in Table 13 and Table 14. An explanation of the
categories used follows the tables, and more detail about the individual failures can be
found in Appendix A (see A4.2 Fingerprint Enrolment Failure Reasons).

Reasons for fingerprint enrolment failure (Quota and Opportunistic)

Reason Volume
False Match 14
Behavioural 1
Couldn't pass front-end quality check 7

Some fingers could have enrolled 39

Unspecified

1

Table 13 - Summary of Reasons for Quota and Opportunistic fingerprint enrolment failures

In a real application process the enrolment would be confirmed once a match was
established as false — i.e. a false match would not necessarily prevent a person from

being enrolled.
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Reasons for fingerprint enrolment failure (Disabled)

Reason Volume
False Match 2
Behavioural 3

Some fingers could have enrolled 14
Positioning 9
Unspecified 1

Table 14 - Summary of Reasons for Disabled participant fingerprint enrolment failures

False Match: fingerprints falsely matched with fingerprints obtained earlier in the Trial
Behavioural: the participant was unwilling to follow the operator instructions.
Couldn't pass front-end quality check: as described in Appendix C - Technology, initial

quality checks are applied and the fingerprints have to pass these before they can be
submitted to the back-end system.

Some fingers could have enrolled: although the prints from some fingers were acceptable,
the prints of one or more fingers could not pass the quality checks at the back-end (see
Appendix C - Technology). N.B. a participant could enroll on less than 10 fingers provided
the operator recorded the participant as having missing fingers at the outset. Once the
fingerprints passed the front-end quality check, all fingers had to be acceptable for
enrolment to occur.

Positioning: the participant had difficulty in placement of fingers for either the initial attempt
or subsequent retries.

Key Observation:

In over half (62%) of the Quota and Opportunistic failures and just under a half
(48%) of the Disabled participant failures, the participants had some fingers that
could have enrolled.

In 31% of failures in the Disabled participant group the participant had difficulty
positioning their fingers.

3.4.2 Fingerprint Enrolment Attempts

There are significant differences (see Figure 17) between the first attempt success rates
attained for the Quota/Opportunistic samples and the Disabled participants. With the
Quota and Opportunistic samples, the majority of participants were successful at the first
attempt but a number required multiple attempts as shown in the chart below. The majority
of participants from the Disabled participant group were also successful at the first
attempt, but the proportion that succeeded at the first attempt was lower than for the
Quota and Opportunistic samples.
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Fingerprint 1st Time Enrolment Success

Disabled | 52.26% ‘I% Base: 713
Quotaand 70.30% o R Base: 8546
Opportunistic | 70.63% [ 28.63% 0.78% Base: 7107

Quota | 68.66% -.69% Base: 1439

O Successful at 1st attempt B Successful after multiple attempts O Failed

Figure 17 - Fingerprint enrolment success at the first attempt by sample group

Key Observation:

The majority of participants successfully enrolled on the fingerprint biometric at
the first attempt. The rate was higher for Quota and Opportunistic participants
than for Disabled participants.

3.4.3 Factors Affecting Fingerprint Enrolment
3.4.31 Quota and Opportunistic

For Quota and Opportunistic participants, fingerprint enrolment success and fingerprint
enrolment success at the first attempt data has been analysed to identify any potential
links with location, ethnicity, age, and gender. This analysis has shown that the
participant’s ethnic group was a factor in both the overall success and success at the first
attempt. The success rate and the first attempt success rate were lower for Black
participants. Gender was also a factor in the ability to enrol at the first attempt although
not in the overall success rate. The first attempt success rate was higher for male
participants than for female participants.
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Fingerprint Enrolment Success Rate by Ethnic

Origin (Quota and Opportunistic)

Ethnic Origin Sample Size Fingerprint
Success Rate

Asian 756 99.07%

Black 351 97.72%

Chinese/East Asian |44 100.00%

Other 267 99.25%

White 7117 99.37%

Atos vV
Origin

Table 15 - Fingerprint enrolment success by participant ethnic group

1st Time Fingerprint Enrolment Success Rate by,

Ethnic Origin (Quota and Opportunistic)

Ethnic Origin Sample Size 1st time
success as %
of overall]
enrolments

Asian 756 70.90%

Black 351 54.70%

Chinese/East Asian |44 65.91%

Other 267 74.91%

White 7117 70.86%

Table 16 - Fingerprint enrolment success at the first attempt by participant ethnic group

Fingerprint Enrolment Success Rate by Gender
(Quota and Opportunistic)

Gender |(Sample size |Fingerprint Success Rate
Female |3091 99.09%
Male 5455 99.38%

Table 17 - Fingerprint enrolment success by participant gender

1st Time Fingerprint Enrolment Success Rate by

Gender (Quota and Opportunistic)

Gender Sample size 1st time
success as %
of overall
enrolments

Female 3091 64.90%

Male 5455 73.36%

Table 18 - Fingerprint enrolment success at the first attempt by participant gender
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Key Observation:

Fingerprint enrolment success and success at the first attempt was lower for Black
participants. Male participants had higher first time enrolment success rate than
female participants.

3.4.3.2 Disabled Participants

For Disabled participants, fingerprint enrolment success and fingerprint enrolment success
at the first attempt data has been analysed to determine whether the type of impairment
affected the fingerprint enrolment outcome. Figure 18 and Figure 19 show the results for
participants that only had one type of impairment.

The fingerprint enrolment rate and the first attempt enrolment rate were lower for

participants with a learning disability or a physical impairment than for other participants
from the Disabled participants.

Fingerprint success by type of impairment

Base: 119
Hearing impairment only 99.16% 0.84%
Learning Disability only 93.55% 6.45° Base: 93
O Successful
OFailed
Physical impairment only 93.68% 6.32% Base: 253
Visual impairment only 99.01% 0_4#% Base: 101
Figure 18 - Fingerprint enrolment success by type of impairment
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Fingerprint 1st time success by type of impairment

Hearing impairment only |

69.75%

Learning Disability only |

38.71%

Physical impairment only |

46.64%

Visual impairment only |

63.37%

0.99%

‘D Successful at 1st attempt B Successful after multiple attempts O Failed ‘

Figure 19 - Fingerprint enrolment success at the first attempt by type of impairment

Origin

Base: 119

Base: 93

Base: 253

Base: 101

Key Observation:
Participants with a learning disability and participants with a physical
impairment had lower fingerprint success and first time success than other
Disabled participants, and than Quota and Opportunistic participants.

3.5 Enrolment on all Three Biometrics

Table 19 - Enrolment success rates on combinations of biometrics by sample group
shows the enrolment success rates for participants who attempted enrolment on all
three biometrics. This excludes any attempted enrolment where there was a technical

issue or operator error.

Success rate on combinations of biometrics
Sample Successfully Successfully | Successfully | Failed on face | Failed on
size enrolled on all enrolled on enrolled on and succeeded all 3
three faceand 1 |[face and failed| on atleast 1
other biometric| both other other biometric
biometrics
Quota 935 89.09% 10.27% 0.32% 0.32% 0.00%
Opportunistic |7013 90.53% 9.31% 0.11% 0.04% 0.00%
Quota and|7948 90.36% 9.42% 0.14% 0.08% 0.00%
Opportunistic
Disabled 645 60.78% 34.73% 2.17% 1.71% 0.62%
Table 19 - Enrolment success rates on combinations of biometrics by sample group
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Key Observation:

The majority of participants from all sample groups successfully enrolled on all three
biometrics. The success rate was higher for Quota and Opportunistic participants than
Disabled participants.

All Quota and Opportunistic participants were able to enrol successfully on at least one
biometric. A small percentage (0.62%) of Disabled participants failed to enrol on any ot
the biometrics.
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4 Verification

4.1 \Verification Process Times

From Figure 20 it can be seen that average verification times for Quota and Opportunistic
participants were similar to each other, and were shorter than those for the Disabled
participants. For facial and iris verification the time taken for Disabled participants was
significantly longer than that for Quota and Opportunistic participants. For fingerprint
verification the time taken for Disabled participants was significantly longer that for
Opportunistic participants. Although the time taken for Disabled participants was not
significantly longer than that for Quota participants® the difference is such that when taken
in conjunction with the Opportunistic results, it can be concluded that fingerprint
verifications took longer for Disabled participants.

Face verification was quicker than iris verification, which in turn was slightly quicker than
fingerprint verification.

Further verification process time data can be found in Appendix B (see B1 Process
Times).

Average Verification Times - All Attempted Verifications

01:20
Disabled 01:18
01:03
01:11 DO Fingerprint verification
Opportunistic 00:59 B Iris verification
00:45 O Face verification
01:13
Quota 00:58
00:39

00:00 00:09 00:17 00:26 00:35 00:43 00:52 01:00 01:09 01:18 01:26

Time (mm:ss)

Figure 20 - Average verification times for each biometric type and sample group

Key Observation:
Overall, verification times for Quota and Opportunistic participants were shorter
than for Disabled participants.

® Not significant in the sense used throughout this report i.e. the 95% confidence level. It is
significant at a 90% confidence level.
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4.2 Facial Biometric Verification

421 Facial Verification Success

Of the three biometrics, the highest verification failure rate occurred with the face. The
percentages of participants that have passed and failed face verification can be seen from
the chart below.

Face Verification Success Rates

Disabled 48.43% _ Base: 223

Quota and Opportunistic 69.46% _ Base: 2341
Opportunistic 69.59% _ Base: 1598

Quota 69.18% _ Base: 743

OPassed B Failed

Figure 21 - Facial verification success by sample group

Although Figure 21 shows a higher failure rate for the Disabled participant group than for
the Quota and Opportunistic sample groups, disability does not seem to be a factor. As
will be seen from Section Factors Affecting Facial Verification, location had a major effect
on facial verification.

Key Observation:

Although the 69% facial verification success rate of the Quota and
Opportunistic samples is higher than that of the Disabled participants (48%),
there is no evidence that disability is a factor.

422 Facial Verification Failures

The operator observations for the failed verifications have been analysed and categorised.
The results of this are presented in the table below. A general explanation of the
categories used follows the table, and further information about the individual failures can
be found in Appendix B (see B2.1 Facial Verification Failure Operator Observations).
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As can be seen, most face verification failures have been categorised as undetermined.
This is partly because face verification takes a short time, and as the operator cannot retry
a face verification, there is little opportunity for the operator to assess the problem and

take corrective action. It is partly because in some locations the operators recognised that
the environment was an issue and so ceased to comment on every single failure.

Operator observations for failed face
verifications (all sample groups)
Observation Number
Environmental 112
Positioning 59
Behavioural 30
Participant exception 9
Appearance change 23

Skin Tone 10
Potential enrolment problem 4
Undetermined 593

Table 20- Summary of operator observations for all groups’ facial verification failures

Environmental: reflection from glasses or from the skin, in particular the forehead has
caused face verification to fail. Also a background disturbance could affect the verification.
Where the layout of the enrolment centre permitted, a screen was placed behind the
participant to prevent any background disturbance affecting the camera.

Positioning: Where the participant was positioned too low or too high then the angle of the
face relative to the camera was different from that at enrolment and caused verification to
fail. Some of these could actually be environmental failures. For example if a participant
was positioned with the chair at its lowest but was still too high for the camera, the
operator would ask the participant to move further back. However, in some enrolment
centres there was insufficient space for the participant to move back very far.

Behavioural: this is a failure to keep still as requested or an inability to follow the
operator’s instructions.

Appearance change: where participants changed their appearance slightly between
enrolment and verification, verification failed. These are participants who wore their
glasses during enrolment but not verification, or vice versa or who made a slight change to
their hair e.g. pushing it back.

Potential enrolment problem: where the operator suspected that the original facial
enrolment had not generated a template of adequate quality.

Participant exception: because of impairment, some participants found it difficult to hold
the correct position while face verification was completed. Although, as these participants
managed to hold position long enough to complete facial biometric enrolment, this
observation may be unrelated to the cause of failure.
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Key Observation:
o Lighting appears to be the main reason why facial verification failed.
e Changes in the participant’s appearance also caused verification to fail.

4.2.3 Factors Affecting Facial Verification

For Quota and Opportunistic participants, facial verification data has been analysed to
identify any potential links with location, ethnicity, age and gender. Location and age were
factors in facial verification success and there is also some evidence that ethnicity was a
factor, however this evidence is not conclusive.

Face Verification Success Rate by Centre

Globe House Disabled [

Globe House Quota [

Globe House Opportunistic [

Leicester Disabled [

Leicester Quota |

Leicester Opportunistic

[
New castle Disabled |
New castle Quota [

[

New castle Opportunistic

Glasgow Disabled

Glasgow Quota [

Glasgow Opportunistic [

Mobile Disabled [

Mobile Quota

Mobile Opportunistic L

Globe House |Globe House [Globe House  [Leicester  |Leicester  |Leicester ~ [Newcastle [Newcastle [Newcastle  [Glasgow  [Glasgow  |Glasgow Mobile
Disabled  [Quota Opportunistic |Disabled  |Quota Opportunistic |Disabled  |Quota Opportunistic [Disabled  |Quota Opportunistic [Disabled  [Mobile Quota|

Mobile

Opportunistic

0 Passed 43.48%)  5244% 58.04%|  87.50%|  80.24% 87.69%|  55.56%|  76.06% 64.56%)  4643%  61.24% 64.98%|  43.08% 6.25%

28.95%

B Failed 56.52%|  47.56% 41.06% 12.50% 19.76% 1231%  44.44%|  23.94% 3544%|  5357%|  38.76% 35.02%|  56.92%)  93.75%

71.05%

Figure 22 - Facial verification success by sample group and location

N.B. Swansea and Newcastle (Longbenton) are not included in the above chart as the
volume of face verifications is too low for meaningful statistical analysis. Although the
Mobile has been included, the Quota sample verification figures are for one week only and
so are also too low for any analysis.

The analysis of face verification in Figure 22 shows different rates between enrolment
centres but there is consistent pattern to the rates for different sample groups at the same
enrolment centre. The difference between the rates at different centres is due to
environmental factors.
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At Leicester the overhead ceiling light tended to reflect from the participant’s face. As a
potential preventative measure, a sheet of tracing paper was placed on this light in an
attempt to diffuse it. This seemed to improve the face verification success rate. At
Newcastle the light caused a reflection on the board behind the participant. An attempt
was made to lessen the impact of this by placing paper over the board. Initially this
seemed to improve the success rate but later on when Newcastle Civic Centre carried out
work on the ceiling, this affected the lighting and the rate dropped. Appendix B contains
weekly trend charts for both Newcastle and Leicester which show when the events
mentioned occurred (see B2.3 Trend over time). The highest failure occurred on the
mobile unit where the lighting conditions were such that the participant was not evenly lit.
The operators at Globe House also felt that, for some participants, the face was not
sufficiently illuminated.

Face Verification Success at Globe House by Ethnic

Origin (Quota and Opportunistic)

Ethnic Origin Sample Size |Verification
Success Rate

Asian 34 58.82%

Black 22 22.73%

Chinese/East Asian 3 66.67%

Other 13 53.85%

White 312 59.94%

Table 21 - Facial verification success at Globe House by participant ethnic group

Face Verification Success at Leicester by Ethnic

Origin (Quota and Opportunistic)

Ethnic Origin Sample Size |Verification
Success Rate

Asian 209 89.47%

Black 96 83.33%

Chinese/East Asian 5 100.00%

Other 52 98.08%

White 535 83.18%

Table 22 - Facial verification success at Leicester by participant ethnic group

Although within Leicester and Globe House there are differences between the facial
verification success rates for participants from different ethnic groups, no clear pattern is
evident. This suggests that the environmental factors at each enrolment centre may be

affecting ethnic groups differently.

UKPS Biometrics Enrolment Trial

Page 58

May 2005



Face Verification Success by Age Range at Globe
(Quota and Opportunistic)
Age Group Sample Size |Verification
Success Rate
18-24 20 65.00%
25-34 89 64.04%
35-44 106 60.38%
45-54 93 54.84%
55-59 26 53.85%
|60-64 30 46.67%
[65+ 20 40.00%

Table 23 - Facial verification success at Globe House by participant age

Face Verification Success by Age Range at Leicester

(Quota and Opportunistic)

Age Group Sample Size |Verification
Success Rate

18-24 139 92.09%

25-34 174 90.23%

35-44 122 84.43%

45-54 152 88.16%

55-59 77 84.42%

|60-64 67 77.61%

[65+ 167 77.84%

Table 24 - Facial verification success at Leicester by participant age

Atos vV
Origin

Leicester and Globe House both have significantly different rates for different age groups,
although the centres show slightly different patterns. However, both centres show that

face verification is less likely to succeed where participants are aged 60 and over.

Key Observation:
Facial verification was affected by location because of the different environmental
conditions in each enrolment centre.
Environmental conditions seemed to have a greater impact on some other ethnic
groups than others.

The facial verification success rate was higher for participants aged under 60 than it
was for those aged over 60.
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4.3 Iris Biometric Verification
4.3.1 Iris Verification Success
There are three possible outcomes from iris verification: passed, failed and cancelled. The
iris camera attempts to take up to 4 shots of each eye. If unable to capture an image of
sufficient quality, the iris verification system notifies the operator. The operator may then
continue to retry and capture the iris images or cancel the verification. Once images of
both irises have been obtained, the operator submits them for verification and the system
returns either a passed or failed result.
The percentages of participants that have passed and failed iris verification can be seen

from the following chart. This shows a higher rate of iris verification failure for the Disabled
participant group than for the Quota and Opportunistic sample groups.

Iris Verification Success Rates

Disabled 91.10% -] Base: 146

0.68%

Base: 3948
Quota and Opportunistic 96.71% 2.7” ase

0.56%

Opportunistic 96.47% Z.W/o
Base: 3261

0.58%

0,
Quota 97.82% 1.7”4;8856: 687

0.44%

O Passed B Failed OCancelled

Figure 23 - Iris verification success by sample group

Key Observation:

The majority of participants who chose to verify on iris were successful, however
the success rate for the Quota and Opportunistic participants (96%) was
significantly higher than that for Disabled participants (91%).
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4.3.2 Iris Verification Failures

The operator observations for the failed verifications have been analysed and categorised.
The results of this are presented in the tables below. Further information about the
individual failures can be found in Appendix B (see B3.1 Iris Verification Failure Operator
Observations). As always these observations have to be treated with a certain amount of
caution as the observation may be unrelated to the reason for failure.

Operator observations for failed iris
verifications (Quota and Opportunistic)
Observation Number
Participant glasses® 15
Environmental 3
Positioning 4
Behavioural 3

Tinted glasses 2
Coloured contact lenses 1
Prosthetic eye 1
Undetermined 79

Table 25 - Summary of operator observations for Quota and Opportunistic iris verification
failures

Operator observations for failed iris
verifications (Disabled)

Observation Number
Participant glasses 1

Tinted glasses 1
Undetermined 10

Table 26 - Summary of operator observations for Disabled participant group iris verification
failures

Participant glasses: the failure appeared to be due to the type or strength of lens in the
participant’s glasses

Environmental: reflected light in the participant’s glasses

Behavioural: the participant did not follow camera or operator instructions.

Key Observation:

glasses and passed when they took their glasses off.

Many participants who wore glasses and who verified on iris did not have a problem.
A small number of participants with glasses failed verification when they wore their

€ Where the observation is in italics this indicates there is a brief definition of the observation
following the tables
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43.3 Factors Affecting Iris Verification

For Quota and Opportunistic participants, iris verification data has been analysed to
identify any potential links with location, ethnicity, age and gender. This has shown that
there is a link between the participant age and the verification success rate. The
verification success rate tended to be higher for participants who were aged under 55 than
it was participants aged 55 or over.

Iris Verification Success by Age Range (Quota and Opportunistic)
Age Group Sample Size |Verification Verification
Success Rate |Success Rate]

(ignoring
cancellations)

18-24 369 98.10% 98.91%

25-34 747 97.99% 98.39%

35-44 850 97.29% 97.87%

45-54 819 97.31% 97.79%

55-59 439 94.53% 94.75%

|60-64 330 95.45% 96.33%

|65+ 394 93.91% 94.63%

Table 27 - Iris verification success by participant age group

Key Observation:
The iris verification success rate was higher for younger participants than it was
for older participants.
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4.4 Fingerprint Biometric Verification
4411 Fingerprint Verification Success

There are three possible outcomes from fingerprint verification: passed, failed and
cancelled. The operator uses the single fingerprint reader to take images of two fingers.
Firstly the operator assesses the quality of the images on the screen and if the operator
deems the image of low quality the images are retaken. Second, the system checks the
quality of the images. If the images are not of sufficient quality, the system notifies the
operator that the quality is too low. The operator may then continue to retry and recapture
those fingerprint images, try different fingers or cancel the verification. Once images of two
fingers have been obtained, the operator submits them for verification and the system
returns either a passed or failed result.

The percentages of participants that have passed and failed fingerprint verification can be
seen from the following chart.

Fingerprint Verification Success Rates

3.149
Disabled 80.50% Base: 318
0,
Quota and Opportunistic 86.56% iﬁ Base: 2641
3.02%  pase: 2154
Opportunistic 87.74% -:
0,
st B | o
OPassed W Failed OCancelled
Figure 24 - Fingerprint verification success by sample group
Key Observation:
The majority of participants from all sample groups were successful on
fingerprint verification. Quota and Opportunistic participants had a higher
success rate (86%) than Disabled participants (80%)
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442 Fingerprint Verification Failures

Subsets of fingerprint verification failures and cancellations have been investigated.
Fingerprint images were sent to NEC and their explanation was that the issue was the
single fingerprint device. The area of this device is small meaning that only a small part of
each finger is recorded and it may not contain enough information to be used for
matching.

Key Observation:
The single fingerprint device used for verification did not always record
sufficient detail from the fingers.

443 Factors Affecting Fingerprint Verification
4.4.31 Quota and Opportunistic

For Quota and Opportunistic participants, fingerprint verification data has been analysed
to identify any potential links with location, ethnicity, age and gender. A full analysis can
be found in Appendix B (see B4.1 Analysis of Factors Affecting Fingerprint Verification
(Quota and Opportunistic). This has shown that the verification success rate is linked with
participant age.

Fingerprint Verification Success by Age Range at Globe House

(Quota and Opportunistic)

Age Group [Sample Size Verification (Verification |Verification
Success Failure Cancellation
Rate Rate Rate

18-24 37 100.00% 0.00% 0.00%

25-34 128 94.53% 2.34% 3.13%

35-44 134 95.52% 0.75% 3.73%

45-54 79 96.20% 2.53% 1.27%

55-59 38 94.74% 0.00% 5.26%

|60-64 29 82.76% 17.24% 0.00%

|65+ 33 66.67% 30.30% 3.03%

Table 28 - Fingerprint verification success at Globe House by participant age
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Fingerprint Verification Success by Age Range at Leicester (Quotal

and Opportunistic)

Age Group |Sample Size Verification (Verification |Verification
Success Failure Cancellation
Rate Rate Rate

18-24 119 89.08% 5.88% 5.04%

25-34 178 88.76% 6.18% 5.06%

35-44 95 89.47% 5.26% 5.26%

45-54 126 84.92% 8.73% 6.35%

55-59 75 77.33% 18.67% 4.00%

|60-64 57 71.93% 22.81% 5.26%

|65+ 122 71.31% 24.59% 4.10%

Table 29 - Fingerprint verification success at Leicester by participant age

Key Observation:
Younger participants had a higher fingerprint verification success rate
than older participants

4.4.3.2 Disabled Participants

For Disabled participants, fingerprint verification data has been analysed to determine
whether the type of impairment affected the fingerprint verification outcome.

Fingerprint verification success by type of impairment

Hearing impairment only 89.47% l||.75%
Base: 57
Learning Disability only 83.33% -%.08%
O Passed
W Failed Base: 48
O Cancelled
Physical impairment only 79.57% -3.30%
Base: 93
Visual impairment only 78.95% -}.26%
Base: 57
Figure 25 - Fingerprint verification success by type of impairment
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Participants with a hearing impairment had the highest verification success rate, one that
was similar to that for the Opportunistic sample.

Key Observation
Fingerprint verification success for participants with a hearing impairment was

similar to that for the Opportunistic sample. The success rate was lower for
participants with other impairment types.
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5 Participant Experience

5.1 Comment

The following section details the Quota, Opportunistic and Disabled participant groups’
‘experience’ results that were obtained from participant interviews completed during and
after enrolment / verification in the Biometrics Trial.

The section has been organised by the questions used in the questionnaire. Each
question has been listed, followed by the Quota, the Opportunistic and then the Disabled
participant results to allow a direct comparison, with associated comments.

Each set of results will also highlight a key observation relating to that question; these are
not meant to be the only learning or definitive observations from the respective analysis,
but rather something worth bringing to the fore. A summary of the key observations from
the ‘experience’ question responses can be found below.

Further analysis follows the main question results and comments. The Quota and
Opportunistic groups will have further sub-group breakdowns, which include age, gender,
ethnicity, religion and location. The further analysis of the Disabled participant results
include gender, age, location and impairment type, where the impairment types are
‘visually impaired’, ‘physically impaired’, ‘learning disability’ and ‘hearing impaired’. The
reader will also see two additional Disabled participant categories new to this report, those
of ‘other disability’ (impairment type) and ‘Swansea’ (fixed location). The ‘other disability’
category identifies Disabled participants who felt their disability type could not be captured
by any of the four main impairment types; Swansea was a fixed site used at the latter
stages of the Trial. However, because the total number of participants of ‘other disability’
and those who participated in Swansea are both very low (44 and 24 out of a total of 750
respectively) the results should be treated with caution and are largely not commented
upon.

A direct comparison between the Quota, Opportunistic and Disabled participant sub-group
results is considered to be less relevant than comparing the aggregate (main question)
results; thus the sub-group results of each group have been left as ‘stand-alone’.

For key questions, the Quota results also show how participants who took two of the three
biometrics (a control group) compare with those who took all three biometrics. This
analysis allows us to observe the impact upon a biometric when the Trial introduced a
third biometric (i.e. the one the control group did not participate in).

The ‘experience’ results are largely a feedback of a participant’s direct experience of the
process and ‘user friendliness’ of the enrolment and verification stages. The Trial has tried
to understand areas such as how comfortable or how private participants felt and how
quick the process was compared with expectations. On occasion the reader may read
comments such as “a particular group...had the ‘worst’ experience”. A ‘worse’ experience
has been inferred if those participants have scored lowest for a positive response, i.e.
lowest score for an experience being ‘much’ or ‘a little better’ than expected.
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The Quota participants were recruited using random selection methods around each of
the fixed enrolment sites, and they were recruited to a strict demographic profile thus
ensuring UK-wide representation. The Disabled participants, too, were randomly recruited,
but unlike the Quota group not to a strict demographic profile — although there has been

an attempt to secure significant participation of those across the four different impairment
types.

The Disabled participants came from a number of sources ranging from direct
volunteering to fixed periods of exclusive use of the mobile unit by organisations of / for
disabled people or colleges. All participants of both the Quota and Disabled participant
groups have been individually interviewed.

The Opportunistic group were recruited randomly with no attempt to meet particular
demographic sub-group numbers. The Opportunistic group had largely been sourced
through proactive participants who had heard of the Biometrics Trial through the media
and volunteered to take part — they were thus given an appointment; these participants
were supplemented by random ‘off-the-street’ recruitment. All Opportunistic participants
were asked to self-complete the questionnaire.
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5.2 Summary of Overall Key Observations - Participant
Experience

In general the ‘experience’ results from the three main groups — Quota, Opportunistic and
Disabled - all follow very similar patterns in the balance of ‘positive’ responses to
‘negative’ responses for all of the main questions. The overall positive results do need to
be treated with a degree of caution. Not all questions compared participant actual
experience with their expected experience, and it is not known how good or bad their
expectation was.

Highlighting some of these commonalities between the groups, booth privacy and the
level of intrusion is, in general, not an issue across each of the three main groups. Going
beyond the aggregate results, the BME (Black and Minority Ethnic) and other religion
sub-groups are a little more concerned about booth privacy (across both the Quota and
Opportunistic groups), however these two sub-groups do have a better then expected
level of intrusion experience for the facial biometric (Quota and Opportunistic). Level of
intrusion is of a little more concern for the iris biometric and for those Disabled
participants who are hearing impaired.

The iris biometric also comes off worst — across all three groups — for time taken,
positioning and the overall experience where it scores the highest number of ‘worse
than expected’ responses. Interestingly, however, it is the iris biometric that is the
preferred process for both the Quota and Opportunistic aggregate results and joint first
amongst the Disabled participant group. Looking at the demographic results for process
preference, across both the Quota and Opportunistic groups, males have a clear
preference for the iris biometric — and whilst this is also the first choice for females, the
fingerprint biometric runs it a close second for females (and in fact is first choice for
female Disabled participants). It is the BME sub-group that is least likely to state a process
preference (after stating a first choice).

Going back to time taken, it is the fingerprint biometric which scores the highest for the
participant experience being ‘much / a little’ better than expected, and this is true across
Quota, Opportunistic and Disabled participant groups. The ‘time taken’ question does also
throw up a difference between the main groups’ responses — in that amongst the Quota
group, the White sub-group have a ‘better than expected’ experience compared with the
BME sub-group, whereas amongst the Opportunistic group this result is reversed.

Verification speed, as with verification ease, is not an issue across the three groups.
The fingerprint biometric scores, relatively, the highest number of ‘negative’ responses
for both ‘speed’ and ‘ease’ (although still low).

Encouragingly, it should be noted that across all three groups, aggregate results show the
vast majority of participants found their expectations of the overall experience of enrolling
their biometrics to have been either met or bettered. A couple of notable results within the
detail of overall experience are the BME sub-group scored significantly higher than the
White sub-group for the experience being ‘much / a little’ better than expected (true
across all Opportunistic and for Quota / facial); secondly, only 37% of hearing impaired
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participants within the Disabled participant group found the experience of enrolling their

iris biometric ‘much / a little’ better than expected (far lower than the average of 51%
across Disabled participants for iris).

The key observations below (a copy of those found in the results detail) relate to the main
‘experience’ question responses across the Quota, Opportunistic and Disabled participant
groups. They can thus be taken as observations which are applicable to all biometric
enrolment participants. The observations relating to the respective Quota / Opportunistic /
Disabled participant groups are shown in separate boxes below.

e Given the Trial booth locations and environments, booth privacy is not
an issue across all three groups.

e Across all three groups, the level of intrusion across all three
biometrics, in relation to participant expectations, is not an issue.

o Within a generally positive outcome, the iris biometric, across the
Quota, Opportunistic and Disabled participant groups, had the greatest
number of participants who found the experience slower than expected.

o The preferred biometric process experienced, for both the Quota and
Opportunistic groups, is the iris biometric and this is the tied first
choice — with the fingerprint biometric — for the Disabled participant

group.

e Across the three biometrics, and the Quota, Opportunistic and Disabled
participant groups, participant experience of ‘positioning’ for iris
enrolment is the only concern — with 31% of the Disabled participant
group finding the positioning for the iris recording ‘very’ or ‘fairly’
difficult.

e Across all three biometrics, the vast majority of participants in the
Quota, Opportunistic and Disabled participant groups found their
expectations of the overall experience to have been either met or
bettered.

o The speed of verification, across the Quota, Opportunistic and Disabled
participant groups, is not a concern.

e The ease of verification, across the Quota, Opportunistic and Disabled
participant groups, is not a concern.
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5.3 Summary of Quota Key Observations - Participant
Experience

e The BME sub-group and members of the Other Religion sub-group are
slightly more concerned about booth privacy.

e Compared with the White sub-group, the BME sub-group had a better
than expected ‘level of intrusion’ experience of enrolling their facial
biometric.

e In general the younger age groups had a better than expected ‘level of
intrusion’ experience of enrolling their biometrics.

e Participants in Leicester, Newcastle and Glasgow had a quicker (than
expected) experience of enrolment across all three biometrics
compared with their London counterparts.

e The BME sub-group found positioning for the fingerprint biometric
enrolment easier than the White sub-group and those in Newcastle and
Glasgow found iris enrolment positioning easier than those in Leicester
and London.

o The 55+yr age group find it more difficult to position themselves for the
fingerprint biometric than the 18-34yr and 35-54yr age groups.

e Quota participants in Glasgow and Newcastle found the overall
experience of giving their biometrics better than expected compared
with participants within London.

e The top two reasons for a participant’s overall experience of the iris
enrolment being worse than expected are ‘time taken to record’ and ‘the
need to stay still’.

e Regarding process preferences, more females than males prefer the
fingerprint biometric (still 2" to iris); males clearly prefer the iris
biometric and the two sub-groups are closely tied on their preference
for the facial biometric.
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5.4 Summary of Opportunistic Key Observations - Participant
Experience

e As with the Quota group, the BME and Other Religion sub-groups are
more concerned about booth privacy.

e The BME (compared with White) and Other Religion (compared with
Christian and No Religion) sub-groups had a better than expected ‘level
of intrusion’ experience of enrolling their three biometrics.

e The BME (compared with White) and Other Religion (compared with
Christian and No Religion) sub-groups had a better than expected ‘time
taken’ experience across all three biometrics.

e Booth positioning is not a concern across all demographic sub-groups.

o The Other Religion and BME sub-groups had the best overall biometric
enrolment experience (against expectations). London participants had
the least positive experience (against expectations).

e The Male and White sub-groups have a stronger preference for the iris
biometric compared with Female & BME — although the latter two sub-
groups do still score the iris biometric as their number 1 choice.
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5.5 Summary of Disabled Participant Key Observations -
Participant Experience

e Across the Disabled participant group there are no particular sub-
groups who are concerned about booth privacy.

e Regarding location, the mobile unit (excluding Swansea) had the
highest number of participants scoring the experienced intrusion as
being ‘much / a little better’ than expected. Those who are ‘hearing
impaired’ scored the lowest, across the impairment types, for intrusion
experienced across all three biometrics.

e Across all sub-groups, the recording of the iris biometric scored lowest,
compared with the other biometrics, for participant experience of ‘time
taken’ (against expectations).

e Across all sub-groups, the iris biometric scored lowest for the
participant booth positioning experience being ‘very’ or ‘fairly’ easy.

o The iris biometric scored lowest for ‘overall experience’ being ‘much’ or
‘a little better’ than expected with participants in Glasgow, Female
participants and those who were hearing impaired — who had the worst
iris experience.

e Participants with three of the four impairment types, visual and hearing
impaired and learning disability, opted for the fingerprint biometric as
their first choice process preference.
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5.6 Participant Experience — ‘Booth privacy’ (Section 2; Q1)

How concerned were you about privacy in the booth during the enrolment process?
(The end block refers do those stating ‘don’t know’ — in this case 1%. Figures given are percentages).

5.6.1 Quota Group Result

Il very concerned [ INotvery concerned
] Fairly concerned -Notatallconcerned

[ ] Don’tknow

All Base: (2,000)

5.6.2 Opportunistic Group Result

B Very concerned [ ] Not very concerned

|:| Fairly concerned - Not at all concerned
|:| Don’t know/No Answer

All Base: (7,266)

UKPS Biometrics Enrolment Trial May 2005

Page 74



Atos @
Origin

5.6.3 Disabled Participant Result

- Very concerned D Not very concerned
[ Not at all concerned

[ ] Don’t know/No Answer

D Fairly concerned

All 3 Base: (750)

It can be observed that the vast majority of participants, approximately 90% of
respondents across the Quota, Opportunistic and Disabled participant groups are either
‘not very’ or ‘not at all concerned’ with the privacy in the booth during their enrolment. It
can be inferred, therefore, that the positioning and design of the booths at the fixed /
mobile sites had participants feeling at ease with regards to their privacy. The booth
‘environment’ may therefore look to be replicated for future biometric enrolments.

Key Finding
Given the Trial booth locations and environments, booth privacy is not an
issue across the Quota, Opportunistic and Disabled participant groups.
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5.6.4 Further Analysis - Quota

The Quota analysis illustration below shows how the experience of booth privacy differs
across age, ethnic and religious groups.

The results show that there are significant differences between White vs BMEs (Black and

Ethnic Minority) and between No religion vs Other Religion and Christian vs Other
Religion.

[ ] Not very / at all concerned

All \ 94%
18-34 \ 93%)
35-54 \ 92%]
55+ \ 96%]
White \ 95%|
BME \ 78%

No Religion \ 94%|
Christian \ 95%|
Other Religion| 82%

Key Observation
(Quota) The BME sub-group and members of the Other Religion sub-group are
slightly more concerned about booth privacy.
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5.6.5 Further Analysis — Opportunistic

D Not very / at all concerned

Al \ 89%)
18-34 \ 84%|

35-54 \ 90%]
55+ \ 94%|
White \ 94%
BME \ 68%

No Religion | 92%)
Christian \ 93%|
Other Religion| 70%]

The Opportunistic analysis illustration below shows how the experience of booth
privacy differs across age, ethnic and religious groups.

The results show that most Opportunistic sub-groups scored very highly about being ‘not
very / not at all’ concerned about booth privacy with only the BME and Other Religion sub-
groups scoring relatively lower than their comparative sub-groups.

Key Observation
(Opportunistic) As with the Quota group, the BME and Other Religion sub-
groups are more concerned about booth privacy.

UKPS Biometrics Enrolment Trial May 2005

Page 77



5.6.6 Further Analysis — Disabled Participants

Atos vV
Origin

The Disabled participant analysis illustrations below show how the experience of booth
privacy differs across gender, age, location and impairment type.

The results show that no particular group have concerns about booth privacy.

D Not very / at all concerned

Al | 87%]
Male \ 88%]
Female ‘ 87%]
Under 50 | 84%

0,
50 + \ 92%]
London \ 90%]
Leicester \ 88%]
Newcastle \ 94%]
Glasgow \ 83%]
Mobile \ 87%|
Swansea \ 83%]

D Not very / at all concerned

All | 87%|
Visual impairment ‘ go%\
Physical impairment | 91%)
Learning disability | 84%
Hearing impairment | 84%|
Other disability | 93%|
Urban ‘ 87%|
Rural \ 88%

Key Observation

groups who are concerned about booth privacy.

(Disabled) Across the Disabled participant group there are no particular sub-
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5.7 Participant Experience — ‘Level of Intrusion’ (Section 2; Q3,

Q11, Q19)

Was the level of intrusion (physical contact) experienced during recognition’ better or
worse than you expected? (Note *% a number indicates between 0.5% - 1%)

5.71 Quota Group Result

- A lot worse \:I About the same - Much better

] Alittle worse [ ] Alittle better

|:| Don’t know

\:I No expectations

Facial *

Biometric 30

17

Iris

. . 32
Biometric

19

Fingerprint

Biometric 3%

21

" The term recognition as used here means enrolment and the term has been retained here

1Base: (2,000)

18

11

4Base: (1,500)

1Base: (1,500)

because it was used in the question answered by the participant. Elsewhere in this document the
term enrolment has been used instead of recognition.
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5.7.2 Opportunistic Group Result

B Aot worse [ ] About the same [} Much better [ ] Don’t know/

N
. A little worse |:| A little better |:| No expectations © answer
Facial
Biometric 2 35 P Base: (7,266)
Iris .

Biometric 28 25 3| Base: (7,266)
Flr-ngerpn.nt * 30 12 20 3| Base: (7,266)
Biometric

5.7.3 Disabled Participant Result

. A lot worse \:’ About the same . Much better |:| Don’t know/
N
[ Alittle worse  [] Alittle better  [__] No expectations O answer

Facial
. . 1
Biometric I 23

Iris
. . 1 I 1
Biometric o

Fingerprint
Biometric

21

(]

Base: (750)

19 Base: (750)

25 11 | 8| Base: (750)

Across the Quota, Opportunistic and Disabled participant groups, and for all three
biometrics, there were very low percentages of participants who felt the level of intrusion
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during enrolment was either ‘a little’ or ‘a lot worse’ than expected.

In fact, despite the question explaining that ‘intrusion’ should be judged as ‘physical
contact’, the Disabled participant group results, compared with Quota and Opportunistic,
are slightly more positive in respect of the number of participants scoring a ‘much better’
than expected experience across all three biometrics.

Less than half of Quota participants for iris and facial, and just over half for fingerprints,
found the intrusiveness ‘much’ or ‘a little better’ than expected. However there were high
levels of Quota participants who felt the level of intrusion to be ‘about the same’ as
expected or who had ‘no expectations. A similar pattern can be observed in the
Opportunistic group.

The iris biometric, across both Quota and Disabled participant groups shows the highest
level of a ‘worse than expected’ experience, yet this is still only 5-6% and even less so
within the Opportunistic group at 2%.

Key Observation
Across the Quota, Opportunistic and Disabled participant groups the level of
intrusion, across all three biometrics, in relation to a participant expectations,
is not an issue.

5.7.4 Further Analysis — Quota

The Quota analysis diagrams below show how the level of intrusion experience differs
across ethnicity, location, gender, age and religion.

It can be observed that there are significant differences between the White and BME sub-
groups for the facial biometric in that the BME sub-group had a better (than expected)
experience compared with their White counterparts; between Urban vs Rural and London
vs Leicester / Newcastle for the fingerprint biometric, with the Urban and Leicester /
Newcastle participants experiencing a better (than expected) fingerprint enrolment
compared with Rural and London participants.

Key Observation
(Quota) Compared with the White sub-group, the BME sub-group had a better
than expected ‘level of intrusion’ experience of enrolling their facial biometric.

The second illustration shows differences in the age category between 18-34yr old vs
55+yr old and 35-54yr old vs 55+yr old for facial and iris biometrics, and between 35-54yr
old vs 55+yr old for the iris biometric in that, in general, the younger sub-groups had a
better (than expected) experience of biometric enrolment.

Regarding gender, the Female sub-group had a better than expected experience than the
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Male sub-group in enrolling their fingerprint biometric and regarding religion the Other

Religion sub-group had a better (than expected) experience of facial enrolment compared
with the No Religion and Christian sub-groups.

Key Observation
(Quota) In general the younger age groups had a better than expected ‘level of
intrusion’ experience of enrolling their biometrics.

% Much/little

Facial Iri Fingerprint
better than Biometric B”izmetric Bio?n e?ric
expected

Al s [ 4 B
White Ry [ s &
BME sS4 4s I 52
Urban ED 44 B
Rural 34 [ 47 I 6

London s 44 I 4 5

Leicester ss -43 _54
Newcastle 40 4 I s 5
Glasgow kL [ 42 I 5 0

% Much/little

Facial i Fi int
better than Biometric IBnif)metric Bliggne;m::n
expected
N s - —
Male 36 4 s
Female EY 46 I 55
1924 S el —
35-54 40 48 [ B
ot = = —
No religion ss ss . B
Christian s [ 46 I 52
Other religion s R .

The analysis below allows a comparison of two sample Quota groups in considering
the level of intrusion:

e participants who enrolled with two biometrics (the control group);

e participants who enrolled with all three biometrics.
The purpose of this comparison is to observe the potential impact of the one biometric the
control group did not experience.
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The results show that there are no significant differences, within the Quota group, when
looking at the impact on the iris biometric when the fingerprint biometric was introduced

and also with the fingerprint biometric when the iris biometric was introduced (except for
those results which have been circled). Note all participants enrolled their facial biometric.

. Much better than expected D A little worse
D A little better . A lot worse than expected
D About the same . No expectations Bases:

Iris Biometric 9 o «

Frcewe, M | o b oo
Iris Biometric

Face, Iris & - 20% 32% 5010- (1,000)
ingerprint)

Finger Biometric . . %
(Face & Finger) - 2% 32% 2y - (500)
Finger Biometric o

Fingerprint)

Key Observation

The level of intrusion experienced, by the Quota group, in the enrolment of the
iris and the fingerprint biometrics is not significantly affected by the
introduction of the third biometric.
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5.7.5 Further Analysis — Opportunistic

The Opportunistic analysis illustrations below show how the experience of level of
intrusion differs across age, ethnic and religious groups, location and gender.

The results across the different Opportunistic sub-groups do not show any significant
differences when comparing sub-groups, with the exception of the BME sub-group scoring
notably higher than their White counterparts for the ‘level of intrusion’ being ‘much / a little
better than expected — across all three biometrics. Additionally, participants of Other
Religion, i.e. not Christian or No Religion, score higher than these two sub-groups, once
again across the three biometrics. Other than these two exceptions, all other Opportunistic
sub-groups reflected the results seen in the main question aggregated results.

% Muchl/little

better than Facial Iris . Fingerprint

expected Biometric Biometric Biometric
Al se L) I 46
Male a7 4 .
Female s (P [
18-34 e s —
35.54 s 43 I 47
55+ e (LY I 47
No religion 32 s I 42
Christian ED e I <6

4 I 52

Other religion 45

% Muchl/little

better than Facial Iris ] Fingerprint
expected Biometric Biometric Biometric
All [se 42 I 46
White 34 [ 40 - /4
BME 47 [ 50 I 53
Urban a7 4 I 46
Rural s [ 40 I 45
London 36 39 . 43
Leicester 39 44 [ e
Newcastle a7 44 . /7
Glasgow a2 36 I /1
Mobile se [ 45 - 7
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Key Observation

(Opportunistic) The BME (compared with White) and Other Religion (compared
with Christian and No Religion) sub-groups had a better than expected ‘level of
intrusion’ experience of enrolling their three biometrics.

5.7.6 Further Analysis — Disabled Participants

The Disabled participant analysis illustrations below show how participants who had a
level of intrusion experience ‘much’ or ‘a little better’ than expected, differ across gender,
age, location and impairment type.

The results show that the London and Leicester participants were less impressed with the
level of intrusion in recording their facial biometric than their Newcastle, Glasgow and
Mobile counterparts. However the Glasgow participants scored very low (25%) for their iris
enrolment ‘intrusion’ experience as being ‘much’ or ‘a little better’ than expected — this is
half the figure compared with the mobile unit participant experience (50% for the iris
biometric).

% Muchl/little

better than Facial Iris . Fingerprint

expected Biometric Biometric Biometric
Al [ 48 43 I 56
Male [ 4 [ 45 I 53
Female 51 [ 41 I 50
Under 50 s 46 I 50
50 + a2 40 I 51
London Ik 3 I 46
Leicester 30 3 I 49
Newcastle e 4s I 55
Glasgow ary 25 I 53
Mobile 53 50 I 50
Swansea s =0 I 46

Regarding type of impairment, on average the iris biometric level of intrusion experience
came out worse, with, interestingly, those who are ‘hearing impaired’ scoring the lowest
for the iris experience being ‘much’ or ‘a little better’ than expected (a low 32%).
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% Muchl/little
better than
expected

All

Visual impairment
Physical impairment
Learning disability
Hearing impairment
Other disability

Urban

Rural

Facial
Biometric

LY

-
s
I

Iris
Biometric

Atos @
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Fingerprint
Biometric

R

. E
I 5
I o+
B 40
I 50

I 5+
I 50

Key Observation

(Disabled) Regarding location, the mobile unit (excluding Swansea) had the
highest number of participants scoring the experienced intrusion as being
‘much / a little better’ than expected. Those who are ‘hearing impaired’ scored
the lowest, across the impairment types, for intrusion experienced across all
three biometrics.
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5.8 Participant Experience — ‘Time Taken’ (Section 2; Q4, Q12,
Q20)

How did the time it took to take your recognition biometric compare with what you
expected?

5.8.1 Quota Group Result

- A lot slower |:| About the same - Much quicker
[ A little slower [ ] Adittle quicker [ ] Don't know
Facial
Biometric 27 - 3| Base: (2,000)
. Iris . 22 23 3| Base: (1,500)
Biometric
Fingerprint 28 Base: (1,500)
Biometric

5.8.2 Opportunistic Group Result

. A lot slower |:| About the same . Much quicker
. A little slower |:| A little quicker |:| Don’t know/No answer
Facial
Iris . 5| Base: (7,266)
Biometric
Fingerprint . 4| Base: (7,266)
Biometric Y
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5.8.3 Disabled Participant Result

- A lot slower D About the same . Much quicker
- A little slower |:| A little quicker |:| Don’t know / no answer

Facial
Fingerprint ] 20 2 s | Base: (750)
Biometric :

It can be observed that over half of all participants across the Quota, Opportunistic and
Disabled participant groups had an experience which was ‘much quicker or ‘a little
quicker’ than expected across each of the three biometrics; the Opportunistic group
scored particularly well for those participants who felt the biometric enrolment experience
was ‘much quicker’ than expected. The exception to this result is the Disabled participant
group in response to the iris biometric — although, in this group, there are a large number
of ‘don’t know / no answer’ responses (19%).

Iris
Biometric

Approximately a quarter of participants in the Quota and Opportunistic groups and
approximately a fifth in the Disabled participant group felt the time taken met their
expectations. However, some participants did find the enrolment experience was ‘a little
slower’ or ‘a lot slower’ than expected, with the iris biometric showing the largest number
of ‘dissatisfied’ participants — 21%, 15% and 18% of the Quota, Opportunistic and
Disabled participant groups respectively.

The participant responses to the questions about time taken have been compared with the
actual time taken. No strong relationship has been found between the time actually taken
and the participant’s perception of that time as longer than expected (see Appendix E -
Trial Results — Process and Experience Correlation.)

Key Observation

Within a generally positive outcome, the iris biometric, across the Quota,
Opportunistic and Disabled participant groups, had the greatest number of
participants who found the experience slower than expected.

UKPS Biometrics Enrolment Trial May 2005

Page 88



5.8.4

Further Analysis — Quota

Atos Yl
Origin

The Quota analysis below shows how the experience of time taken (against
expectations) differs across age, ethnicity and location.

The results show the White sub-group having a quicker (than expected) experience of the
iris enrolment compared with the BME sub-group.

% Much/little

. Facial Iris Fingerprint
quicker than Biometric Biometric Biometric
expected
Al 61 s I 6
18.34 I 6 I 56 I
35-54 I [ s6 I 58
55+ s [ 49 - Iz
White I 1 B I 7
BME s 47 I s
London s 44 K
Leicester I s I 50 C
Newcastle 67 S8 I 70
Glasgow s e I 70

Key Observation

(Quota) Participants in Leicester, Newcastle and Glasgow had a quicker (than
expected) experience of enrolment across all three biometrics compared with

their London counterparts.

The analysis below allows a comparison of two sample Quota groups, in considering
the experience of time taken against expectations. The results show that there are no
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- Much better than expected [_] A little worse

[ ] Adittle better
[ ] About the same

Origin
significant differences (except the ones circled) to a participants view of time taken when

considering the iris biometric as a result of introducing the fingerprint biometric or when
focussing on the fingerprint biometric and introducing the iris biometric.

B Aot worse than expected
- No expectations

Iris Biometric

(Face & Iris) 1o

31%

4%

Iris Biometric

(Face, Iris & 20%

32%

5

Fingerprint)

Finger Biometric

(Face & Finger) ke

32%

*
°-

Finger Biometric

(Face, Iris & 21%

36%

* O
=]

Fingerprint)

Bases:

Key Observation

respectively).

The experience of the Quota group (against expectations) of time taken in the
enrolment of the iris and the fingerprint biometrics are not significantly
affected by the introduction of the third biometric (fingerprint and iris

UKPS Biometrics Enrolment Trial

Page 90

May 2005



Atos @
Origin
5.8.5 Further Analysis — Opportunistic

The Opportunistic analysis illustrations below show how the experience of time taken
differs across age, ethnic and religious groups, location and gender.

The results show that the Other Religion sub-group and the BME sub-group score higher
than their respective comparator sub-groups in having an experience which was ‘much / a
little better’ than expected — across all three biometrics. Participants in London (followed
by Glasgow) scored lowest for time taken being ‘much / little better’ than expected. No
other sub-groups are significant in indicating different results across the three biometrics.

It is also interesting to note that the fingerprint biometric scored highest for ‘time taken’
being ‘much / a little better’ across every one of the sub-groups.

% Much/little

: Facial Iris Fingerprint
quicker than < . Biometric A A
expected Biometric Biometric

Al e s I 5
Male - s s
Female es [ ss [ [
No religion s st s
Christian e s s
Other religion T es e I
Urban s s -
e s -
% Muchllittle Facial iri Fingerprint
i " . ris
quicker than Biometric Biometric Biometric
expected
All es [— I 65
18-34 E—] 56 I 5
35.54 s [ 58 I 65
55+ st 56 I 65
White e [ 56 I 4
BME es ez I 7
London [ 74 [ 46 [ BB
Leicester s et I 71
Newcastle b [ 63 [ [
Glasgow s [ 55 I 50
Mobile e T 55 [ 64
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Key Observation

(Opportunistic) The BME (compared with White) and Other Religion (compared
with Christian and No Religion) sub-groups had a better than expected ‘time
taken’ experience across all three biometrics.

5.8.6 Further Analysis — Disabled Participants

The Disabled participant analysis illustrations below shows how the experience of time
taken (against expectations) differs across gender, age, location and impairment type.

The results show the iris biometric — for all sub-groups - as the slowest biometric
experienced (against expectations). Like the ‘level of intrusion’, the Glasgow participants
scored significantly lower for their ‘time taken’ experience being ‘much’ or ‘a little better’
than expected compared with the other locations. Additionally there was a notable
difference between males and females for the iris biometric with males having the better
‘time taken’ experience.

% Much/little

quicker than Facial Iris . Fingerprint

expected Biometric Biometric Biometric
All [ es [l I 67
Male es 50 [ [

T es 42 I 66

Female
Under 50 s 49 I 69
50 + 63 I I o5
London 49 (Y I 56
Leicester s a2 I 62
Newcastle T es [ 64 [ [
Glasgow s 25 I 59
Mobile T es 51 I 59
Swansea e s I 75
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% Muchl/little

quicker than Facial Iris . Fingerprint
expected Biometric Biometric Biometric
All 65 4
Visual impairment 65 -40

N
[4)]

Physical impairment -46
Learning disability 67 -56
Hearing impairment 61 K
Other disability L s 4
Urban

[ es -

Key Observation

(Disabled) Across all sub-groups, the recording of the iris biometric scored
lowest, compared with the other biometrics, for participant experience of ‘time
taken’ (against expectations).
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5.9 Participant Experience — ‘Positioning’ (Section 2; Q5, Q13,
Q21)

How easy or difficult did you find it to position yourself in the booth? (The ‘right’ block
refers to ‘don’t knows’ and *% indicates a number above zero but below 0.5%)

5.9.1 Quota Group Result

. Very difficult |:| Fairly easy |:| Don’'t know/
[ Fairly difficult B very easy no answer
Facial .
Biometric 1 Base: (2,000)
Iris 1 Base: (1,500)
Biometric
Fingerprint _
Biometric 1 Base: (1,500)

5.9.2 Opportunistic Group Result

B Very difficult [ ] Fairly easy [] Don’t know/
[ Fairly difficult B Vvery easy No answer
Facial
Biometric 38 1 Base: (7,266)
ris 39 | Base: (7,266)
Biometric
Fingerprint 31 1 Base: (7,266)
Biometric
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5.9.3 Disabled Participant Result

B Very difficult [_] Fairly easy [ ] Don't know / no answer
[ Fairly difficutt ~ [JJ] Very easy

Facial e
Biometric
Fingerprint
. . 34
Biometric

The results for the facial and fingerprint biometrics across the Quota and Disabled
participant groups show that the majority of participants — 80%+ found booth positioning
either ‘fairly easy’ or ‘very easy’. However, 22% of the Quota group and a very significant
31% of the Disabled participant group found booth positioning for the iris biometric either
‘very’ or ‘fairly’ difficult. The results for the Opportunistic group are better still and follow a
similar pattern, here 85%+ of participants found the booth positioning ‘very / fairly easy’
and once again the iris biometric scored the highest number of ‘very / fairly difficult’
positioning experiences (13%).

2 Base: (750)

Iris
Biometric

13 | Base: (750)

2 Base: (750)

Key Observation

Across the three biometrics, and the Quota, Opportunistic and Disabled
participant groups, participant experience of ‘positioning’ for iris enrolment is
the only concern — with 31% of the Disabled participant group finding the
positioning for the iris recording ‘very’ or ‘fairly’ difficult.

5.9.4 Further Analysis - Quota

A significant difference can be observed below regarding how the experience of
participant positioning within the booth differs across ethnicity, location, gender, age
and religion.

It can be observed below a significant difference regarding ethnicity on the fingerprint
biometric with the BME sub-group finding the positioning easier than the White sub-group
(which still scores 90%). Also the London/Leicester participants found positioning for the
iris biometric more difficult than the Newcastle and Glasgow participants.
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% Much/little
easier than
expected

All

White

BME

London
Leicester
Newcastle

Glasgow

Facial
Biometric
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Fingerprint
Biometric

90

Key Observation

London.

(Quota) The BME sub-group found positioning for the fingerprint biometric
enrolment easier than the White sub-group and those in Newcastle and
Glasgow found iris enrolment positioning easier than those in Leicester and

The illustration below shows significant differences regarding gender for the iris biometric
with males finding it easier to position themselves than females. Additionally the 55+yr old
sub-group finds it more difficult to position themselves for the fingerprint enrolment then

the 18-54yr old sub-group.

% Much/little
easier than
expected

All

Male

Female

18-34

35-54
55+

No religion
Christian

Other religion

Facial
Biometric

0

o

s
s

—
[
s

—
[
[t

Iris .
Biometric

77

—
el

—_
ey
s

e
s
Y

Fingerprint
Biometric

Key Observation

(Quota) The 55+yr age group find it more difficult to position themselves for
the fingerprint biometric than the 18-34yr and 35-54yr age groups.
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595 Further Analysis — Opportunistic

The Opportunistic analysis illustrations below show how the experience of enrolment
booth positioning differs across age, ethnic and religious groups, location and gender.

The results — as with the main question aggregate results — show the iris biometric scoring
lowest for booth positioning being ‘very / fairly’ easy, although even these results are
80%+ across each sub-group. All sub-groups for the facial and fingerprint biometrics score
90%+ and are therefore not a cause for concern.

% Verylfairly Facial Iris Fingerprint
easy Biometric Biometric Biometric
Al s
e e
Female e
16:34 E—
35.54 s
55+ e
Noroligion [ :
Christon [ 0
Other religion [ e
% Verylfairly Facial Iris Fingerprint
easy Biometric Biometric Biometric

Al e I -5
White e I -5
BME Y I <
London e I -5
Leicester e I -5
Newcastle e I o5
Glasgow e N
Mobile e I o5
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Key Observation
(Opportunistic) Booth positioning is not a concern across all sub-groups.

5.9.6 Further Analysis — Disabled Participants

The Disabled participant analysis illustrations below show how the experience of
participant positioning within the booth differs across gender, age, location and
impairment type.

Similar to the level of intrusion and time taken, the results show that across every
Disabled participant sub-group, the iris biometric scored lowest for participant booth
positioning experience being ‘very’ or ‘fairly’ easy. Although not significantly so, once
again the Newcastle participants seemed to have had the best (iris) experience compared
with other locations.

% Verylfairly Facial Iris . Fingerprint
easy Biometric Biometric Biometric

All T es s N 55

Male T ey et I 55

Female e s K

I

Under 50 [ 828 [ 53 85
[ ]

50 + s 85

London [NE: ) T 61 I 57

Leicester T er s I 70

Newcastle e 70 I 00

Glasgow s 35 I 57

Mobile s s I 55

Swansea s 67 I o
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% Verylfairly

Facial Iris i
easy Biometric Biometric
Al s
Visual impairment _86
Physical impairment _84
Learning disability [ 77
Hearing impairment _85
Other disability _77
Urban
S E
Rura s
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Fingerprint
Biometric

O

I 5=
I 7o
I s>
I =
I <0

I s+
I 77

Because of the high number of Disabled participants who found the iris positioning
difficult, it is worth taking a closer look at the reasons why, below.

What made positioning yourself so that the iris image could be recorded difficult?

Difficult to position to capture the
biometric

Difficult to focus

Difficult for wheelchair users
Couldn’t sit still

Difficult to see in the mirror

Unable to hear prompts from camera [N 8%

Reader too high

Camera should be more flexible
Lights too bright / flashing lights
Other

No reason given

D 22
I 1%

[ 10%
[ 8%
I 5%

[ 7%
[ 3%

I 3%

l

|15%

[

Key Observation

(Disabled) Across all sub-groups, the iris biometric scored lowest for the
participant booth positioning experience being ‘very’ or ‘fairly’ easy.
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5.10 Participant Experience — ‘Overall experience’ (Section 2; Q6
& Q7, Q14 & Q15, Q22 & Q23)

And overall, how did you feel about the experience of giving your biometrics?

5.10.1  Quota Group Result

A lot worse than Much better than
[ | expected [ ] About the same B expected

[ A little worse [] Avittie better  [] Don’t know

Facial 45 s .
Biometric Base: (2,000)
Iris »
Biometric

Fingerprint I

)

3| Base: (1,500)

41 Base: (1,500)

Biometric

5.10.2 Opportunistic Group Result

A lot worse than Much better than
expected I:l About the same - expected

. A little worse |:| A little better |:| Don’t know/No answer

Facial «
Biometric 37 s 4| Base: (7,266)
_ Iris . 36 14 5| Base: (7,266)
Biometric
Fingerprint . a 3| Base: (7,266)
Biometric B
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5.10.3 Disabled Participant Result

A lot worse than Much better than
expected D About the same expected
. A little worse D A little better D Don’t know / no answer

Facial

: Iris : 3 22 21 20 |Base: (750)
Biometric
Fangerprint 25 24 7 Base: (750)
Biometric

Amongst the Quota group almost half of participants stated that their overall experience of
providing their biometrics met their expectations and encouragingly approximately half of
the Quota group had their expectations ‘bettered’. A similar percentage of ‘overall
experience bettered’ results can be observed within the Opportunistic group — but here,
encouragingly, the largest portion of participants stated that their overall experience was
‘much better’ than expected.

These results have been improved on further amongst the Disabled participant group
where 62% and 67% of participants had their expectations ‘bettered’ for the facial and
fingerprint biometrics respectively and over half for iris.

Across all three groups only a small number of participants found the overall experience of
providing their biometrics a worse than expected experience; with most negative
experience surrounding the enrolment of the iris biometric.

The participant responses to the questions about overall experience have been compared
with the time taken and the enrolment result. No strong relationship has been found
between the responses to the questions about overall experience and enrolment outcome
(see Appendix E - Trial Results — Process and Experience Correlation.)

Key Observation

Across all three biometrics, the vast majority of participants in the Quota,
Opportunistic and Disabled participant groups found their expectations of the
overall experience to have been either met or bettered.
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5.10.4  Further Analysis — Quota

The Quota analysis below shows how the participants’ overall experience of enrolling
their biometrics differs across gender, age and religion (first illustration) and against
ethnicity and location (second illustration below).

The first illustration below shows differences in the results concerning gender for the
fingerprint biometric (females had a better experience than males); and between
Christian/Other vs No Religion for the facial biometric (Christian and Other Religion had a
better experience than No Religion).

The second illustration below shows differences between the White sub-group who found
their overall experience of the fingerprint biometric better than the BME sub-group. Also, in
general, across all three biometrics, participants in Glasgow and Newcastle found their
overall experience better than those in London.

% Muchl/little

Facial Iris Fingerprint
better than Biometric Biometric Biometric
expected
a s s s
Male s 4
Female 0 50
18:34 s [y
35-54 s s
55+ [N Y 4
No religion -42 -42
Christian s s
Other religion s+ NEE

% Muchllittle Facial iri Fingerprint
ris

better than Biometric Biometric Biometric

expected

White

All -50
0

London -40
Leicester -47

Newcastle

[ ]
Glasgow -55
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Key Observation

(Quota) Quota participants in Glasgow and Newcastle found the overall
experience of giving their biometrics better than expected compared with
participants within London.

The analysis below shows the comparison of two sample Quota groups, in considering
the participants overall experience of giving their biometrics. The results show that there
are no significant differences to a participants overall experience of the iris biometric as a
result of introducing the fingerprint biometric or when focussing on the fingerprint biometric
and as a result of introducing the iris biometric.

. Much better than expected D A little worse
- A little better - A lot worse than expected
[ ] About the same [ ] Don’t know Bases:

wors DN - | - BE o
Iris Biometric

Face, Iris & - 21% 42% 7%1I/., » (1,000)
ingerprint)

Finger Biometric 5 . P
(Face & Finger) _ Col) 38% 3°.,r Q’o (500)
Finger Biometric "

(ls-"ace, Iris & _ 21% 42% 3, B% (1,000)

Fingerprint)

Key Observation

Quota participants’ overall experience in the enrolment of the iris and the
fingerprint biometrics are not significantly affected by the introduction of the
third biometric (fingerprint and iris respectively).
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The Quota results to this section’s key question (And, overall how did you feel about the
experience of giving your biometric?) does show a comparatively negative experience of
having the iris biometric recorded — in that 8% of Quota people found their overall
experience to be ‘a little’ or ‘a lot worse’ then expected. It is therefore worth taking a closer

look at the free text follow-up responses relating to the iris biometric recording participant
experience for further investigation. The results are below:

What was it that made the experience of having your iris image recording worse
than you had expected? — Quota Group

Note the base of those who found iris image recording worse than expected is 121 and
the small base size means these results should be treated as indicative only.

The time taken D 50%
The need to stay still _49%
Technology problems -11%

tl?igf;[?::tr?lcposmonmg to capture the - 8%

Strained eyes/hold your eyes still -7%

Couldn’t wear glasses -5%

Intrusive .4%

Not knowing how safe it was .3%

Other D 5%

The two key reasons for participants finding the experience worse than expected are ‘the
time taken’ to record the iris and ‘the need to stay still’. This feedback also seems to be
backed up by the ‘Time Taken’ results, where 21% of participants found the iris recording
to be ‘a little’ or ‘a lot’ longer than expected and the ‘Positioning’ results where 22% of
participants found the booth positioning for iris recording to be ‘fairly’ or ‘very’ difficult.

Key Observation

(Quota) The top two reasons for a participant’s overall experience of the iris
enrolment being worse than expected are ‘time taken to record’ and ‘the need
to stay still’.

UKPS Biometrics Enrolment Trial May 2005

Page 104



Origin
To complete the analysis of the free text responses, below are the results for the facial
and fingerprint biometrics respectively.

What was it that made the experience of having your facial image recording worse
than you had expected? — Quota Group

The very small base size of those who found facial image recording worse than expected
(30) means these results should be treated as indicative only.

The time taken _17%

Positioning to capture biometric -10%

Not knowing how safe it was

Seating problems

Other

What was it that made the experience of having your fingerprint image recording
worse than you had expected? — Quota Group

Once again the small base size of those who found fingerprint image recording worse than
expected (42) means these results should be treated as indicative only.

The need to stay still _29%
Not knowing how safe it was [N 15%

The time taken D 4%
[ 12%
[ 12%

Felt criminalised

Technology problems

Intrusive -5%
Many retakes -5%
Other | 20%
UKPS Biometrics Enrolment Trial May 2005

Page 105



5.10.5

Further Analysis — Opportunistic

Atos @
Origin

The Opportunistic analysis illustrations below show how the overall experience differs

across age, ethnic and religious groups, location and gender.

The most significant results by sub-group show that those of the Other Religion sub-group
(compared with No Religion and Christian) and the BME sub-group (compared with the
White sub-group) scored highest for their overall experience being ‘much / a little’ better
than expected. Regarding location the Leicester participants had the ‘best overall
experience (against expectations) and the London participants had the worst. There are
no significant sub-group differences by gender or age across the biometrics.

% Muchl/little
better than
expected

All

Male
Female

18-34
35-54
55+

No religion
Christian

Other religion

% Much/little
better than
expected

All

White

BME

London
Leicester
Newcastle

Glasgow

Mobile

Facial
Biometric

T ss
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Biometric
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Biometric
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Biometric
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~
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pgy

Io.I
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Key Observation

(Opportunistic) The Other Religion and BME sub-groups had the best overall
biometric enrolment experience (against expectations). London participants
had amongst the least positive experience (against expectations).
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For the Opportunistic group a further breakdown of responses from participants whose
‘overall experience’ for the iris biometric was ‘worse than expected’ is available (as has
been highlighted for the Quota results above). However because this result is very low
(5%) a breakdown of these numbers is not considered necessary, and potentially
misleading, and thus not included in this report.

5.10.6  Further Analysis — Disabled Participants

The Disabled participant analysis below shows how the participants’ overall
experience of enrolling their biometrics differs across gender, age, location and
impairment type.

The results show that the iris biometric scored lowest, amongst the Disabled participant
group, for ‘overall experience’ being ‘much’ or ‘a little better’ than expected; and as with
previous responses, this result is particularly exaggerated in Glasgow and with Female
participants. Additionally, in line with other ‘experience’ type responses, the mobile site
scored highest for a better than expected experience compared with any of the fixed sites
(bar Swansea). In considering the impairment type, the iris biometric scored lowest for
‘overall experience’ being ‘bettered’ with those who are hearing impaired (a low 37%).

The facial and fingerprint overall experience scores are encouraging, with only those in
London and Leicester scoring sub 60% (three biometrics average) for their experience
being ‘much’ or ‘a little better’ than expected. It is worth including a breakdown of
responses from those Disabled participants who did find their iris recording worse than
expected, below. However these results must be treated as indicative only

% Much/little

better than Facial Iris . Fingerprint

expected Biometric Biometric Biometric
All e 51 I 7
Male es [ 56 I 68

62 43 I 55

Female
Under 50 65 54 I 70
50 + [ s8 47 I 62
London 51 4 I 52
Leicester [ 48 45 I 57
Newcastle e [ 54 N 65
Glasgow es 25 I 53
Mobile es [ 58 I 72
Swansea s 54 I 58
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% Much/little
better than
expected

All

Visual impairment
Physical impairment
Learning disability
Hearing impairment
Other disability

Urban

Rural

Positioning to capture biometric

Difficult to focus

Straining eyes / holding eyes still

Lights / flashing lights
The time taken
Uncomfortable
Technology problems
Irritating voice

Lack of chin rest
Need to remain still
Other

No reason given

Facial
Biometric

62

8!89
N

o
N

!!

Iris
Biometric

[ st

S
[ s0
[ e

[ 13%

[ 12%

W 2%
W 2%
W 2%
W 2%

[ 8%
B 5%
B 5%
3%
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Fingerprint
Biometric

|45%

I 17%

Eight percent of the overall Disabled participant group found the recording of the iris
biometric ‘a lot / a little’ worse than expected. Whilst this is a small number — 60 people,
because some of the reasons may be different to those likely within the Quota /
Opportunistic group, it is worth including a breakdown of responses from those Disabled
participants who did find the iris recording worse than expected, below.

What was it that made the experience of having your iris image recorded worse than you
had expected? - Disabled Participants.

Key Observation
(Disabled) The iris biometric scored lowest for ‘overall experience’ being
‘much’ or ‘a little better’ than expected with participants in Glasgow, female
participants and those who were hearing impaired — who had the worst iris
experience.
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5.11 Participant Experience — ‘Process Preference’ (Section 2;

Q26)

Please could you rank, in order, of preference, the biometric identification processes that
you experienced?

5111 Quota Group Result

[ First choice [T Third choice
[ ] Second choice [2] No preference*

Facial
37 .
6

Iris Base: (1,500)
Biometric

Fingerprint 3 Base: (1,500)
Biometric

5.11.2  Opportunistic Group Result

[ Third choice
[T No preference*

. First choice
[ ] Second choice

Facial 29 Base: (7.2
Iris 18 Base: (7,266)
Biometric
Fingerprint 28 Base: (7,266)
Biometric
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5.11.3 Disabled Participant Result

[ First choice [ Third choice
[ ] Second choice [T No preference*

Facial 25 .

Biometric . Base: (750)
Iris 14 Base: (750)

Biometric

Fingerprint 23 Base: (750)

Biometric

The Quota and the Opportunistic groups reflect a similar pattern, with the iris biometric
clearly scoring highest as the first choice process preference and the facial and fingerprint
biometrics running close second. The Opportunistic group does have a higher proportion
of ‘no preference’ scores.

The emergence of the iris biometric as the clear preferred choice may seem to be
somewhat contrary to other Quota and Opportunistic results whereby the iris biometric
experience scores comparatively worse, i.e. ‘time taken’, ‘positioning’, ‘level of intrusion’
(not Opportunistic) and ‘overall experience’; this may be explained in that participants who
had ‘worse than expected’ experiences with the iris enrolment have simply scored the
overall iris experience (above) as their third choice. Alternatively some participants may
have interpreted the overall experience question as ‘what they believe to be the best
biometric identifier’ (rather than their own personal process experience), in which case
their personal experience becomes less important.

The iris enrolment ‘experience questions’ are also the least best received amongst the
Disabled participant group — but within this group there is less to choose for first choice
process preference between the three biometrics with iris and fingerprint level first place.
Additionally, across all three biometrics, the ‘no preference’ option is the highest scorer,
within the Disabled participant group.

The participant preferred biometric has been compared with the enrolment outcome for
that biometric (see Appendix E - Trial Results — Process and Experience Correlation.)

Key Observation

The preferred biometric identification process experienced, for both the Quota
and Opportunistic groups, is the iris biometric and this is the tied first choice —
with the fingerprint biometric — for the Disabled participant group.
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5.11.4  Further Analysis — Quota

The Quota analysis below shows how the participants’ first choice process preference
differs across gender and age and how results differ across ethnicity and age for those
participants who stated a preference (e.g. the facial biometric) for their first choice but then
stated no preference for other choices.

The results show females had a significant first choice preference for the fingerprint
biometric compared with males and, in general, the BME sub-group and the older age
group (55+yr) were the most likely sub-groups to state no preference (after stating a first
choice).

% No preference E?Cialt ) Iris ) Fingerprint
(inc. not stated) lometric Biometric Biometric

Al |:|15 |:|14 .15

White |:| 15 |:| 14 . 14
BME |:|22 |:|17 -23

18- 34 |:|12 |:|10 I12
35.54 |:|14 |:|14 l13
55+ Dzo |:|18 .19

. . Facial Iris Fingerprint
% First Choice Biometric Biometric Biogne?ric

Al |:|27 |:|48 -30

- s W
Female I:lzs |:|45 -36

18- 34 |:|27 |:|49 -33
35.54 |:|27 |:|52 -28
55+ 2 E e

Key Observation

(Quota) Regarding process preferences, more females than males prefer the
fingerprint biometric (still 2™ to iris); males clearly prefer the iris biometric and
the two sub-groups are closely tied on their preference for the facial biometric.
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5.11.5 Further Analysis — Opportunistic

The Opportunistic analysis illustrations below show how the preferred biometric
process first choice differs across age, ethnic and religious groups, location and gender.

The results do not show major differences for the first choice amongst the sub-groups.
Differences can be found when comparing the genders, where males have a stronger
preference for the iris biometric and more females than males prefer the fingerprint
biometric (although overall females do still prefer the iris biometric).

The most preferred biometric process overall — the iris biometric — is least preferred by
females (compared with males); by those over 55 years; by the BME sub-group
(compared the White); and those of Other Religion (compared with Christians or No
Religion).

: . Facial Iris Fingerprint
% First Choice Biometric Biometric Bio?'ne?ric

All .16 s [ R

Male kG s [
Female l15 -39 -22

18-34 kG s [ P
35.54 .18 -44 .17
55+ I13 -40 .17

% First Choice Facial Iris . Fingerprint
Biometric Biometric Biometric
B ST Tt
White l 15
BME
No Religion .17
Christian l 16

Other Religion . 17
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The Disabled participant analysis below shows how the participants’ first choice

process preference differs across gender, age, location and impairment type.

The results show female participants and under 50’s have a strong first choice preference
for the fingerprint biometric and the iris biometric is preferred by male participants and
over 50’s. Unsurprisingly, only 10% of Glasgow participants — given some of the other
experience responses — state the iris biometric as their first choice.

Regarding impairment type, three of the types, visually impaired, learning disabilities and
hearing impaired participants have opted for the fingerprint as their first choice with only

the physically impaired preferring a different first choice — the iris biometric.

% First Choice

All

Male
Female

Under 50
50 +

London
Leicester

Newcastle
Glasgow

Mobile
Swansea

% First Choice

All

Visual impairment
Physical impairment
Learning disability
Hearing impairment
Other disability

Urban

Rural

Facial
Biometric

17

16
e

s
s

17
T 25
10
[ 28
(g
T 33

Facial
Biometric

Iris
Biometric

[ 23

25
[

Iris .
Biometric

23

N
N

N
N
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N o
w
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Fingerprint
Biometric

I 23

I 19
I 29

I 26
I 18

I 23
I 16
I 24
I 33
I 20
I 33

Fingerprint
Biometric

I 2

Key Observation

(Disabled) Participants with three of the four impairment types, visual and
hearing impaired and learning disability, opted for the fingerprint biometric as
their first choice process preference.
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5.12 Participant Experience — ‘Verification Speed’ (Section 3;Q27)

Thinking now about the verification process which you have just undertaken, how quick
would you say the verification process was?

5.12.1 Quota Group Result

B very slow D Fairly quick D Don’t know/Not stated
. Fairly slow . Very quick

Facial
Iris 22
Biometric 2 Base: (695)

5.12.2 Opportunistic Group Result

Fingerprint
Biometric

1 Base: (509)

B very siow [ Fairly quick [ ] Don't know / No answer
. Fairly slow . Very quick
Facial
Biometric | Base: (1,599)
Iris | o5 |
Biometric Base: (3,283)
Fingerprint 29 |
Biometric - Base: (2,190)
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5.12.3 Disabled Participant Result

- Very slow |:| Fairly quick |:| Don’'t know/no
. , answer
- Fairly slow . Very quick

Facial
1
ins 27 Base: (147)
Biometric ]
Fingerprint 33 Base: (323)
Biometric "

The results are similar 