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1 Overview
1.1 General

1.1.1 Q. What is the Government Gateway? What is it for?
A. In 1999, the UK Government commissioned a report from PA Consulting looking at the cross-government infrastructure that would be required to enable the delivery of online services and joined-up government to be implemented. One of the recommendations in that report was that the UK Government should procure a central ‘gateway’ that would help tackle common issues such as user identity management, messaging and transaction handling. The result of that report was an EU procurement run by the Cabinet Office which produced the Government Gateway (the Gateway). The Gateway itself was launched in January 2001 and provides:

· authentication and authorisation services – to ensure that users are who they claim to be and that they have the right to access a specific service

· single credentials – so that users can have one user ID and password, or a digital certificate, for use with all public services 

· a messaging infrastructure – to guarantee the reliable delivery of documents and messages between businesses, citizens and government organisations
1.1.2 Q. But what is it – in terms of infrastructure?

A. The Government Gateway consists of a set of centrally hosted and managed hardware and software that provides the Government Gateway User Interface (www.gateway.gov.uk); the underlying user identity management services and interfaces; and a middleware XML hub that provides the messaging services that link together front- and back-end systems. It provides a single, reliable, secure and consistent route for secure, authenticated messages into and out of customer backend systems.

1.1.3 Q. What is EDT and what does it do?

A. EDT stands for “e-Delivery Team”. It is part of the Cabinet Office’s e-Government Unit and manages Government Gateway product development in line with feedback from stakeholders and UK government policy, as well as the live services hosting operation.

2 Functional Questions

2.1 User IDs

2.1.1 Q. The Gateway imposes a very unfriendly user ID and is too centralised – why is this?

A. The Gateway does not impose its user IDs. It is important to understand that the Gateway does not insist that its own user IDs are used: the Gateway has always provided support for third-party issued IDs as well as its own IDs for use with all online public services. A variety of third parties – accredited under t-scheme, which in turn is governed by HMG’s Authentication Framework – are issuing trusted credentials that work with the Gateway. Over 4 million users (citizens, businesses and agents) are using the Gateway’s identity management services already. The Gateway’s own IDs are no more complex than those used by financial institutions. They require just two elements – the user ID generated by the Gateway and a user-chosen password. The user ID structure and format was based on advice from UK Government security advisors.

At present, the only third party credentials supported are digital certificates. But we are also working on a federated model that would enable third party tokens to be supported as well. Since February 2004 the Government Gateway has supported WS-Security tokens. In the future this facility will offer the potential for other trusted issuers to federate their tokens (which in turn can be based on UserIDs and Passwords) with the Government Gateway.
2.1.2 Q. Why is the Gateway so centralised and inflexible?

A. This is not the case. The Gateway has always provided support for distributed and federated identity, in line with HMG’s Authentication Framework and Intermediary policies. At core what the Gateway provides is a way of associating an online identity and a credential with the many different identifiers by which a particular user or organisation is known within government. To achieve this, the Gateway links a user’s login identity (be that a Gateway user id or a third party identity, such as a digital certificate) to the various different identifiers by which customers know them. For example, Inland Revenue (IR), the Department for Work and Pensions (DWP) and Local Authority housing benefit systems all have different ways of identifying the same individual. In order for say John Smith to be able to have a single online identity that he can use with each of these government bodies, John Smith needs to link his logon credential to the different ways in which he is known by the different organisations.
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At the Gateway, this process results in a mapping between John Smith’s login identity and the specific identifier in use by the customer whose service he is using. When John sends in a document, such as a tax return, the Gateway is able to look up and authenticate his credential, find the relevant identifier(s) for the type of document being submitted and add them to the submission. When the recipient customer receives the information, it knows exactly who it is dealing with since the submission contains the unique identifiers used for that individual within its own systems.

2.2 User Verification

2.2.1 Q. What is “R&E”?

A. “R&E” stands for “Registration and Enrolment”. It is the part of Gateway that manages user accounts – enabling users to register for a recognised credential (Gateway or third party provided) and enrol into online services (such as Realtime Pensions Forecasting, Self-Assessment etc). The R&E service is also available through the Gateway’s own user interface (www.gateway.gov.uk) although not all functionality in the system is exposed through this UI.

2.2.2 Q. What is “A&A”?

A. “A&A” stands for “Authentication and Authorisation”. It is generally used to refer to the Web service interfaces on the Gateway that enable third party applications, including portals, to access the Gateway’s functionality at a programmatic level. For example, the A&A Web services provide support for functionality such as letting a portal register and enrol a new Gateway user, enrol them into additional services, reset passwords and so on.
2.2.3 Q. Why does the Gateway use various authentication levels – level 0 for unauthenticated, etc?

A. The Gateway takes its user identity verification levels from the UK Government’s Authentication Framework and applies this to the processes it uses to verify users. Service owners are responsible for deciding at what level of authentication users need to operate in order to use their services. In addition, t-scheme (www.tscheme.org) has recognised various third parties who undertake identity verification. These can undertake verification both online and offline. Some of these providers (who include, for example, credit reference agencies and the British Chambers of Commerce) also issue digital certificates. These certificates comply with t-scheme rules (and are, in turn, are based on HMG’s Authentication Framework). 

2.2.4 Q. Why is the Gateway enrolment process so slow – it always sends out letters before a user can make use of a service?

A. If desired, instant access can be provided: this is not a decision made by the Gateway. It is a decision made by the service owners, such as the customer. The issue here is to ensure that the identity of the user has been verified to the degree required for a particular service. For a level 0 service, for example, a Gateway user ID can be generated and used immediately – since level 0 does not require the identity of the individual to have been proven. However, for a level 1 service, the identity of the user does need to be proven. One of the main models used by service owners is to ask the user to identify who they claim to be by providing some information that only that user should know. Provided the responses provided by the user match those expected by the service owner, a letter is then sent to the address held by the service owner to ensure that the user is who they claim to be. This is an identical process to that used for online banking, when a bank will always send setup details to the known postal address of a user rather than doing it all online.

There are other options also in use on the Gateway, including online identity verification with the likes of third parties, such as credit reference agencies such as Equifax and Experian. These third parties are prepared to establish and verify the identity of an individual online in real time. When used in conjunction with the Gateway, these third parties can help to provide an accelerated mechanism to enable a user to access online services. However, this approach may not work where it is still required to prove that a user actually has the right to use a specific government identifier – such as a National Insurance Number – since the third party may not have access to prove such a link between the user and the claimed identifier.

2.2.5 Q. Why do I have to call the Gateway every time a user visits my site? Can’t I just cache their credentials locally?

A. The Gateway provides assurance that a user’s credentials are still valid (i.e. that their user ID and password or digital certificate have not expired, been compromised or revoked). Equally, it returns information about their valid service enrolments. It is essential that user identity verification and authentication / authorisation information is up to date and accurate. Any attempt to cache and use out-dated credentials on portals would undermine the integrity of the entire cross-government authentication and authorisation system. 

2.3 Service Enrolments, Known Facts, Identifiers and Keys

2.3.1 Q. I’m confused. What’s the difference between Known Facts, Identifiers, and Keys?

A. Known Facts are used only when enrolling into a service. The owner of that service decides upon the information you need to provide in order to prove who you are: this information is referred to as the “Known Facts”. For example, a service might require you to enter your date of birth, your postcode and a specific piece of information for that service. Once you are enrolled in a service, the information associated with it is known as the Identifiers or Keys. These can be a subset of the information used at the enrolment stage – typically they will comprise sufficient information for a backend system to uniquely identify your information. For example, to enrol into a service you may need to enter Known Facts X, Y and Z. But once you are enrolled into that service, the Identifiers/Keys may consist of just X: provided that X is sufficiently unique to identity your specific details in that service.

Note that Identifiers/Keys are also automatically added to messages on the way through the Transaction Engine. So as well as validating messages, the Gateway also automatically attaches the relevant Identifiers/Keys for the submitted message – so when a service owner receives the message at the backend, they will know precisely which record (and hence user) the information relates to.

2.3.2 Q. Why does the Gateway force users to enrol for each service separately? This hardly seems very ‘joined-up’.

A. It doesn’t. It is the service owner, such as a customer, who makes the decision about how to enrol users into services. The Gateway has always supported the notion of cross-enrolments – enrol in one service and automatically get enrolled into others. The issue here is whether the backend systems for those services using common ways of identifying users. For example, if multiple systems use, say, the National Insurance Number then once a user has proved who they are with one service, they can automatically be enrolled into all the other services using National Insurance Number. A service is configured to point at a known facts database, and there is nothing to stop two services pointing at the same known facts database. There is no problem enrolling in the different services using the same known facts since the identifiers produced only have to be unique within that service and not across multiple services.
2.3.3 Q. Can I bundle a whole group of services together and let someone enrol once against them?

A. Yes. Where departments, LAs or intermediaries want to offer a bundle of services that citizens could enrol for in a single step, then the Gateway supports this. The only requirement is for the portal or application that manages the enrolment process to call the individual enrolment services on the Gateway one at a time, and the inclusion of the business logic to implement this sequencing would be straightforward for any application developer. This approach is recommended where a number of services use the same known facts since it is possible a failure condition could occur for the nth service – and it would be easier and more logical for the service owner to decide how to manage such events. For instance, if a bundle aimed at welfare claimants consisted of 3 services such as Child Benefit (CB), Housing Benefit (HB) and New Tax Credits (NTC) and the last enrolment for NTC failed for some reason, then the calling portal should resolve whether to notify the citizen that only 2 enrolments succeeded, or whether to un-enrol the CB and HB enrolments. Sorting out what to do in this type of situation is primarily a business problem for whoever is providing the customer service.

2.3.4 Q. Why does each government service require a separate PIN?

A. It doesn’t. The whole point of the Gateway is that you have one credential (userID and password, or a digital certificate) that you can use with all online government services. The only time a PIN is used – and then only on a ‘once-off’ basis – is when you enrol into a new service and the service owner needs to confirm that you are who you say you are. To do this, a one-time activation PIN is sent to the address that the service owner holds on their records. In order to activate the service, the activation PIN is used once. It can then be discarded. So although you may require a separate one-time activation PIN in order to activate new services, you do not use a separate PIN for each government service – only your UserID and Password, or digital certificate.
2.3.5 Q. Can a service owner automatically activate a service?

A. Yes. A service can be auto-activated as soon as a user enrols into it, so the user can use it straight away and will not be sent, or need, an activation PIN. Equally the functionality exists to auto-activate services that normally would require an activation PIN: for example, a service owner may decide that they now know enough about a user to automatically enrol them into some other services. The service owner can send messages into the Gateway to auto-enrol that user and auto-activate them into those services – even if the service is normally flagged as needing activation. This enables service owners to provide users with smart enrolment and access to services without requiring them to go through the enrolment/activation PIN process on every service.

2.4 Agents, Organisations and Assistants

2.4.1 Q. What is an Agent?

A. An Agent – sometimes also referred to as an ‘intermediary’ – is someone who acts on behalf of others. For example, a citizen might choose to appoint an accountant to prepare and file their tax return for them: that accountant would be acting as an agent for the citizen. Equally, an organisation might have outsourced its payroll and all related activities to a third party which would file on its behalf: that payroll bureau would be acting as an agent of the organisation

2.4.2 Q. How does the Gateway support organisations?

A. The Gateway has a specific registration category for Organisations, alongside its other categories for Individual users (citizens) and Agents (intermediaries). In the Organisational category, two types of user are supported: full Users, who can undertake any activity on behalf of that organisation, such as enrolling into new services, deleting other Users, etc; and Assistants, who are created by Users and who have a very limited subsets of rights – being able to act on only those services that are assigned to them by a User.
2.4.3 Q. What is the benefit of using the User/Assistants model – rather than each new service for an organisation or agent being set up as a separate account by an organisation?

A. Using the User/Assistants model enables an organisation to maintain all of their users across all of their government services in a single place. This enables Users to administer all other Users and their Assistants within the organisation. It is therefore easy for the organisation to see the entirety of government services into which it is enrolled and which Users and Assistants have access to those services. Assistants can be constrained or limited to access only subsets of services – for example, a payroll clerk may be given access only to PAYE services and will have no access granted to other services, such as Corporation Tax or VAT

2.4.4 Q. Who can create or delete User and Assistant accounts?

A. Only Users can create or delete other Users or Assistants.

2.4.5 Q. Can Assistants create Users or other Assistants?

A. No. Assistants cannot create any other kind of ser account, nor can they change the services which they are entitled to use. These features are available only to Users.

2.4.6 Q. Can an Assistant access all enrolled services?

A. No – only the subset of enrolments to which they have been assigned by a User. It is only Users who have access to all enrolled services. The Assistant category is deliberately designed to enable role-based assignments of a restricted nature – so that, for example, a payroll clerk only has access to say the PAYE service on behalf of an organisation and no others.

2.4.7 Q. What happens to Assistants when their ‘owning’ User is deleted?

A. ‘Orphaned’ Assistants are unable to access or use the service(s) to which they had been assigned by the deleted User.  Other Users are able to see these orphaned assistants – and can either adopt them, or delete them.

2.4.8 Q. How can a User take ownership of Assistants currently owned by another User?

A. This depends on whether the Gateway User Interface is used or the SOAP interface. On the Gateway UI, the User who wants to take ownership of another User’s Assistants can delete that User. This leaves their Assistants orphaned. At this point, the User can adopt the Assistants. On the SOAP API, a User can ‘orphan’ an Assistant. Another User can then ‘adopt’ that Assistant. This means that the ownership of an Assistant can move to a new User without the original User needing to be deleted. The behaviour of the SOAP API is the preferred method to be used – the Gateway UI approach is provided purely for reasons of backwards compatibility.

2.4.9 Q. What happens when the last User in an organisation deletes themselves?

A. This depends on whether the Gateway User Interface is used or the SOAP interface. On the Gateway UI, when the last User deletes themselves, all Assistants are also deleted. No-one is left representing that particular organisation. On the SOAP interface, the last User will not be able to delete themselves if there are any existing enrolments or Assistants in the group.

2.4.10 Q. What happens when a User de-enrols from a specific service?

A. The whole organisation is de-enrolled from the specific service. Remember it is the organisation level at which service enrolments happen, so if a User de-enrols from a service it is the organisation that they are de-enrolling. If a User de-enrols the organisation from a service, all Users and Assistants lose the service as the organisation is, by definition, no longer enrolled for the service. Use “delete user” if you only want to get rid of one specific user and not the whole organisation or “deassign enrolment” if you no longer want a particular User or Assistant acting on behalf of the organisation for a particular service. Only enable a de-enrolment from a service when the organisation no longer wants that service.

2.4.11 Q. Is there any kind of ‘super user’ account?

A. Not as such – all full users are equal. They all have the same rights. It is Assistants that are restricted in the rights they have. Full users have access to all services any user has enrolled the organisation for, full rights to create new users and Assistants, full rights to enrol for additional services and the right to de-enrol for existing enrolled services. 

2.4.12 Q. How should organisations set up their Users and Assistants?

A. An advisable model would be for an organisation to enrol for an initial service and then create Assistants. The Assistants could be used for regular service usage since they hold restricted rights (to use the assigned service only) and may be created and deleted in line with staff changes. The initial (full) user may create additional users, but an organisation should allow access to these accounts with care as they may be used to create further users, enrol and de-enrol for additional services and hold full user and enrolment administration rights.

2.4.13 Q. Does each user get an activation PIN as their accounts are created?

A. No. Activation PINs are only generated when enrolling into new services that require them. The creation of new users is not a service enrolment activity and therefore no activation PIN is required. Only the first user enrolling in a service will be sent an activation PIN.  Once the service has been activated any further users assigned to that service will not require a PIN – but they will be sent a UserID if using the Gateway UI. On the SOAP interface, the new UserID is available immediately.

2.4.14 Q. How long does an Assistant have to wait after their account is created before they can use it?

A. Assistants are granted immediate access to any service assigned to them and there is neither a known fact challenge nor an activation PIN requirement required. Assistants have service access immediately after assignment by their ‘parent’ (full) user. That user can print out and hand them their UserID and notify them of their initial password – on first login, the Assistant can then change their password to one of their own choosing.

2.5 Messaging and Transactions

2.5.1 Q. What is the Transaction Engine?

A. The Transaction Engine is the part of the Government Gateway that routes and authenticates messages. It supports citizen-to-government, business-to-government, intermediary-to-government and government-to-government messaging flows. As well as ensuring reliable, once-only delivery, it also uses the Gateway’s authentication services to ensure that the messages are permitted. For example, when a user submits a Self-Assessment return, before that message is routed to IR the Gateway will validate the user’s credentials – ensuring both that they are valid and that the user is enrolled into the Self-Assessment service and hence eligible to use it.
2.5.2 Q. What is the point of the Transaction Engine?

A. The purpose of the Transaction Engine is to ensure a consistent way of messaging between all government, citizen, intermediary and business entities using the same infrastructure, rather than each department or local authority developing its own, potentially incompatible, approach. For third party application vendors, this also ensures that they only need to write to a single interface rather than coding separately to every government system that they may need to interact with. In addition, the original intention of the Transaction Engine was to provide support for joined-up transactions – so for example an application might send in one message, such as a change of address notification, and the Gateway could ensure this message was dispatched to a wide range of different backend government systems.

2.5.3 Q. I want my portal to talk directly to my backend to give my users a real-time experience – why do I need to go through the Transaction Engine?

A. You don’t. The Transaction Engine was designed to be an electronic post office, taking a completed document, ensuring it reached its destination and handling any response message. If your requirement is different – in effect, perhaps you are allowing users to update a backend database in real time – then the Transaction Engine may not be best suited to your purposes since it operates an asynchronous mechanism. You would be better to consider a peer-to-peer messaging approach, which is also supported under the overall Gateway architecture.
2.5.4 Q. Why can’t I do point-to-point/peer-to-peer (P2P) messaging?

A. You can. We have been working on an overall P2P architecture for some time, reflected in documents such as the February 2004 Government Gateway Roadmap Checkpoint document. Using the Gateway’s authentication framework to ensure appropriate security and authentication on P2P messages, Web services will be able to communicate directly between each other. We are also in the process of encouraging DIS suppliers to both Web service enable DIS and support P2P messaging in a consistent way. We intend publishing an open specification for how such P2P messaging should be developed and provided across government in a consistent technical fashion.
2.5.5 Q. What is a “DIS” and why do I need one?

A. “DIS” stands for “Departmental Integration Server”. It provides a reliable two-way messaging endpoint for Gateway/service owner interactions, as well as handling a wide variety of administration messages associated with running online services. In effect it is the entry point for backend systems to make use of the Gateway’s messaging and authentication services. In addition, many DIS vendors also provide a range of comprehensive complementary features, such as backend integration with existing applications and technologies and business processing rules and execution.
2.5.6 Q. Who provides DIS solutions?

A. DIS functionality is a published open specification and there are a wide variety of suppliers selling and supporting DIS solutions. At the time of writing, this includes Microsoft and its partners (HP, Dell, etc), Software-AG and Sun, and Etude Consulting and IBM.
2.5.7 Q. What is “DSP”?

A. “DSP” stands for the “Document Submission Protocol”. This is the standard method by which third party application software submits documents and transactions into the Gateway for onward delivery to the intended recipient.

2.5.8 Q. What is hub and spoke?

A. Hub and spoke refers to a messaging mechanism that enables DIS systems to communicate with each other through the Transaction Engine. So organisation A can send messages to organisation B. One DIS installation thus not only provides access to the messaging and authentication features of the Gateway to support interactions with businesses, citizens and intermediaries, but the same infrastructure also provides government-to-government messaging.
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2.5.9 Q. Who pays for DIS box development?

A. The suppliers. Because the DIS specification is openly published, any supplier who wishes to enter the market can take the specification and build their own DIS solution. This is not funded by the Cabinet Office, but is a commercial decision and risk taken by the suppliers who want to enter this marketplace. The Cabinet Office believes it is healthy to encourage suppliers to behave in this way and to foster a marketplace of competing suppliers to ensure best value for money and wide choice for those purchasing DIS solutions.
3 Technical Questions

3.1 Open Standards

3.1.1 Q. Why does the Government Gateway use proprietary Microsoft standards?

A. This is a myth. Although the Government Gateway uses Microsoft technology internally, it exposes all of its functionality through e-GIF compliant open standards. These include Web services, XML, HTTP and SOAP, which are natively supported open standards of the Microsoft products used. A wide range of systems have interoperated with the Gateway since its launch, including systems running Sun’s J2EE technology, IBM technologies, Apache, Tomcat and other technologies and applications including standalone PC application software. The Government Gateway is widely regarded as the best example of an e-GIF compliant project currently operating in UK government.

3.1.2 Q. Why does the Gateway use a proprietary authentication mechanism?

A. It doesn’t. The Government Gateway uses standards such as WS-Security, which is an open standard agreed by OASIS and supported across a wide variety of competing vendors (such as BEA, Sun, IBM and Microsoft). The use of such open standards ensures that it is as easy as possible to integrate with the Gateway’s services from whatever platform may be in use. It is true that the original Gateway, launched in 2001, used a bespoke ‘A-ticket’ mechanism: this was because at that time there was no agreed industry standard that could be adopted. So the Cabinet Office agreed with the various users of the Gateway a local UK Government standard that would provide the authentication mechanisms required. This old method is being end-of-lifed in 2006 in recognition of the fact that WS-Security and related standards now provide the necessary functionality, meaning that the old UK government-specific mechanism is no longer required or desirable.

3.2 Open Source

3.2.1 Q. Why does the Government Gateway make everyone use Microsoft software when it should be open source based and avoid such vendor lock-in?

A. The Government Gateway does not require anyone else to use Microsoft software: it exposes all of its functionality and interfaces through e-GIF compliant open standards. The Government Gateway was procured on a best value for money basis for UK Government. UK Government policy is not to arbitrarily favour one particular type of software over another, but to assess tenders and procurements on the basis of best match to required functionality and best value for money to the public purse.

3.3 Service Oriented Architecture (SOA)

3.3.1 Q. How does the Gateway support the concepts of an SOA?

A. All of the Cabinet Office’s common services have been developed on the basis of supporting a cross-government SOA. The Gateway exposes all of its interfaces programmatically – for example, all of the authentication and authorisation features are exposed via open Web services and can therefore easily be incorporated into a wider set of services. For example, many portals incorporate the Gateway’s services alongside service derived from other Web service sources.

3.4 WS-Security

3.4.1 Q. Why does the Gateway use WS-Security?

A. The Government Gateway has always been a leading example of the use of open standards. Since its launch in 2001, it has pioneered the use of such standards in order to ensure that its functionality and interfaces are accessible to a wide and diverse range of consuming applications and technologies. In February 2004, following ratification of the WS-Security specification by OASIS, it adopted WS-Security. This provides a token-issuing service that provides a recognised way of handling security. It also lays the framework for a much stronger single sign-on model and federated ID management approach which it is intended to exploit across government in the future.

4 Data Protection and Consent

4.1.1 Q. How does the Gateway comply with privacy and Data Protection obligations?

A. In terms of privacy, Data Protection Act obligations and unauthorised sharing of information between government departments, the Gateway provides a good model. No service owner gets to see any information about an individual other than that which they already know or for which express authorisation has been granted by that user. IR, for example, does not get to see how John Smith is identified within DWP. The Gateway has effectively become the place where citizens and businesses can consolidate, under their own control, their various relationships with government departments and act with them in a fashion that to them appears joined-up, whilst preserving the current operational model. This provides a quick win all around: to the citizen, business and intermediary in terms of having a much better experience in dealing with government in a joined-up way; and to the service owners, who have to make minimal changes to their existing operational environments

4.1.2 Q. What data does the Gateway hold and for how long?

A. The Gateway holds as little data as possible. Typically it will contain databases which hold the service owner’s known facts for a particular government service. These databases are entirely under the control of the service owner, whose data it is, and can be deleted, amended, updated etc by the service owner directly. In future, it is possible that the Gateway will not even hold all such data itself, but will make calls to the service owners’ systems instead. The Gateway does not hold personal information such as address – this is requested and retrieved in real time from the service owner, used for printing secure letters and then discarded. The Gateway does not persist or retain such information. Its general design principle is to hold as little information as possible and to leave such ownership with the service owners. Where information is requested from a user (such as the optional email address and user name requested at time of registration) this is on an opt-in basis and with the user’s full consent. Equally, each service has its own terms and conditions that make very clear to users how the information they provide is handled by the service owner.

4.1.3 Q. How do users ensure that what the Gateway holds and does with their information is in line with their expectations?

A. Each service provided by a service owner which relies upon the Government Gateway has its own terms and conditions. The user is responsible for reading these and then taking an informed decision as to whether to accept those terms and conditions. This model is generally referred to as one of ‘informed consent’ and the user may well decide not to use a service if they do not feel its terms and conditions
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