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EXECUTIVE SUMMARY

The objective of this proposal is to reach a point where the UK reaps the
benefits of dematerialised ID.

The arguments are meticulously rehearsed in the main body of the proposal.

The approach taken here in the Executive Summary is to consider what we
shall say in the year 2009 when we look back.

"The entitlement card scheme would have been a plodder — give everyone a
card and keep a list. The Home Office would have been reviled for re-intro-
ducing ID cards and for wasting the taxpayers' money. It would have been
one of the nails in the Labour Party's non-delivery coffin at the recent elec-
tion.

As it is, we have dematerialised ID. Inspired. Imaginative. Society was
evolving, a natural adaptation was taking place. Everyone had a mobile
phone. They paid for it themselves. We had the nous to spot it and to capital-
ise on the opportunities.

Instead of the credulous adoption of biometrics, untested in mass operation,
we went for PKI, with 25 years of solid academic backing. Never heard of it
at the time. Turned out we'd been using it ourselves for 25 years. Whole
Government machine relied on it. And we invented it!

Instead of the reckless waste of over £3bn, we put the whole scheme in for
£400m. The people are willing. Crime rates are down. Police clear-up rates
are up. The banks love it. Business loves it. We have the lowest costs of do-
ing business in the world and the most competitive economy.

Home Office initiative, of course. Nothing to do with the Treasury.

Thank God we did it. Otherwise the Finns would have got the credit for a
scheme which has now swept the world. There has been nothing like it since
privatisation."”

Business Consultancy Services Ltd -4 - May 2003
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INTRODUCTION

In February 2003, a proposal (BCSL 2003a) was submitted by BCSL to the
Entitlement Cards Unit of the Home Office advocating dematerialised ID.
An acknowledgement was kindly sent but no other response has been re-
ceived.

A related proposal (BCSL 2003b) was sent to the National Criminal Intelli-
gence Service, also in February 2003. No response has been received.

Since then, we have fought and won a war. The threat of terrorism remains
high. It is assumed that crime levels remain high and police clear-up rates
remain low.

The entitlement card scheme remains a poor response, and yet the Home
Secretary continues to make impassioned pleas on the BBC Radio 4 Today
programme for its introduction.

The present proposal is submitted in order to try, once again, to promote de-
materialised ID, which remains the strong response, with greater benefits at-
tached and lower costs.

Business Consultancy Services Ltd -5- May 2003
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Introduction

3 ENTITLEMENT CARDS

3.1 Introduction
3.1.1  InJuly 2002, the UK Home Office published a consultation paper on enti-
tlement cards and identity fraud (Home Office 2002).

3.1.2  "Entitlement card" is another phrase for "identity card" or "ID card". The
idea of re-introducing® 1D cards in the UK surfaces intermittently and has
been rejected each time for the past 50 years.

3.1.3  Onthat basis, it is likely to be rejected again. The benefits of ID cards advo-
cated this time (ibid., Chapter 3) are to:

Make it easier to register for public services and easier to deliver them.
Reduce crime, particularly identity fraud and money-laundering.

Reduce illegal immigration and illegal working.

Provide a convenient alternative to the passport, at least in European Eco-
nomic Area (EEA) countries®.

Provide a convincing proof of age.

Provide a new basis for the electoral register and a basis for new ways to
vote.

7 Store emergency medical information and the bearer's wishes in respect of
organ donation.

A wWwPN PR

o O1

3.1.4 A detailed review of the consultation paper leads to the conclusion that only
one of the claims made for entitlement cards is supported by argument — the
claim that it will help to reduce identity fraud, see 2 in the list above.

3.1.5 11 of the countries listed in Annex 3 of the consultation paper have ID card
systems, three of them compulsory. It is disappointing, even to a sympathetic
reader, that no statistical evidence is advanced to show whether these coun-
tries have achieved any of the benefits held out for entitlement cards.

3.1.6  The entitlement card scheme is expensive. A lot of the costs are attributable
to setting up and operating a network of biometric recording stations. Bio-
metrics is not without its detractors and the reliability of the science and the
equipment involved should be established before substantial funds are com-
mitted.

3.1.7  If the national biometrics network is taken out of the implementation plan, it
may be possible to bring forward the start of an effective scheme, see section
4 below.

! The UK had ID cards during the Second World War. The ID numbers used then live on now as Na-
tional Health Service numbers (ibid. p.84). The civilian ID card scheme was discontinued in 1952
(ibid., pp.8 and 85).

2EEA = EU + Iceland + Liechtenstein + Norway.

Business Consultancy Services Ltd -6- May 2003



Dematerialised ID The Alternative to Entitlement Cards

Public services

3.2
3.2.1

3.2.2

3.2.3

3.24

3.3
33.1

3.3.2

3.3.3

3.34

3.4
34.1

Public services

One of the benefits held out for the Home Office's proposed entitlement card
scheme is to make it easier to register for public services by reducing dupli-
cation (Home Office 2002, pp.7-8, 25 & 27). Duplication can be reduced
without introducing an entitlement card. It requires only that Government
departments change their procedures so that they can share information effi-
ciently.

The political desirability of information-sharing between Government de-
partments is a matter for serious thought. Its legality also needs to be estab-
lished.

If an investigating commission decided that information-sharing is politically
desirable and is legal or should be legalised, then there would still be no need
for entitlement cards, simply a need to improve inter-departmental proce-
dures. If the decision went the other way, then entitlement cards would not
make it easier to register for public services since it would be neither politi-
cally desirable nor legal for one department to share information with an-
other.

One way and another, the efficient delivery of public services is independent
of the introduction of entitlement cards.

Identity fraud and money-laundering
Entitlement cards could help to reduce the level of identity fraud in particular
and perhaps money-laundering (ibid., pp.29-30, 36-7 & Chapter 4).

There are already strict reporting requirements which help to detect money-
laundering. Further efforts to reduce money-laundering would need to target
the companies and the other organisations through which money is laun-
dered. The entitlement card scheme is only concerned with individuals, not
companies.

Crime and the state of the health service are the two top political worries
regularly expressed in UK surveys. The crimes that people worry about in
the main, though, are muggings, burglary, car theft and the illegal drug prob-
lems that often lie behind them all. They are not identity fraud and money-
laundering.

Something like an entitlement card would clearly help to reduce the level of
identity fraud and might help with money-laundering. A scheme which
achieved these objectives and at the same time helped to clear up or reduce
the crimes which worry people more generally would have strong political
backing.

Illegal immigration and illegal working

The consultation paper claims that entitlement cards would help to reduce
illegal immigration and illegal working (ibid., pp.8, 31-3 and 68). Legal im-
migrants are already issued with work permits and asylum seekers are al-
ready issued with application registration cards (ibid., p.49), which include
fingerprints. It is not made clear how yet another card would help.

Business Consultancy Services Ltd -7- May 2003
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Note that the fingerprints recorded on application registration cards provide a
legal standard of proof of identity (ibid., pp.105-6). The fingerprints pro-
posed for the entitlement card are of lower quality. What is the point?

The proposed entitlement card is not “compulsory”, by which the Home Of-
fice mean that there would not be a duty on residents to carry it at all times.
Belgium (ibid., p.87), Germany (ibid., p.89) and Spain (ibid., p.91) are the
only countries listed in Annex 3 to the consultation paper where it is compul-
sory to carry an ID card at all times and to show it on demand to the police.
The Home Office state that they do not wish to follow that example.

If the scheme were compulsory, then the non-possession of an entitlement
card might help to identify illegal immigrants and all sorts of other people.
As long as it is not compulsory, it is hard to see how entitlement cards will
help in these matters.

Passport

The suggestion is made that entitlement cards might be used instead of pass-
ports (ibid., p.34 & 95) for travel within the EEA. We would still need pass-
ports for travel outside the EEA. There would be no saving. In fact, there
would be an extra cost to the taxpayer — producing, issuing and monitoring
entitlement cards in addition to all the costs associated with passports. From
that point of view, the use of entitlement cards as travel documents does not
provide a cogent reason for their introduction.

It is suggested that getting through airports and other ports could be speeded
up by swiping an entitlement card through a card reader at the Immigration
desk (ibid., p.117). "This would probably require biometric information to be
stored on the chip to ensure that only the person issued with the card was us-
ing it for travel.” In other words, a person or a machine would still be re-
quired to check that the bearer of the card is the person to whom the card was
issued. That takes time. Where is the added convenience?

It is claimed that a card would be more "convenient to carry" (ibid., p.34)
than passports. The size and frayed condition of our pockets, wallets and
purses is surely not a matter for primary legislation.

The point is made that many other EEA citizens travel within Europe using
their identity cards (ibid., p.34). This is true but it is not a reason to introduce
entitlement cards in the UK.

The argument based on they-do-it-in-other-countries is circular. The propo-
nent only chooses for example the countries whose practices he agrees with
in the first place. They allow the death penalty in other countries but the UK
has nevertheless banned it. They allow hunting in other countries but the UK
seems set to ban it. They allow the ritual slaughter of animals for food in
other countries but the UK is now going to investigate this practice with a
view to legislation.

The argument based on they-do-it-in-other-countries leads in the following
case to a farcical suggestion. The Home Office regard the UK Passport Ser-

Business Consultancy Services Ltd -8- May 2003
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vice (UKPS), the Driver and Vehicle Licensing Agency (DVLA) and Driver
and Vehicle Licensing Northern Ireland (DVLNI) as having equally good
identity checking procedures®. This leads them to suggest in the consultation
paper that eligible residents who have neither a passport nor a driving licence
could be issued instead with an entitlement card to be known as a ""non-
driving licence” (ibid., p.9). This peculiar locution is justified on the basis
that it is used in the USA.

The checking procedures used by UKPS, DVLA and DVLNI to establish that
the bearer of one of their vouchers is who he says he is are already recog-
nised internationally as high quality. The Home Office propose further im-
provements to these procedures both by collecting biometric information and
by cross-checking records with credit referencing companies, which tend to
have more up to date information about people than Government agencies
(ibid., p.102).

Note that Experian (2003), the credit referencing company, already provide
an e-identitycheck service (2003), which includes controls against money-
laundering. Experian are also involved, as guarantors, in CitizenCard, a non-
profit company which issues ID cards (2003). The CitizenCard, like the NUS
card (2003), supports electronic cash via Splash Plastic's e-wallet (2003).

According to the CitizenCard website, "almost every airline, most banks and
retailers recognise CitizenCard as valid photo-ID or proof-of-age. The Gov-
ernment, the police, local authorities and many NGOs such as Citizens Ad-
vice Bureaux also recognise the card™”. The card is, therefore, potentially use-
ful. It costs only £7 for life. And yet only 15,000 CitizenCards have been is-
sued in London, 14,000 of them to people in the age range 12-20. 15,000 is
less than 0.2% of the 8m people in London. It is not clear from the website
how long CitizenCard have been operating but a 0.2% uptake does not sug-
gest a high demand for the product.

The advantage the credit referencing companies have over Government de-
partments is their links with banks and utility companies. The utility compa-
nies themselves may be expected to enter the ID market, particularly BT
(2003).

These are interesting digressions but the fact remains that we already have
passports that take us anywhere in the world. We do not need a second pass-
port which only covers 26 countries.

Proof of age

The entitlement card would help young-looking people to prove that they had
the right to buy cigarettes, go to the cinema or drink in pubs (ibid., pp.34-6,
48,56 & 119). This is true but it does not seem like a matter for primary leg-
islation.

® DVLA and DVLNI have more experience than UKPS of issuing photocards. DVLA have issued
photocards since 1998 and DVLNI apparently since 1928 (ibid. p.95).

Business Consultancy Services Ltd -9- May 2003
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At this point, some limited market research may help:

e At Finch's pub in name of town the doors are manned in the evening by
bouncers, who no longer accept the photocard driving licence as proof of
age as there are so many good forgeries available.

e The author is unreliably informed that some schoolboys carry several dif-
ferent forms of 1D, sometimes designed to suggest that they are younger
than their real age, not older, so that they can take advantage of cheap
fares.

e The author is equally unreliably informed that adolescent girls' magazines
include offers of fake ID cards in the classified ads section.

e A Google search of the web on "fake identity identification id card
site:uk™ produces 233 results, including for example iDentacard (2003),
P.O. Box 5356, Northampton, NN4 9XX, "Home of the world's most ef-
fective fake ID's!".

How long will it be before iDentacard make a fake entitlement card, so that
even the real McCoy fails to get you into Finch's?

The Home Office state that they are interested in implementing a "universal”
scheme, by which they mean that everyone in the country over the age of 15
should have an entitlement card. In this case, the entitlement card will not
help those in the age range 0-15 to prove their age.

They also state that they would prefer the scheme not to be "voluntary”. In a
voluntary system, the residents of the UK would be able to choose whether to
apply for an entitlement card. The Home Office would prefer everyone in the
UK over the age of 15 to have an entitlement card on the grounds that this
will allow all service providers to use a single system to establish identity
and entitlement.

This sounds efficient in theory but it may not be prudent in practice. Evolu-
tion teaches us that there is strength in diversity and plurality. So does free
market economics. A single point of weakness in a system reduces resilience,
which is why the US Department of Defense designed packet-switching and
the Internet. An entitlement card scheme that was the only proof of identity
would provide fraudsters with a weak point to attack.

The suggestion here, therefore, is that the Home Office should plan to have
several identification systems in simultaneous operation in future just as at
present.

Voting

Management of the electoral register could be improved if there were an enti-
tlement card scheme (ibid., p.37). It could be but it may not be and there may
be other ways to improve it.

Entitlement cards could provide the basis for new ways to vote (ibid., p.38).
This seems to be a response to the contrast between the low turnouts at elec-
tions and the high number of votes cast on reality TV shows. Two ideas are
being confused here: on the one hand, the value of voting; and, on the other

Business Consultancy Services Ltd -10- May 2003
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hand, the ease of voting. Attention should surely be paid more to promoting
the former than the latter — it is already perfectly easy to vote.

Medical information and organ donation

We already have organ donor cards and bracelets, for example, for girls to
wear with allergy information in them. Entitlement cards might be used to
store this information (ibid., pp.38, 116 & 129) if they were introduced for
some other reason but storing this information is not a good enough reason
on its own to introduce them.

Since the entitlement card scheme is not compulsory, many people will not
have their card on them when they are run over and so the hospital will not
be able to use it to find what antibiotics they are allergic to.

E-commerce

There is some reference in the consultation paper to e-commerce and digital
signatures (ibid., p.125). However, promoting e-commerce is not included in
the seven main objectives of the entitlement card scheme described in Chap-
ter 3 of the consultation paper.

This is a surprising omission and it is suggested here that promoting e-com-
merce should be a key objective of an entitlement card scheme. Presumably
the Office of the e-Envoy had no input to the paper (e-Envoy 2003).

Plastic cards

There is a limit to the amount of information which can be displayed on an
entitlement card. The entitlement card would be modelled on the photocard
driving licence and that does not have space to display any endorsements, for
example. As a result, if a prospective customer has failed to bring his paper
Counterpart Driving Licence with him, car hire companies have to ring
DVLA to check (ibid., p.120).

The same constraints would apply to entitlement cards. They begin to look
less convenient if an employer, say, needs to contact a call centre to check a
job candidate's work entitlements. The experience of dealing with most call
centres is awful. The suggestion that the call may on occasion be at premium
rates (ibid., p.120, pp.144-5) will make the prospect even less attractive.

Where will the call centre be? They often seem to be based abroad in order to
economise on wages. The UK could lose control over who has access to the
confidential information of private citizens.

Plastic cards wear out with use.

There is always a danger that counterfeit entitlement cards would become
available. This is acknowledged throughout the consultation paper but see
particularly pp.39-40. See also BBC (2003j and 2003k).

It becomes harder to counterfeit entitlement cards if they are fitted with
holograms (ibid., p.34) and embedded chips (pp.55-6). These allow more in-
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formation to be stored such as fingerprints and work entitlement. But then
special reading equipment is required, which reduces convenience again.

Note that it is implicit in the consultation paper that a lot of new equipment
will have to be deployed in airports and benefits offices and hospitals, for ex-
ample, to record and read data stored on the proposed entitlement cards.

Plastic cards are not the ideal vehicle of entitlement.

Biometrics

Considerable importance is accorded by the Home Office to the use of bio-
metrics. The consultation paper abjures the use of DNA (p.104) but ex-
presses an interest in biometrics based on the geometry of our faces, iris pat-
terns and fingerprints (pp.104-11)*.

The claims made for the accuracy of biometrics are impressive. Identix, for
example, claim to be able to record the unique features of a person's face in
only 84 bytes of memory. They claim to be able to match a scanned face
against a biometric database at the rate of 15m per minute (Identix2002) —
you could be picked out from the entire population of the UK in a maximum
of about four minutes. This applies to faces scanned in person, faces scanned
from photographs and faces picked out by CCTV cameras mounted in, for
example, Newham town centre, see Penenberg (2001).

The results of trials done to date are less impressive (BBC 2002c¢ and Ward
2003b). It is not obvious that biometrics are reliable. The technology should
be treated as guilty until proven innocent, it must demonstrate reliability and
adequate performance before a lot of money is spent on it.

A lot of the inconvenience of the proposed entitlement card scheme arises
from the use of biometrics as do a lot of the costs. Again, it needs to be
shown in advance of specifying the scheme that biometrics will deliver the
benefits claimed.

Budgets

The cost of the entitlement card scheme is estimated at Annex 5 of the con-
sultation paper. It is not known how the initial cost estimates were compiled.
They have had large percentage uplifts added to them in the name of risk
management.

The consultation paper assumes that it would take three years to set up the
entitlement card scheme between 2004/5 and 2006/7. The set-up costs are es-
timated to be £136m (ibid., pp.133-5), made up as follows:

e £45m — central entitlement card database

* Why no mention of using teeth as a means of identification? Crime reports often finish by saying that
the victim was identified by his dental records. They never say that he was identified by his iris pattern.
Suppose that Peter Bazalgette started a company called Celebrity Eyeballs selling copies of the iris pat-
terns of the rich and famous.
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Budgets

e £29m — biometric fingerprint and iris pattern equipment
e £62m - links to related databases at UKPS, DVLA, DVLNI, other Gov-
ernment departments and credit referencing companies.

3.12.3 Entitlement cards would be issued for 10 years in the main to the 67.5m peo-
ple aged 16 or more estimated to be in the UK during the first 10-year period
between 2007/8 and 2016/7. Operating costs for a national network of bio-
metric recording offices during that period are estimated to be £608m° (ibid.,
pp.137-9).

3.12.4 Other operating costs, for the whole 13-year period, are estimated to be
£394m, comprising:

e £263m - IT infrastructure (ibid., p.136)
e £69m — biometric equipment (ibid., p.136)
e £62m — additional staff at UKPS (ibid., p.137).

3.12.5 Three types of card are considered. Production costs depend on the type of
card chosen and are estimated variously as follows® (ibid., p.66):

e £180m — for plain cards
e £502m - for simple smart cards
e £2,007m — for sophisticated smart cards

3.12.6  On these assumptions, total costs range from £1.318bn to £3.145bn for the
ID card scheme depending on how smart a card is chosen.

3.12.7 These are big numbers. Reducing the cost of the entitlement card system is
good for the UK taxpayer’.

3.12.8 It could be good for the taxpayers of other countries, as well. People travel.
The UK needs to be able to handle visitors from other countries. Other coun-
tries need to be able to handle UK visitors. The point is not made in the con-
sultation paper but, in order to deliver the greatest benefits, the same entitle-
ment card scheme should be used internationally. There should be an interna-
tional standard. That requires international co-operation. The cheaper the
scheme, the more likely it is to be adopted internationally.

3.12.9 Conversely, introducing the scheme may promote international co-operation.

3.12.10 For the reasons above, for UK and other taxpayers, it is worth looking for
areas where the cost of the entitlement card scheme could be cut.

® At this point, the entitlement card scheme looks like a subsidy to the Post Office.

® It is assumed that plain cards will last for the full 10 years of being swiped through card readers,
whereas smart cards will only last for five years, a replacement card will be issued free during the 10-
year period without the bearer having to submit another application.

" As Senator Everett McKinley Dirksen is reputed to have said, but didn't, in a debate on the US
budget: "A billion here, a billion there, and pretty soon you're talking real money".
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3.12.11 Large cuts of up to £706m® could be made by excluding fingerprints and iris
patterns from the requirements. Taking fingerprints and irisprints requires
each applicant to attend a nearby office fitted with specialist biometric re-
cording equipment. That requires the acquisition of extra equipment and the
establishment, staffing, training and management of a network of offices
around the country.

3.12.12 The benefit suggested in the consultation paper is that biometrics can be used
to reduce the possibility of multiple applications being made by a single in-
dividual. This claim is unreliable, as noted (BBC 2002c and Ward 2003b).

3.12.13 Even if the claim proves in future to be reliable, though, the same benefit can
be obtained from facial characteristics and these can be scanned from photo-
graphs. Photographs can be sent by post to a centralised processing facility.
There would be no need to set up and operate a national network of biomet-
rics offices.

3.12.14 Excluding biometrics from the proposals would save money. It could also
allow the scheme to be implemented earlier.

3.12.15 The entitlement card database is referred to in the consultation paper as a
"population register™ (ibid., pp.25-6, 63 and Annex 2) or "central register"
(ibid., pp.9, 16, 29, 33, 37-8, 57, 60-3, 64, 67, 69-74, 76, 119-21, 124, 126-
130, 135-7, 141-2, 144 and 146). The consultation paper recognises that a lot
of the data for the population register already exists in various Government
departments and credit referencing company databases.

3.12.16 What is needed is to build interfaces to these databases so that they can be
interrogated from a portal using powerful search engines such as Google.
The population register is, in that case, the set of Google search results, with
an added unique search ID which could, in turn, be the entitlement card 1D
number.

3.12.17 Creating the central register would provide the opportunity to resolve inco-
herences between the data stored on different databases, a laborious process.
Nevertheless, this is a web services® project and, for a web services project,
the estimated costs seem high. To put it another way, there may be savings to
be made here if the benefits of web services materialise:

e £62m buys you a lot of XML for the interfaces to the existing databases.

8 £29m (biometric equipment acquisition) + £608m (network of biometric offices) + £69m (biometric
equipment operation).

° From the computer trade press passim, you would think that the choice of web services architecture is
between Microsoft's .Net and Sun Microsystems's J2EE. However, see Middleware (2003) for per-
formance problems with J2EE. The choice is more likely between Microsoft's .Net and IBM's Web-
Sphere.

19 Extensible markup language, the stock in trade of the web services industry.

Business Consultancy Services Ltd -14 - May 2003



Dematerialised ID The Alternative to Entitlement Cards
Budgets

e £45m buys you licences for a lot of Oracle databases on which to store the
Google search results.

3.12.18 The most spectacular savings, between £180m and £2,007m, could be made
if material cards were excluded from the requirements. The total cost of the
scheme would then drop to £432m*! even if nothing is allowed for savings
made by using an efficient web services approach to systems development.

1 £45m (central database) + £62m (links to other departments and private sector) + £263m (IT infra-
structure) + £62m (additional UKPS staff)
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DEMATERIALISED ID

Introduction

Digital certificates are tools used by PKI, the public key infrastructure. PKI
has a strong basis in mathematics and is designed to certify identity and to
authenticate communications between the parties identified.

Mobile phones are hand-held computers with powerful telecommunications
facilities. They are the ideal device on which to store digital certificates.

The conjunction of digital certificates and mobile phones is referred to as
"dematerialised ID".

Only two references to a comparable idea have been found on the web, see
Finland (2003a) and Udell (2003). On the web, that amounts to a closely
guarded secret — dematerialised 1D is an original idea.

Dematerialised ID covers not only individuals but also organisations such as
companies and charities. It provides a stronger tool than entitlement cards, as
a result, to reduce money-laundering.

Mobile phones can be tracked. Dematerialised 1D provides a strong tool to
increase the clear-up rates on all location-based crime, not just identity fraud.

Any supplier who issues any voucher which grants any entitlement to the
bearer will benefit from dematerialised ID. The Home Office has the oppor-
tunity here to provide a catalyst for e-commerce, barely addressed by enti-
tlement cards, to reduce the costs of doing business in the UK and thus to
make the economy more competitive.

Early estimates suggest that dematerialised 1D could cost about one-seventh
of the price of the entitlement card scheme. The benefits are greater and the
costs are lower.

PKI

Suppose that you are an officer of the French immigration service on duty in
the Arrivals lounge at Charles de Gaulle airport and | present you with my
entitlement card. How would you know that it had been issued by UKPS?
How would you know that it hadn't been tampered with since it was issued?
And how would you know that it had been issued to me, the bearer?

These are the same questions that arise with the exchange of encrypted mes-
sages. And we know the answers. They come under the general heading of
PKI. There is a large literature of PKI, see for example:

Singh (1999, Chapters 6 and 7 and Appendix J)
PGP (1999, Appendix C)

Netscape (1999)

What is PKI (ITC 2003)

NIST PKI Program (NIST 2001)

Mobile Commerce FAQ (Nokia 2003a)
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e Digital Certificate ID Links (Security-Online 1997)

PKI includes: 300-digit prime numbers; cipher algorithms; private keys;
message digests; message authentication codes; digital certificates; digital
signatures; trusted third parties/certificate authorities; root certificates; regis-
tration authorities; public keys; revocation authorities; non-repudiation; ...

For present purposes, note that:

e A person's or organisation's private key must be kept secret.

e Their public key can be published.

e Public keys may be published by a certificate authority, also known as a
"trusted third party".

e Public and private keys are issued as digital certificates.

e They are only issued when the identity and entitlement of the bearer have
been established by a registration authority.

¢ Registration authorities have variable strength checking procedures.

e In many cases, digital certificates may expire or they may be revoked by a
revocation authority.

e Revoked digital certificates are added to certificate revocation lists, which
need to be checked by any supplier relying on a bearer's digital certificate
before supplying goods or services to the bearer.

e A message encrypted with the public key can only be decrypted with the
private key.

¢ A unique message digest can be calculated for any message.

The effect is that, in the case of an encrypted message, the recipient knows
that it came from the sender, the sender knows that it can only be read by the
recipient and, thanks to the message digest, both know that it cannot be se-
cretly tampered with en route. This is exactly what is needed for the entitle-
ment card scheme. PKI provides strong guarantees of identity and authenti-
cation.

It is not claimed that the encryption methods used are impossible to break,
merely that, if procedures are properly followed, it would take several times
the age of the universe to break them. When procedures are not properly fol-
lowed, PKI can fail (BBC 2003h).

We can apply the same technology, PKI, and all its well-worked out method-
ology to the problem of entitlement cards if we replace material cards with
digital certificates:

e The checking procedures followed by UKPS already give it a high inter-
national reputation as a registration authority.

e UKPS is already a globally trusted third party and could operate as its
own certificate authority. It could issue private keys to legitimate UK
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residents in addition to material passports. And it could publish the public
keys™, thus facilitating a huge variety of services.

4.2.8  PKI can be traced to work done on encryption at GCHQ between 1969 and
1975 (Singh 1999, pp.279-92). Several English and US mathematicians made
contributions to the theory. RSA (2003), one of the leading PKI companies,
was started by three of the US mathematicians, Messrs Rivest, Shamir and
Adleman.

4.2.9  PKIl is heavily used by the intelligence services and the military but is by no
means restricted to them. It is used throughout the business-to-business
world by big businesses and small. BT, for example, use PKI to allow their
suppliers to trade with them on their extranet (BT 2001). It is also used in the
business-to-consumer market whenever consumers shop on secure websites
(Netscape 1999). It is made available free'* to the consumer-to-consumer
market by PGP Corporation's Pretty Good Privacy product (PGP 2003).

4.2.10 Itis not as though the Home Office has not heard of PKI. All public sector
communications are secured by PKI. Their digital certificates exist in a hier-
archy in which the ultimate certificate authority is GCHQ, who operate the
root certificate system. The contract to supply root certificate software has
just been awarded to Entrust, Inc. (2003).

4.2.11 Does PKI work? The fact that the UK Government and a huge number of
other organisations use it is good circumstantial evidence that they believe
that it works.

4.2.12 The mathematics involved is difficult to understand. It would be difficult to
win the confidence of the whole population by advancing mathematical ar-
guments. A well-presented case, though, can be made to the public so that we
finish in the same situation as we find ourselves with DNA. Few people un-
derstand what DNA is or how it is used to prove identity but everyone ac-
cepts nevertheless that it does prove identity.

4.2.13 The Home Office may believe that it is not feasible to operate a wide-scale
digital certificate system but it is surprising that PKI is not even mentioned in
the consultation paper on entitlement cards when its applicability is so clear.

4.3 Digital certificates
4.3.1  Consider the benefits of digital certificates over plastic cards:

e Multi-colour plastic cards, with their embossed characters, holograms,
magnetic strips, ultra-violet light features and embedded chips have high
production costs compared with a string of numbers generated by a com-
puter.

12 The equivalent of a material passport number?

3 The reasoning of Mr Phil Zimmermann, the founder of PGP Corporation, was that if the state had
access to PKI, so should the people.
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They have high distribution costs by post or courier compared with the
phone call needed to transmit a digital certificate from the certificate au-
thority to the bearer.

Distribution of plastic cards takes hours or days compared with the sec-
onds taken for transmission of a digital certificate.

If entitlements change, plastic cards have to be withdrawn and re-issued —
a long and expensive process compared with revoking and re-issuing digi-
tal certificates.

Digital certificates have local and remote management facilities thanks to
the hand-held computers (mobile phones) on which they are stored which
simply do not exist for plastic cards.

Digital certificates form part of PKI and have stronger authentication than
plastic cards, which can be counterfeited.

Plastic cards wear out with use, whereas digital certificates do not.

4.3.2  Several of the ways to take advantage of these benefits are explored in the
paragraphs below.

4.3.3 Individuals can and do hold multiple digital certificates. What is envisaged is
that an individual might hold one pair of digital certificates** issued by
UKPS which affirms his identity and any number of other digital certificates
issued by other certificate authorities. These others might include a certifi-
cate issued to the bearer by:

... the Department of Work and Pensions (DWP) which includes a Na-
tional Insurance number and affirms his right to work.

... the Department of Health which includes his National Health Service
number and maybe his emergency medical information and organ dona-
tion wishes.

... the Transport and General Workers Union which includes his member-
ship number and union branch code.

... Visa which includes his Visa card number and expiry date.

... LIoydsTSB which includes his account number and cheque guarantee
limit.

... Merton Library Service which entitles him to borrow books.

... Thresher Wine Shop which entitles him to discounts.

... the Automobile Association which entitles him to roadside assistance.
... a tennis club which allows him to open the secure doors, switch on the
lights on the squash court and pay for drinks at the bar with electronic
cash.

... the Football Association which guarantees that it is an authentic ticket
to the FA Cup Final (BBC 2003I).

14 One certificate containing the private key and one containing the public key. There is an argument
here for having the bearer generate his own pair of keys. If UKPS know his private key, then the bearer
may repudiate a document apparently signed by him, digitally, claiming that it was actually signed by a
defalcator at UKPS. This argument may be pursued at a later stage.
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4.3.12

Some individuals might need a digital certificate issued by the Inland Reve-
nue granting them the right to stay in the country for a limited number of
days each year, after which they would be liable to UK tax on their overseas
income. This entitlement is hard to administer without digital certificates and
the computerised management facilities which come with them.

Digital certificates, it is suggested, will be stored on mobile phones. Mobile
phones can be tracked. The presence of a mobile phone in the UK with one
of these Inland Revenue certificates stored on it can be detected automati-
cally. That would give the Revenue the facility to use a computer to count
the days and warn the bearer when his time is nearly up.

The list may be extended indefinitely. Any organisation which issues any
voucher conferring any entitlement on the bearer could become a certificate
authority and issue digital certificates instead of material vouchers.

It is surprising that the Home Office do not seem to have involved the retail
banks and credit card companies in the preparation of the consultation paper.
They have millions of customers, international experience and a profusion of
cards which entitle you to borrow money or to access your own money. They
should be just as interested in this proposal as the Home Office.

The retail banks might find digital certificates issued by UKPS and Compa-
nies House particularly useful for their know-your-customer initiative which
is, in turn, linked with the fight to reduce money-laundering, see Fildes
(2002).

UKPS could issue a variety of digital certificates. Some would be equivalent
to passports and would certify citizenship as well as identity. Others would
certify identity and add either an asylum status or the right to stay in the
country indefinitely or a visa with a limited right to stay in the country.

This conjunction of digital certificates and mobile phones, referred to as
"dematerialised ID", has great flexibility. Changes can be made at any time,
subject to a dematerialised 1D protocol, which needs to be agreed, without
having to re-issue millions of cards.

A person's UKPS certificate of identity would be pre-eminent and would
provide the foundation on which other certificates stand. Having established
that you are you, by reference to UKPS, DVLA's or DVLNI's certificate only
has to indicate what vehicles you are allowed to drive, when you will have to
re-take your driving test and how many points you have on your licence. It
does not have to certify further that you are you although, as noted, it might
be prudent to have further checks on identity.

Digital certificates may be invested with more or less respect depending on
the integrity and diligence of the registration authority behind them. There
are security assurance standards for measuring the level of trust that you
should place in a certificate authority, e.g. ISO 15408 and FIPS 140, see La-
roche (2000) and NIST (2002). UKPS cannot afford a debacle like Micro-
soft's experience, see Hopkins (2003). Nor could any certificate authority.
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The checking procedures behind digital certificates issued right now by
UKPS, in particular, would command the highest respect nationally and in-
ternationally. The consultation paper talks of further improvements being
made to UKPS registration procedures and so that respect should grow even
higher in the future.

The consultation paper suggests that retailers could be charged to use facili-
ties on a Government-issued smart card but that they would miss the brand-
ing they enjoy on their material cards. Two points:

e The dematerialised ID proposal dispenses with entitlement cards and so
there would be no question of the retailers storing their certificates on the
Government's entitlement cards.

e The brand would still be there and surely the retailers might enjoy the
lower costs and greater efficiency of issuing digital certificates.

Digital certificates can be issued for companies as well as for individuals.
Companies House could issue digital certificates in addition to or instead of
certificates of incorporation. The combination of those with the digital cer-
tificates issued to individuals by UKPS would begin to assemble the armoury
required to make a serious attack on money-laundering. Further advances
could be made with international co-ordination of PKI.

Digital certificates can certify any organisations, whether companies or
charities or co-operatives or Government departments or parliaments. They
can certify websites. The Charity Commission could become a certificate au-
thority and issue a digital certificate identifying Oxfam. Companies House
could issue a digital certificate identifying BCSL.

If BCSL then wishes to recruit an employee and needs to enquire as to the
right of this potential recruit to work, the enquiry can be sent over the Inter-
net to DWP digitally signed with BCSL's certificate from Companies House.
In that way, DWP know that the enquiry comes from BCSL and can send
back the potential recruit's work entitlement details, encrypted in such a way
that only BCSL can read them.

What we have here is a triangle between Companies House, BCSL and
DWP. PKI works on a series of these triangulations. BCSL's enquiry to DWP
may, for example, include a copy of the potential recruit's digital certificate
issued by UKPS. DWP could make an enquiry of UKPS using this certifi-
cate. UKPS knows that it is DWP because DWP signs the enquiry with its
digital certificate issued by, say, the House of Commons. There is another
triangle, this time between DWP, the House of Commons and UKPS.

Digital certificates can contain any details, including graphics like photo-
graphs, iris patterns and fingerprints, see PGP (1999, pp.47-9). In a national
or international system, the contents of certificates must be governed by
standards, see for example Sun (1998), but that does not detract from the
flexibility.
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Like a material passport, most digital certificates have an expiry date. But
dematerialised passports could be managed in ways impossible for material
passports:

e Your mobile phone operating system could warn you months in advance
that your UKPS certificate, i.e. your passport, will soon expire.

e Equally, UKPS could warn you by sending a message to your mobile
phone.

e If you are in the UK on a visa, represented by a digital certificate, your
mobile phone could warn you that you have only a week left to leave the
country or get the visa renewed.

The management possibilities are increased thanks to the use of digital cer-
tificates. The fact that these certificates are stored on mobile phones, with all
their communications facilities, adds remote management facilities.

Digital certificate standards must encapsulate the protocol for their use. This
protocol might include the expiry messages displayed in the examples above.
We want a polite message, something better than "You have 6.447 days to
leave the country". Thanks to dematerialised ID the message may be in the
language of the user's choice and delivered either as a voice message or as
text or both.

The protocol must also include access control facilities. Is BCSL allowed to
see the photograph of the potential recruit stored at UKPS? The answer de-
pends on the decisions made in respect of the access control facilities of the
certificate standards. Perhaps some Companies House certificates would
grant the right to see the photograph and others would not. This is the sort of
point that would have to be agreed in the establishment of a dematerialised
ID protocol.

Dematerialisation would increase the flexibility of feasible protocols. As
things stand today, either someone sees your passport, together with your
photograph, or they don't. With dematerialised ID, the set of people allowed
to see your passport details could be divided into those who are allowed to
see your photograph and those who are not.

What happens if you lose your mobile phone or it is stolen? Have you, in ef-
fect, lost a blank cheque? This danger does exist but can be avoided by the
service suppliers and the users taking proper precautions.

You might use a password to protect access. It might be possible to incorpo-
rate voice recognition software in mobile phones to identify you or to incor-
porate a fingerprint reader in the mobile phone handset. This issue needs to
be investigated and resolved. For the moment, we may take our lead from the
UK retail banks and credit card companies, who are moving away from sig-
natures to verify identity during a transaction and towards personal identifi-
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cation numbers (PINS), i.e. numeric passwords, see BBC (2003i)**. The most
feasible protection for digital certificates on mobile phones is likely to be a
PIN.

4.3.27 Digital certificates do not have to exist in a hierarchy with a root certificate at
the top. It is also possible to operate on the basis of a web of trust, whereby
we all sign each other's certificates and the value of the certificate lies more
in community recognition than the authority of a powerful Government or-
ganisation.

4.3.28 The contention here is that, once more people and organisations come to re-
alise the convenience and power of digital certificates, their use will become
widespread®®. That process could be seeded if the Home Office issues digital
certificates instead of entitlement cards.

4.3.29 The entitlement card scheme as proposed by the Home Office has a negative,
punitive feel to it. Dematerialised ID could achieve punishment of the guilty
but it could also offer positive benefits to the innocent.

4.4 Revocation authorities

4.4.1 If dematerialised ID is implemented as envisaged here, then a person's mo-
bile phone will have several digital certificates stored on it. These certificates
may have been issued by any number of certificate authorities.

4.4.2  When a mobile phone is lost or stolen or becomes for some other reason un-
usable, the user will have several certificate authorities to contact to get all
the stored certificates revoked and re-issued. He will be hampered in this
partly by the difficulty of remembering which certificate authorities to con-
tact and partly by the fact that ex hypothesi he no longer has a digital certifi-
cate to prove who he is*".

4.4.3  The revocation authority must ensure somehow that he is the legitimate
bearer of the digital certificates and not someone maliciously trying to get his
certificates revoked. The usual solution is to store between three and five
questions at the certificate authority that only the bearer is likely to be able to
answer. This is the practice adopted by two of the Internet banks, smile and
Intelligent Finance. A reduced form of the procedure is suggested in the
Home Office consultation paper. See also Price (2003).

15 This reference estimates the annual cost of UK credit card fraud at £400m. Digital certificates could
reduce that figure.

1® Their use could become widespread not only in the UK but overseas as well. There could be an in-
ternational standard for UKPS-equivalent digital certificates. The implications are interesting — a world
registration authority? Let us see if we can get a scheme operating in the UK first.

" He may have a backup copy on his PC but, given that he is asking for revocation and re-issue, the
question of identity must still arise.
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UKPS could become its own revocation authority. The dematerialised ID
idea has already made UKPS into a registration authority and its own certifi-
cate authority. Revocation could become a third responsibility for UKPS.

Combining certificate authority and revocation responsibilities could be sen-
sible:

e UKPS knows whether it has already revoked an identity certificate. Intro-
ducing a separate organisation to which UKPS has to distribute certificate
revocation lists seems like an unnecessary step.

e Itisalso sensible as, if the UKPS identity certificate does become the pre-
eminent proof of identity, then UKPS will receive most of the requests for
confirmation of identity. If it logs those requests, then UKPS will know
which other certificate authorities are likely to have issued certificates to
the user with the unusable mobile. UKPS can contact these other certifi-
cate authorities to get their certificates revoked and replacements issued.

e UKPS, qua registration authority, is best placed to establish whether the
user with the unusable mobile phone is who he says he is.

Although apparently sensible, there may be good reasons to split these roles.
This matter needs to be investigated further.

With the present rate of mobile phone theft, revocation authorities are going
to be very busy. Mobile phone theft could be reduced if procedures were em-
ployed quickly to render the phone useless to a thief.

Mobile phone thieves often throw away the SIM (Subscriber Identity Mod-
ule) of the stolen phone and replace it with one of their own, see James
(2002). What they want is the handset.

The handset has an IMEI (International Mobile Equipment Identity). That
can be easily reset to a legitimate IMEI (op. cit.). If the mobile phone net-
work operators barred the IMEI on the stolen phone, they would also be bar-
ring a legitimate user. They prefer not to do that even though the effect is to
make mobile phone theft worthwhile.

IMEI numbers must become hard or impossible to change. Mobile phone
network operators must bar'® stolen SIM and IMEI numbers. Mobile phone
theft must be reduced.

Note that dematerialised ID would allow certificate authorities, subject to
protocol, to revoke certificates at any time and re-issue new ones, cheaply
and quickly. In the entitlement card system, by contrast, UKPS may have re-
voked one of the bearer's entitlements but he still has the card and to the na-
ked eye that means that he still has the entitlement.

18 It should be impossible for the stolen phone to be used to make or receive calls. It should not be im-
possible for the phone to associate with the network. Allowing it to do so will mean that it can be
tracked and the thief arrested.
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Mobile phones

Digital certificates must be stored on some digital medium. Not long ago, it
would have been expensive to equip all eligible residents with an appropriate
device on which to store digital certificates. Now, however, most eligible
residents have already equipped themselves with just the device needed — a
mobile phone. This is a public private partnership (PPP) which the Home Of-
fice can capitalise on.

Estimates vary but it seems that up to 83% of the UK population now has a
mobile phone (Sabbagh 2003a). Compare that with the 0.2% uptake of Citi-
zenCards. Mobile phone adoption is a far-advanced and irresistible evolu-
tionary process. The Home Office could take advantage of it; or it could back
the 0.2% horse.

The opportunity exists here to dematerialise entitlement cards. There would
be no material cards involved. The opportunity is provided by the prevalence
of mobile phones. Almost everyone has one and takes it almost everywhere
with them. Many people identify with them (Frean 2003).

Mobile phone operating systems already have many digital certificate man-
agement facilities, see Symbian (2002). Digital certificates offer almost
guaranteed authentication, thanks to PKI. If digital certificates are small and
the memory available in mobile phones is relatively large, then people could
carry several digital certificates around with them all the time.

Digitised photographs, iris patterns and fingerprints could all be stored on
mobile phones. Indeed, the photograph could be taken by the mobile phone,
now that camera-phones are becoming available, and mobile phones could
have built-in fingerprint readers, as noted. These images could be displayed
on the graphics screen of the mobile phone or on the screen of a PC to which
the data has been transmitted. Mobile phones are good at transmitting things.

The text facilities of mobile phones open up communications for deaf people
and dumb people. Voice synthesisers could be added to mobile phones so
that blind people can "see" what is on the screen.

Mobile phones are the ideal vehicles of dematerialised 1D,

Instead of adding yet another card to our wallets, the Home Office could start
a process which would empty them. They could all be replaced by digital
certificates and so could cash®. If the Home Office would dematerialise its
entitlement card scheme, that could be a catalyst for e-commerce.

83% is not 100%. The Home Office propose a universal scheme. However,
they do not propose in general to issue entitlement cards to those under the

19 Biometric software could be installed in mobile phones.

20 Note the debate whether electronic cash can ever be as anonymous as material cash, see for example
Privacy International (2003b).
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age of 16. They exclude a large section of the population from their universe.
Mobile phones appeal least to the elderly. A dematerialised ID scheme would
in that case exclude from the universe a large section of the population at the
other end of the age range®’. From the point of view of coverage, entitlement
cards and dematerialised ID may well be equivalent.

It is suggested here that this lack of universality does not matter. For one
thing, it is not generally the elderly who commit crimes or work illegally. For
another, 83% coverage is already high and would yield many benefits.

Uptake could be increased slightly by giving people who do not otherwise
have a mobile phone one of the millions thrown away every year and sold by
the ton to the third world. There is a danger here of people who have paid for
their own phone feeling resentful, see Hellen and Winnett (2003).

The scales could be tipped further towards 100% if the benefits of having
dematerialised ID became evident. Suppose, for example, that:

e It proves to be quicker to get through Immigration at the airport using a
dematerialised digital passport than a material one.

e Credit card companies start to charge merchants a lower commission for
digital certificate transactions than for plastic card transactions.

e Itis easier to open a bank account or quicker to start work in a new job or
easier to guarantee that an FA Cup Final ticket is authentic (BBC 2003d)
using digital certificates than material vouchers.

Tracking

Mobile phone networks, like any other network, cannot be operated unless
the location of each associated device is known. That cannot be avoided.
Current mobile phone networks in the UK record location in terms of cell ID.
Cells are defined by base stations, also known as "radio masts" or "anten-
nae". Each base station has an ID and defines a cell. Assuming that an omni-
directional antenna® is used:

¢ In low message traffic areas the cell is a sphere with a radius of several
Kilometres.

¢ In high message traffic areas, where there are more base stations, the ra-
dius falls to 150 metres or so.

When a mobile phone associates with a base station, i.e. when there is at
least one blob of signal on the screen, its location can be narrowed down to
the given cell. At any time, the mobile phone network operators can, there-
fore, detect the location of a mobile phone accurately to within 150 metres or

%1 For a survey of mobile phone uptake in Tokyo, see NTT (2000b). The UK is not necessarily like
Japan. A UK survey must be found. Henley Management Centre (Frean 2003)?

22 The topology of cells varies. Cells can be divided into sectors. Cells can comprise multiple micro-
cells. Omni-directional antennae do not necessarily define spherical cells.
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so at best. See BBC (2003e) for an unfortunate example of a case of the mo-
bile phone network being used to find people.

4.6.3  Several questions arise:

1 Is location information recorded by the mobile phone network operators?

2 If so, for how long are the location records kept?

3 What do the mobile phone network operators do with this location infor-
mation?

4 Who else can access the location information?

4.6.4  There is a partial answer to questions 1 and 4 above. During 2002, the UK
police and HM Customs & Excise (HMCE) made 500,000 requests for loca-
tion and/or timing information from the mobile phone network operators, see
BBC (2002g). Further investigation is required to establish full answers to all
four questions.

4.6.5  The reference makes clear that responding to the police and HMCE requests
is a chargeable service. It would be relevant to know how much the Govern-
ment is spending on these requests®.

4.6.6  Turning our attention overseas, the Finns are considering the use of mobile
phone tracking for road traffic management, see (Finland 2003b). Note that
the reference includes the following point: "The organisation [Finnra] is
avoiding infringing the privacy of drivers by discarding data once it is used
and by using codes that camouflage exactly which mobile phone is being
used to time trips".

4.6.7 A friend-finder service is operated in many countries, notably Japan,
whereby individual mobile phone users can under certain circumstances see
where the other consenting members of their group are on a map displayed
on the screen of the phone, see Benefon (2003) and Nokia (2002d).

4.6.8  There are many other cases like this where phone users themselves embrace
tracking facilities, see for example:

Baby-sitting via satellite (BBC 2002a)

Children's tracking device invented (BBC 2003b)

Watching your kids' every move (CBS 2003)

Something to watch over me (NYT 2000)

With GPS, KDDI finds a new cell-phone audience (Tanikawa 2002)
36.5% of adolescent Japanese want navigation/mapping functions on their
mobile phone (NTT DoCoMo 2000a)

% The operators could do with the money. They are already three years into the 20-year term of their
3G licences and, in the UK at least, they have nothing to show for the £22.5bn (2.75% of UK GDP)
they spent on them (Gibson 2002). They are currently seeking to impute a VAT element to that
£22.5bn which they could reclaim (Sabbagh2003b). And they are writing down the value of the 3G
licences in their books. mmO,, for example, have reduced the value of their UK 3G licence by £2.1bn
or 52.5% and of their German 3G licence by £3.8bn or 74.5% (mmO, 2003).

Business Consultancy Services Ltd -27 - May 2003



Dematerialised ID The Alternative to Entitlement Cards

Tracking

4.6.9

4.6.10

4.6.11

4.6.12

4.6.13

4.6.14

4.6.15

If it is not the safety of the children or the pets, it is telemedicine that pro-
motes tracking, see BBC (2202f and 2003g). And if it is not your health, it is
businesses sending you advertisements and discount vouchers as you walk
past their shops and offices, see Crouch (2001) and Kanaracus (2002) — that
is a partial answer to question 3 above. The network operators are paid by
companies to send advertisements to you when you are in an appropriate lo-
cation.

And then there are the government initiatives. The US Government, for ex-
ample, has demanded mobile phone-based location-detection with 50m accu-
racy for 67% of calls and 150m accuracy for 95% of calls, see FCC (2001).
This is in connection with 911 calls made to the emergency services but the
effect is that all mobile phones will be locatable all the time.

The FCC's E911 directive is being phased in with different deadlines for dif-
ferent operators and different technologies with the final deadline being 31
December 2005.

E112 is a European Union initiative similar to the US's E911, see (CGALIES
2003). This initiative requires further investigation.

The location-detection technologies being used in the US are EOTD and
AGPS. Both technologies are also available in Europe:

e Extended observed time difference is a GSM-specific technology and the
leading practitioners are Cambridge Positioning Systems, see CPS (2003).
Nokia provide a location-detection service based on EOTD, see Nokia
(2001). EOTD may not meet the FCC's accuracy requirements, see
Charny (2002) and Harrisson (2002).

e Assisted Global Positioning System is based on GPS, see Dana (2000).
GPS cannot always be used, see Banahan (2000) for an amusing and in-
formed description of the problems. AGPS overcomes some of these
problems, works with GSM and CDMA networks and already offers, so it
is claimed, 5m accuracy, see Qualcomm (2002).

It needs to be established what is being located by EOTD and AGPS. Is it a
phone number, a SIM number, an IMEI number or the identification number
of a separate GPS receiver?

While EOTD and AGPS approach greater accuracy in location-detection,
other related technologies are overtaking them. 802.11 wireless networks can
provide 5ft accuracy, see for example Anhalt et al (2003), Carnegie-Mellon
(2003), Smailagic et al (2001) and Small et al (2000). RFID can achieve
50cm accuracy“*, see Ekahau (2003a). Ekahau provide a useful starting point
for comparing the various location-detection technologies, as do Sarvanko
(2002) and Dornan (2001). Start with those and then try Soliman and
Wheatley (2002).

2 Other sources say 10", RFID Wizards (2003).
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EOTD looks as though it has problems achieving accurate location-detection,
AGPS seems to be well on the way and the possibility of using multi-
protocol mobile phones, incorporating 802.11, looks most promising given
the growing prevalence of WiFi hotspots®.

Location-detection accuracy is set to grow. At the same time, UK residents
remain apparently uninterested in the privacy issues. For example, the Lon-
don Congestion Charge scheme incorporates Automatic Number Plate Rec-
ognition software attached to CCTV cameras, which also photograph the
whole car. Identix Facel T software could be attached as well, allowing you
personally rather than your car to be tracked each time you cross the ring of
cameras. While Ken Livingstone won Worst Public Servant at the 2003 UK
Big Brother Awards and Capita won Most Invasive Company (Privacy Inter-
national 2003a), the scheme has been declared a success and is set to be emu-
lated all over the UK and overseas.

Taking all these points together, it seems sensible and fair that the police
should have access, when warranted, to the same location information as so
many other organisations if it will help them to clear up crimes and other in-
cidents which require detective work.

Mobile phones and detection
The following paragraphs rely on the assumption that the mobile phone net-
work operators store some location data.

If a criminal is foolish enough to keep his mobile phone switched on and
with him as he commits a crime, then the mobile phone network operator lo-
cation records could help the police to discover who perpetrated the crime
and subsequently to track him down. The location data may also be admissi-
ble in court as evidence.

The mobile phone network operators will know the telephone number of the
phone. They may not know who the user is at that time. In this case, the loca-
tion data could still be useful if it can later be shown who is the regular user
of this phone.

A search through the mobile phone network operator records would discover
which other telephones had rung this one and which other telephones it had
rung. These phones together form a group. If the regular users of a few of the
phones in the group can be identified then that would give the police some-
where to start in the search for the criminal.

If a criminal is strongly suspected of having committed the crime and his
mobile phone was switched off half an hour before the crime was committed
and switched on again half an hour later and at both points he was within,

2 WiFi hotspots use 802.11 which operates in the unlicensed, free ISM bands. If hotspots one day
achieve the coverage of mobile phone networks, can we look forward then to using VolP instead of
GSM/GPRS/UMTS/CDMA, with their attendant waveband licence fees, and saving money as a result?
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say, five miles of the scene of the crime, then that might provide circumstan-
tial evidence of his guilt.

If the police are having trouble finding witnesses to a crime or to a serious
accident, for example, then a search of the mobile phone network operator
records might reveal who was in the vicinity at the time. The police could
then approach these people to see if they have any useful evidence to give,
see BCSL (2003b).

Once caught and convicted, a search of the mobile phone network operator
records could reveal who a criminal was previously in regular contact with,
which may on occasion help to discover who is the ringleader of a criminal
group and who else is involved.

What applies to criminals applies equally to terrorists.

Location data could also on occasion provide circumstantial evidence of an
alibi and help someone to prove his innocence. It could help to find kidnap
victims and missing persons.

Not all crimes have a location. Tracking by mobile phone will not help with
those. But burglaries and muggings, car theft and drug-dealing do have a lo-
cation and these are the crimes which worry people. Clear-up rates are low.

Mobile phone tracking may help to increase them.

Civil liberties

The entitlement card proposal raises civil liberties issues, most of which
come under the general umbrella of a fear of the world of Big Brother de-
scribed in George Orwell's 1984, see for example Liberty (2003) and Privacy
International (2002). Both of these organisations make criticisms of the
Home Office consultation paper similar to the points made at section 3 above
— the benefits sought do not obviously require entitlement cards.

The introduction of a dematerialised 1D system based on digital certificates
and mobile phones raises similar civil liberties issues to the introduction of
entitlement cards and adds a further one — mobile phones can be tracked. At
its most Orwellian, dematerialised ID could mean that not only would the
Home Office know who the citizens and other residents of the UK are but,
most of the time, they could know where they are.

For an exposition of the civil liberties issues raised by tracking, see Clarke
(2000) and particularly Penenberg (2001). The attempt to manage privacy
while still being tracked is discussed in Levijoki (2000) and Smailagic et al
(2001).

Ethical matters are rarely simple but, on balance, dematerialised ID as out-
lined above is benign in terms of civil liberties. People do not have to apply
for digital certificates and they do not have to use them even if they apply for
them.
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There are extensions to dematerialised 1D, however, which cross the line.
These are discussed in the location identity section below. It is still not sim-
ple. There would be benefits to extended dematerialised 1D, particularly in
connection with crime detection. But, on balance, location identity would
probably be on the malign side of civil liberties. In brief:

v" Dematerialised ID = digital certificates + mobile phones
x Extended dematerialised ID = dematerialised ID + location identity

Location identity
The Home Office consultation paper offers some criteria for identity (ibid.,
pp.100-3), which they label as:

e Biometric identity — "things which you ‘are’ ... fingerprints, iris patterns ...
and DNA profile".

e Attributed identity — "things which are given to you ... full name, date and
place of birth and parents' name and addresses".

e Biographical identity — "things which happen to you during your life ...
education/qualifications ... electoral register entries ... benefits claimed/-
taxes paid ..."

To these may be added location identity — where you are and where you have
been. One person cannot be at two locations at once and two people cannot
be at the same location at once. You can be identified by the set of locations
you have occupied.

If a person claims on his passport application form to live at post code SW1A
2AB and if the mobile phone network operators' records show that mobile
phone number 123 1234 1234 has spent an average of 10 hours a day at
51:30:11N, 0:07:37W over the past year and if their records show that this
phone is registered to him, then that is a good indication to UKPS that the
person really does live there.

Location identity would be a powerful extra check to be made in the registra-
tion procedures operated by registration authorities but is it feasible? Some
of the implications are investigated below.

It should be made clear first that location identity would be an extension to
dematerialised ID. Dematerialised ID works and delivers benefits even with-
out adding location identity.

In order to extend dematerialised ID, several elements of the current order
would have to change. This would bring additional benefits, like strength-
ened procedures at the registration authorities, but it would also bring addi-
tional intrusions into people's privacy which, on balance, probably make the
extension unacceptable in terms of civil liberties.

It would, first, be necessary for the mobile phone network operators to know
who is the regular user of each mobile phone. They do not currently have this
information:
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e Pay-as-you-go phones, also known as "prepays"”, can be bought and used
without revealing the identity of the user.

e When companies and other organisations buy mobile phones for their em-
ployees, only the name of the purchasing organisation is known, not the
names of the users®.

Procedures would have to be changed when people buy and upgrade their
phones so that their name and address was given and registered with the mo-
bile phone network operator?’. With cameraphones, their photograph could
also be registered and stored in the SIM of the phone. These changes would
probably be unacceptable.

The great value of location identity could be in crime detection. The National
Criminal Intelligence Service highlight this point in their 2002 threat assess-
ment report (NCIS 2002, §2.38): "In choosing telecommunications products
and services, criminals are guided by the need for security, anonymity and
convenience. They remain keenly aware of new products and services and
take advantage of any that enhance these three features. Mobile phones, in
particular prepays, are particularly popular, since there are no legal require-
ments for registering them and so no need to reveal any personal details.
They are also inexpensive enough to be bought in bulk and regularly
changed. Organised criminals also make use of telephone kiosks, foreign
roaming mobiles (also available as prepay) and satellite phones."

Crimes may be committed in the UK or overseas. Crimes in the UK may be
committed by UK residents or roaming visitors from overseas. In order to
make location identity deliver the greatest crime detection benefits, it would
be necessary to implement the UK changes to registration on purchases and
upgrades of mobile phones overseas as well. That would require international
co-operation, which might or might not be forthcoming.

It would then be convenient, from the point of view of the police, if the
handshaking protocols were changed so that, when a mobile phone associates
with the network, it can only be used to make and receive calls if a UKPS or
foreign equivalent digital certificate is stored on the phone and transmitted to
the network. That, again, would probably be unacceptable.

Identities sometimes have to be created. The Home Office give the example
of someone "fleeing an abusive partner” (ibid., pp.44, 63 and 130). There are

%8 The same applies to company cars. DVLA and the police do not know who uses a company car.
They only know the name of the company to which it is registered. This explains the success of Re-
tainagroup (1998) and similar security businesses, which can make the connection between a car and
an individual.

%" See BCSL (2003a, para. 1.21): "While the phone is in an unregistered state, handshaking should al-

low it to:
[ ]

... associate with the network ...

... be tracked ...

... receive a digital certificate which would have the effect of registering it but
... not otherwise be used for voice, text or other messaging."
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also the lurid cases of Stakeknife (MacKay 2003) and Mary Bell. Once loca-
tion identity was introduced, it would be necessary to devise a protocol to
amend the mobile phone records to support the new identity. Entirely new
people could be created. To put it another way, existing people could be en-
tirely erased. This is all beginning to out-Orwell Orwell and is probably un-
acceptable.

People change their mobile phone numbers, they have several of them during
the course of their life and they may have several at once. They may use dif-
ferent network operators. Establishing their location identity would be a mat-
ter of stitching together parts of their history from the records of several
phones from several operators. Creating a new identity should replicate that
variety — a continuous record on one number with one operator might look
suspicious.

In order to implement location identity, it would be necessary for the mobile
phone network operators to store location information. We know from our
itemised bills that they already store the time and duration of calls and the
numbers dialled. They would need to store location information in addition
and not just the location of billable customers. That would probably be unac-
ceptable.

The existing facilities for tracking mobile phones may help the police to clear
up crimes. Certainly, that is the hope.

However, suppose that they do not. Crimes like muggings and car theft and
burglary fall disproportionately on the poor. To abjure location identity then
would be to say that the poor are just going to have to live with being
mugged and burgled unless you can think of some other way to improve
clear-up rates. It would amount to saying that it is alright for the law to be
widely flouted. That is why the statements above are repeatedly qualified
with "probably".
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5 DEMATERIALISED ID V. ENTITLEMENT CARDS
51 Features
Features Entitlement cards Dematerialised 1D
Material Yes — plastic cards, dumb or No — digital certificates
smart
Voluntary No — everyone over the age of Yes — although it is expected
15 would have one that uptake would be high as
convenience is recognised
Universal Yes — except that no-one under | No — excludes people with no
the age of 16 would have to have | mobile phone, particularly the
one elderly, and anyone who doesn't
want digital certificates
Compulsory No — cardholders would not No — but as a matter of fact peo-

have to carry their card with
them at all times

ple do tend to carry their mobile
phone with them wherever they

go

Population reg-
ister

Yes — from inception of the
scheme

Yes — a population register
would evolve gradually

Authenticity No — possible to counterfeit Yes — all the authentication fea-
tures of PKI

Communica- No Yes — all the communications

tions facilities facilities of mobile phones

Remote man- No Yes — mobile phones are hand-

agement facili-
ties

held computers which can be
interrogated and instructed to
carry out commands remotely
thanks to telecommunications

Tracking facili-
ties

No — except when card is used

Yes — all mobile phones are
tracked as part of normal net-
work management

Improved Yes — addition of biometrics and | Yes — cross-checks with credit
checking cross-checks with credit refer- referencing companies.
encing companies Maybe biometrics based on pho-
tographs.
Iris prints and fingerprints only
if technology proves itself
Biometrics Yes — if stored on the chip in a Yes — biometrics may be stored

smart entitlement card

in digital certificates on mobile
phones or alternatively only
stored at the certificate authority
and accessed remotely subject to
authentication of the enquirer
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5.2 Cost-benefit
Entitlement cards Dematerialised ID
Cost — total £1.318bn-£3.145bn £0.432bn+
Cost - vou- Material cards — £0.180bn- Digital certificates — £0.000bn
chers £2.007bn
Cost — Extra £69m acquisition + £29m opera- | Uncosted.
equipment tion + £608m biometrics net- Infra-red and/or Bluetooth-
work = £706m enabled equipment.
The mobile phones have already
been paid for by the population —
PPP.
Certificate authorities would
have to pay to acquire and oper-
ate PKI software
Benefits Some measures to counter iden- | Strong on identity fraud.

tity fraud.

Limited deterrents against
money-laundering.

No benefits so cogent as to war-
rant the introduction of the
scheme

Strong on money-laundering.
Could improve clear-up rates on
all location-based crimes.
Could promote e-commerce
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5.3 Entitlement cards - SWOT

Entitlement cards

Strengths
e People are used to plastic cards
o Reduce identity fraud and money-laundering

Weaknesses

e ID card schemes rejected in UK since 1952

e Public services — introduction of entitlement cards quite independent of/nothing to
do with improving efficiency of delivery

e lllegal immigration and illegal working — already covered by work permits and
application registration cards

e Not compulsory — limits effectiveness

e Under-16s excluded

o No deterrent against the crimes which worry people — muggings, burglaries, ...

e Fingerprints not recorded to legal standard for proof of identity

e Doubts about reliability of biometric equipment

e Passport — already have passports

o CitizenCard, similar product, not popular, 0.2% uptake

e Vulnerable to counterfeit

e Expensive to produce and distribute

o Inflexible — issue and recall take a long time

e No remote management facilities

e None of the strong authentication of identity of PKI

o Wear out with use

e Lack of space to record information visible to the naked eye

o Need to use call centres a disincentive

e Use of premium rate telephone numbers a disincentive

« Single point of weakness in entitlements system increases vulnerability to fraud

e Limited catalyst for e-commerce

e Expensive additional equipment required

e Cover individuals only, not companies, charities, ...

e Voting — introduction of entitlement cards quite independent of/nothing to do
with convincing people of value of voting

e Medical information and organ donation — already have donor cards, allergy
bracelets, ...

« No statistical evidence that the introduction of such a scheme works

e Expensive — £1.318bn-£3.145bn

» Poor record of delivering large IT systems on time and on budget

Opportunities

e Plastic card manufacturers, embedded chip manufacturers and card-reader manu-
facturers could make a lot of money

o Biometric software and hardware suppliers could make a lot of money

Threats

o Political unpopularity — ID cards have been rejected in the UK since 1952

e Economic unpopularity — waste of taxpayers' money if the scheme doesn't deliver

e Loss of reputation — UK could be seen as plodding along with old technology
while Finland takes the lead

o Adverse publicity — criticisms from civil liberties organisations
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54 Dematerialised ID - SWOT

Dematerialised ID

Strengths

e PKI - strong authentication of identity

e PKI -long academic history proving reliability

e PKI - proof against counterfeit if procedures followed

o PKI —already in use nationally and internationally in Government and commerce

« Digital certificates — cheap/free to produce

o Digital certificates — quick to distribute

o Digital certificates — easy to revoke and re-issue via mobile phone

o Digital certificates — flexible

« Digital certificates — remote management facilities, e.g. managing complicated
entitlements granted by Inland Revenue

« Digital certificates — do not wear out with use

« Digital certificates — appeal to banks and credit card companies

o Capitalises on the voluntary mass adoption of mobile phones

e Mobile phones — almost universal uptake

e Mobile phones — carried by users everywhere

e Mobile phones — paid for by users

e Tracking facilities — assist clear-up rates of the crimes that worry people

o Tracking facilities — assist in non-criminal serious incidents, e.g. finding missing
persons, finding witnesses to an accident

e Promote e-commerce — any supplier who issues any voucher which grants the
bearer any entitlement will benefit

e E-commerce — reduce some costs of doing business, e.g. no plastic cards to manu-
facture and distribute, reduced credit card fraud

e E-commerce — improve competitiveness of economy

o Extends beyond individuals to cover companies, charities, trade unions, associa-
tions — part of co-ordinated deterrent against money-laundering

o Relatively cheap — £0.432bn+

Weaknesses

o People may find digital certificates exotic to start with

e Hard to explain mathematics of PKI

e No data visible to the naked eye

o Poor record of delivering large IT systems on time and on budget

« Single point of weakness in entitlements system increases vulnerability to fraud
o New idea, unproven

Opportunities

e UK could be seen as a world-leader making imaginative use of technology
e Scheme could be adopted worldwide, like privatisation

o PKI suppliers could make a lot of money

Threats

e Plastic card manufacturers, embedded chip manufacturers and card-reader manu-
facturers will oppose the scheme

e Economic unpopularity — waste of taxpayers' money if the scheme doesn't deliver

o Adverse publicity — criticisms from civil liberties organisations
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FEASIBILITY

Introduction
Dematerialised ID is a new idea. Its feasibility must be investigated.

Scenarios are worked out in detail below for some uses of dematerialised ID.

The mobile phone operating system requirements are identified. Many are
already satisfied and the rest can probably be developed quickly, well within
the three-year timescale for deployment of the dematerialised 1D scheme®.

It is assumed that the cost of enhancing mobile phone operating systems will
be borne by the handset manufacturers.

The near-field telecommunications requirements are identified and a selec-
tion of the relevant technologies available is described. There is a wide
choice and it seems likely that, between them, they will be able to meet the
outstanding requirements.

It has not been possible to estimate the costs of the extra telecommunications
facilities required. The unit prices are low. It is likely that many organisa-
tions already have the requisite equipment and that there will, therefore, be
no extra costs for them.

Many organisations will be converted by dematerialised ID into certificate
authorities. They will need to subscribe to a PKI service or acquire PKI soft-
ware themselves, together with computers, staff and high capacity telecom-
munications facilities. No estimate has been provided for this cost.

This is a first attempt at requirements elicitation for dematerialised ID. More
research is needed before, for example, the contents of the population regis-
ter required by dematerialised 1D can be specified. Prototypes need to be de-
veloped. The sponsors of dematerialised ID need to see proof of concept.

How a scheme might work in practice
How will a mobile phone be used in practice to pay for the groceries in
Sainsbury's? The following scenario is suggested:

1 Your groceries have been scanned and packed, the cash register is display-
ing the total amount to pay and broadcasts a message saying Sains-
bury's £101.74 Pay? which displays on three lines on your mobile
phone.

2 You press the Yes button, a list of your credit cards is displayed, you

scroll down, highlight Visa and press the Yes button.

You are prompted and enter your PIN and press the Yes button.

4 The payment is authorised by Visa and confirmed on the screen of the
phone and on the cash register display.

5 Extra points are added to your Nectar balance.

w

28 Assumed to be 2004/4 to 2006/7, as for the entitlement card scheme.
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6 Your phone receives a voucher for 4p off a litre of petrol at Sainsbury's
garages if used within 30 days.
7 The assistant hands you a material receipt.

That is one scenario. Alternatively:

e You may pay with cash or a material credit card or a cheque, in which
case either the Pay? Message on your mobile phone is cancelled by the
cash register or it disappears because it is automatically timed out after 30
seconds, say.

e There may be a step 1A, which offers to reduce the amount payable by us-
ing your stored Nectar points.

e There may be a step 1B, which offers you a cashback so that you pay
more but the assistant hands you some cash at step 7 in addition to the re-
ceipt.

e The customer may use a LloydsTSB digital debit card rather than a Visa
digital credit card at step 2.

Once real retailers review the script above, the words and the order of events
will no doubt be changed considerably. Also, it may be possible to store
scripts and to speed up the whole process by just getting the phone to execute
MySainsbury'sScript in one go. However, some features should be re-
tained:

e The scriptis initiated by the cash register. There is no need for the cus-
tomer to fumble with his mobile phone looking for the WAP (wireless ap-
plication protocol) services menu option and then logging on to the right
service, all of which is too complicated and takes too long.

e The customer's phone is not permanently broadcasting his identity.

e The customer has to press buttons to affirm his willingness to be a buyer.

e Throughout the transaction, the identity of the customer is guaranteed by
PKI. The only way the entitlement to use Visa can be on that phone is be-
cause there is a UKPS digital certificate on it first. Visa will have checked
with UKPS that this is the certificate for their client before issuing the
Visa certificate. The PIN number adds further proof that this customer is
who he says he is. The risk of identity fraud/credit card fraud is reduced.
The credit card company can afford to reduce the commission they charge
Sainsbury's. Sainsbury's can afford to reduce their prices. This is e-
commerce.

Opening the secure doors at your tennis club could work in a similar way.
The lock could broadcast a message, all the time except when the door is ac-
tually open, asking if you want to open the door. Your phone displays
AELTC Door Open? And you press the Yes button. Switching on the
lights on the squash court would involve a similar script. Buying a drink at
the bar could involve the use of electronic cash rather than Visa but is other-
wise similar.
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6.2.5

6.2.6

6.2.7

6.2.8

6.2.9

6.2.10

6.2.11

In each case you just need your phone, you don't need a club membership
card, you don't need a credit card or a debit card or a cheque book or a
cheque guarantee card and you don't need any cash.

Note how e-commerce turns so many suppliers into certificate authorities. In
the examples above, it is not just UKPS but also Visa, Nectar and the tennis
club who have issued digital certificates granting entitlements to the bearer.

The Football Association can issue digital certificates instead of tickets, as
noted. They will need to buy some PKI software and implement new proce-
dures. These costs will ultimately be recouped by the savings on material
voucher production and distribution and the reduction in fraud.

When it comes to the case of a UK resident using a digital certificate instead
of a material entitlement card or passport to get through Immigration at an
airport or other port, the desired scenario is that:

... thanks to his mobile phone being switched on,

... as he walks up to the immigration officer,

... his UKPS photograph is displayed on a big, high quality graphics
screen,

... making it easy for the immigration officer to compare it with the UK
resident's face

... and let him into the country.

Alternatively, Identix FacelT software may be used to compare the photo-
graph with the UK resident's image caught on a nearby CCTV camera. This
avoids the need to use a human immigration officer. That is not necessarily a
good idea and is not recommended here®®.

In order for this to work, the following infrastructure must exist:

e The immigration service at the airport must have been issued with a digi-
tal certificate, perhaps by the department of internal affairs of whichever
country.

e Having identified themselves as the immigration service using this certifi-
cate, they must then have been granted a certificate from UKPS®.

The immigration service must know the UKPS public keys of all the UK
resident passengers on the incoming flight. It is suggested that passengers
will use their mobile phones to copy their UKPS public keys to a PC in the
departures lounge when they are issued with their boarding passes. The
UKPS public keys can then be transmitted to the immigration services at the

% |f biometrics are being used, of course, whether iris patterns, fingerprints or facial geometry, then the
comparison has to be made by a machine.

% Note the variety of digital certificates which UKPS must be able to issue. There are a lot of elements
of the dematerialised ID protocol.
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various destination airports to arrive well ahead of the aeroplane and the pas-
sengers.

6.2.12 Some time before the flight arrives, the immigration service must log on to
the UKPS servers, identify themselves using their UKPS certificate, enter the
passengers' UKPS public keys and download their photographs®* from
UKPS. This should be done hours before the flight arrives. Otherwise, poor
performance of the telecommunications facilities involved or surges in de-
mand on the UKPS servers could cause long queues to build up at Immigra-
tion.

6.2.13 At this stage, the immigration service have a collection of photographs,
which need to be matched with the passengers as they make their way from
baggage reclaim in an unpredictable order to the immigration service desk.
Some communication between a passenger's mobile phone and the immigra-
tion service PC must choose his photograph from the collection, based on the
public key, and display it on screen.

6.2.14 If the passenger has, say, three children travelling with him on his UKPS cer-
tificate, their photographs must be displayed as well.

6.2.15 We haven't closed the triangle here. The immigration officer believes that the
person in front of him looks like the person in the photograph. He knows that
the photograph came from UKPS and he trusts UKPS's registration proce-
dures to be good enough to know that this is a photograph of the person to
whom the public key was issued. The private key, however, has not been
tested®2. The following procedure is suggested. A real cryptographer will
probably think of a better one:

1 The immigration officer's PC should generate a random n-digit number,
encrypt it with the public key and transmit the ciphertext to the mobile
phone in the communication session referred to above.

2 The mobile phone should decrypt the ciphertext and transmit the plain-
text®> number back to the PC.

# Sometimes it is worth documenting ideas which have been rejected:

e The first idea here was to download photographs (JPEG files, say) encrypted with the passengers'
public keys. The immigration service would not be able to see the photographs on their PCs until
they had been decrypted using the passengers' private keys. The idea was to avoid having copies of
people's photographs stored all over the world. It was rejected because it would be difficult to de-
crypt the photographs without running the risk of revealing the private keys, which could be stored
on the immigration service PCs.

e The photographs displayed could come from the passengers' mobile phones. It was decided that
authentication will be stronger if the photographs come directly from UKPS.

% It is conceivable that the person who submitted the public key in return for a boarding pass is actu-
ally an impostor who has had plastic surgery.

* |t is important here that only plaintext is returned from the mobile phone to the immigration service
PC. There is a passive application running on the mobile phone. If the immigration service PC sent
hundreds of requests to the mobile phone and had access to the ciphertext produced, then it would
stand a chance of working out the passenger's private key.
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3 If it matches the original, then the PC can confirm to the immigration of-
ficer that the person in front of him has the correct private key, perhaps by
displaying his name diagonally across the picture on the screen followed
by the word Confirmed®.

6.2.16 The procedure at the Immigration end of the flight described above is largely
passive or hands-free as far as the passenger is concerned. He only has to
have his mobile phone switched on. He does not have to press any keys. Fur-
ther research may determine that this is insecure and that some affirmation
from the passenger is preferable.

6.2.17 In each scenario above, the bearer of the digital certificate is present at the
point of service. What happens if he is not? How do you prove your entitle-
ment to AA roadside assistance from the junction of Roehampton Lane with
the A3 where you have broken down? The following scenario is suggested:

1 You dial the AA call centre and press the option for roadside assistance.

2 The call centre initiates a session which asks you to confirm your AA
membership.

3 You press the Yes button and your AA public key is transmitted to the
call centre, perhaps together with your location, as identified by the mo-
bile phone network.

4 The call centre checks that this is an AA public key and that it has not ex-
pired or been revoked.

5 The call centre sends a random n-digit number to your mobile phone en-
crypted with your public key.

6 Your mobile phone decrypts the ciphertext and sends back the plaintext
number.

7 If the returned number matches, then a human operator takes the details of
the breakdown and despatches an AA van.

6.2.18 The AA script above is not unlike the T-Mobile script people execute when
they register a new pay-as-you-go card to top up their balance. T-Mobile also
have a script to pay by debit card.

6.3 Digital certificate management
6.3.1  In order to support the scripts above, there must be certain digital certificate
management facilities in mobile phones.

6.3.2  Under dematerialised ID, when someone applies for a first passport or a
passport renewal or a driving licence or when they are issued with a National
Insurance number, they will be offered a digital certificate in addition to or,
perhaps one day, instead of a material one.

6.3.3  People may apply at any other time as well for a digital certificate.

6.3.4  The certificate authorities may offer digital certificates at any time.

* If there is a family group in front of the immigration officer, then all the private keys on the mobile
phone must be checked, adult and children, and all confirmed on the immigration service PC.
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6.3.5

6.3.6

6.3.7

6.3.8

6.3.9

6.3.10

6.3.11

6.3.12

6.3.13

6.3.14

In order to issue them, the certificate authorities must know the applicant's
mobile phone number. The certificate will be transmitted from the certificate
authority to the applicant's mobile phone.

In order for UKPS and other certificate authorities to issue digital certifi-
cates, there must be some facility in the mobile phone operating system to
receive, store and manage them.

Present practice allows adults with a young family to add their children to the
parents' passports. There will have to be a similar facility with digital certifi-

cates if dematerialised ID is implemented. The mobile phone will need some

facility for managing multiple identities.

People are already used to performing on-line transactions on PCs, shopping
with a credit card on http://www.amazon.co.uk, for example. They will not
want to have to shop using their mobile phone, with its tiny keypad and poor
quality graphics screen when they could be using a PC. PKI provides strong
authentication and so reduces the likelihood of credit card fraud. The credit
card companies will want the same strong authentication of identity from PC
transactions as from mobile phone transactions.

There will, therefore, have to be some facility in the mobile phone operating
system to copy the UKPS digital certificate and any other certificates from
the mobile phone to the PC and Amazon will have to change their payments
script to take these certificates into account.

Not only will this facility assist e-commerce, it will also provide an essential
backup facility. And it will facilitate the scenario described above, where
someone is applying for a new job and the prospective employer wishes to
send the applicant's UKPS digital certificate to DWP to check his entitlement
to work.

Restoring from the backup will involve copying from the PC to the mobile
phone. So, two-way copying facilities between PCs and phones will be
needed.

If you can copy your private key back from a PC to your mobile phone, then
so can someone else unless you have taken care to protect it on the PC with a
password.

People change phones. They will want the digital certificates stored on the
old phone to be transferred to the new one. If this amounts to more than sim-
ply taking the SIM out of one phone and putting it in the other, then there
will have to be a facility to copy certificates between mobile phones.

When people use their digital certificates, the service supplier will often
check the identity of the bearer with the certificate authority. It is conceiv-
able that this check could pass on the mobile phone number of the bearer. If
it does not match the phone number recorded at the certificate authority, per-
haps because he has changed phones, then the certificate authority could
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6.3.15

6.3.16

6.3.17

6.3.18

6.3.19

6.3.20

6.3.21

6.4
6.4.1

6.4.2

store the new number to keep track of the set of mobile phones used by the
bearer of their certificate.

If this practice is deemed to be unacceptable from the point of view of civil
liberties, then it must be banned in the dematerialised ID protocol agreed.

Digital certificates often have an expiry date. This needs to be monitored
automatically by the mobile phone operating system so that the bearer can be
alerted in advance that a certificate is about to run out and can take action ac-
cordingly.

Digital certificates sometimes need to be revoked. Visa, for example, may
want to revoke a card if the accountholder has not made his monthly pay-
ments for some time. Subject to the agreed protocol, Visa could do so by is-
suing a new digital certificate, with no right to buy on credit, which replaces
the old one.

Although a certificate authority may revoke the certificate on your mobile
phone, they will not be able to over-write any copies you have made on your
PC. They will, therefore, have to maintain certificate revocation lists. These
will have to be checked by the suppliers of goods and services whenever you
try to use your entitlement to see whether it has now lapsed.

Certificate revocation lists need to be checked whenever someone tries to use
an entitlement®, whether using a digital certificate or a material one. Con-
sider the example of a football hooligan banned from overseas travel to foot-
ball matches. His name will appear on a certificate revocation list. This list
must be checked, whether he is travelling on a digital passport or a material
one.

People may need to delete digital certificates from their mobile phones. This
facility should be carefully protected so that the bearer cannot delete them by
mistake. For obvious reasons, there is no need to provide insert and amend
facilities for digital certificates.

The facilities required for digital certificate management on mobile phones
arise from consideration of just a few use cases — getting through immigra-
tion, paying for groceries, obtaining roadside assistance, and so on. The list
will grow as a more comprehensive review is conducted.

Software facilities
The question now is to what extent mobile phone operating systems and tele-
communications technologies can cope with these requirements.

Bringing together the points above, mobile phones will need to have facilities
to:

* The biggest revocation list in the world is apparently the list of lost and stolen credit cards. The ques-
tion arises whether the list should be centralised at the revocation authority or distributed. The credit
card revocation list is successfully distributed, see Anderson et al (1998).
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OO, WN

8

9

Receive a digital certificate over the mobile phone network, store and

manage it.

Display the contents of the certificate.

Copy a digital certificate to another mobile phone™.

Receive a digital certificate from another mobile phone.

Manage a second person's digital certificate on the same mobile phone.

Copy a digital certificate to a PC:

e ... for backup.

e ... so that the user of the PC would have strong identity authentication.

e ...to provide a copy of the bearer's public key in exchange for a board-
ing pass.

e ... to have work entitlement checked with DWP.

Receive a digital certificate from a PC:

e ... when restoring from a backup.

e ... when transferring from one mobile phone to another via a PC.

Check for dependencies, e.g. a Visa certificate can only be stored if there

is already a UKPS certificate.

Regularly check a stored digital certificate and alert the bearer to its im-

pending expiry.

10 Overwrite/revoke an existing certificate.
11 Delete a certificate.
12 Respond to a broadcast request/invitation to:

e ... pay for something from a cash register.

e ... open the door.

e ... switch on the lights.

e ... prove the entitlement to get into a major event such as the FA Cup
Final.

e ... prove membership of a given trade union.

e ... prove the bearer's age.

e ... prove that the bearer may borrow a book from the library.

e ... list medicines to which the bearer is allergic.

e ... specify the organ donation wishes of the bearer.

e ... vote for a candidate on a (digital?) ballot paper.

13 Conduct a communications session with:

e ... acredit card company to authorise payment using a digital credit
card.

.. a loyalty card company to use points or to accrue points.

.. a bank to authorise payment using a digital debit card.

.. an electronic cash service to pay for something.

.. an automobile association to obtain roadside assistance.

.. an immigration service to obtain entry into a country.

6.4.3 That is the demand side.

* There might also be a facility to copy your public key to someone else's mobile phone, comparable to
exchanging business cards, a facility previously available on the old Palm I1I personal digital assistant,

circa 1997.
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6.4.4

6.4.5

6.4.6

6.4.7

6.4.8

6.4.9

On the supply side, mobile phones are computers with powerful telecommu-
nications facilities. They have processors and memory. They have peripher-
als like keypads, speakers and screens. They have an operating system*’ and
applications that run under it.

In many cases mobile phones provide an open platform capable of expansion
— other organisations, not just the handset manufacturer, can develop applica-
tions, written principally in the Java or C++ programming languages, which
can be downloaded to expand the facilities already on the phone, see for ex-
ample Nokia (2003b and 2002a).

Some digital certificate management facilities are already provided and used,
see for example Symbian (2002) or scroll through the menu options of your
own mobile phone.

Issuing a digital certificate and many of the other functions listed above re-
quire a mobile phone to react to an event and take action on the basis of
commands issued remotely while the user remains passive. This is not a new
facility. It happens every day already. Just consider:

e People can send you SMS text messages (short message service) and
MMS multimedia messages (multimedia messaging service) and, with no
action required by you, the message is stored and you are alerted to its ex-
istence.

e You are alerted when someone has sent you a voice message.

e The phone rings when someone calls you without your having to do any-
thing.

Checking the expiry of a digital certificate requires a mobile phone to take
regular action. Again, it happens every day. The mobile phone:

e ... monitors the battery and alerts you when it needs re-charging.

e ... communicates with the mobile phone network, associating with base
stations, monitoring signal quality and roaming from one operator to an-
other.

Authorising a credit card payment and calling for roadside assistance from an
automobile association require communications sessions and are not dissimi-
lar to:

e ... having a voice conversation with someone or a text chat.

e ... registering your pay-as-you-go card or using a debit card to (pre-)pay
for your calls.

e ... downloading a game or a ring-tone.

3 According to a talk given at the London Business School (LBS 2003) by the Chief Executive Officer
of Symbian, of the 400m new handsets sold every year worldwide, the operating system on 397.3m of
them is supplied by the handset manufacturer. Symbian, Palm, Microsoft, Apple and "Linux/GNU"
share 0.675% of the new handset market between them.
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6.4.10

6.4.11

6.4.12

6.4.13

6.4.14

6.5
6.5.1

6.5.2

6.5.3

e ... logging on to a WAP service to find the time of the next train to Cam-
bridge, see Kizoom (2000).

It takes about 18 months at the moment (LBS 2003) from the initial design of
a new handset and operating system facilities to their appearing on the mar-

ket. The three years planned for deployment of the dematerialised ID scheme
would allow for two complete iterations of the handset development process.

There are some facilities obviously missing from standard mobile phone op-
erating systems which will be required by dematerialised ID:

e There is no facility to enforce dependencies between certificates®®.

e There is no facility at the moment to distinguish different users who share
one phone, needed in future if a father, say, has his three children's UKPS
digital certificates stored on his phone.

The concept exists on PC email clients, where there is usually an identity-
switching function. But PCs are regularly used by several people. The cases
where a mobile phone has a use for several people are rarer.

Symbian could write an identity-switching application and release it on a few
phones. Once this component has been tested and proved, it could be adopted
by the major mobile phone operating systems.

Further research needs to be done to compile a comprehensive list of out-
standing facilities. It is highly likely that the manufacturers could supply
these facilities in the timescales available and at no cost to the UK Treasury.

Telecommunications facilities

Mobile phones in the UK are moving along an upgrade path from the second
generation (2G) telephony protocol GSM, through 2.5G GPRS towards 3G
UMTS/CDMA.

People have, until now, changed their handset fairly frequently, perhaps once
a year. That may not continue. In order to implement dematerialised ID, it
will for some years be important, therefore, to ensure that the software facili-
ties required are backwards-compatible with GSM and not restricted to 2.5G
or 3G phones.

More and more, mobile phones support multiple communication protocols:

e In addition to the telephony protocols above, some of them support WAP,
TCP, IP and HTTP for wide area networking over the Internet.

e See Nokia (2002f) for a discussion of how secure virtual private network
communications can be implemented on mobile phones.

*8 There is, however, a template in the software components industry. Microsoft DLL files used to be
issued with DEP files, which listed dependencies. The lessons learned more recently about the deploy-
ment of software components may be useful to this digital certificate issue.
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6.5.4

6.5.5

6.5.6

6.5.7

6.5.8

6.5.9

6.5.10

6.5.11

e For local or personal area networking some of them support 802.11, Blue-
tooth, IrDA and USB.

The personal area networking facilities are of particular interest here. If you
are at the immigration desk at an airport and your mobile phone has success-
fully connected via Bluetooth, say, to the immigration officer's PC, then your
photograph will appear on his screen.

Or will it? Why wouldn't the photograph of the man behind you appear? His
mobile also may have connected to the PC. If you are asked on your mobile
in the check-out at Sainsbury's to pay £101.74, is that your bill or the bill of
the man in the next aisle? Some of these networking technologies are too
good. They work over too wide a range.

This problem needs to be solved. Some of the candidate technologies are re-
viewed below.

Infra-red (IrDA) is out of favour at the moment but as it was designed pre-
cisely so that one device and one device only can connect to one other device
at a time over a very short range. Dematerialised ID may resurrect interest in
infra-red, see Counterpoint and IrDA (2003).

IrDA has largely lost mobile phone market share to Bluetooth®. Bluetooth is
the more common technology now. It may be used to connect the handset of
a mobile phone to a wireless earpiece, for example, or to copy telephone
numbers from a personal digital assistant to the mobile phone. From that
point of view Bluetooth is more likely than IrDA to provide the basis for a
solution to the one-to-one-only problem above, see Bluetooth (2003) and
NewsTrove (2002).

802.11 could also be considered for the same reason, its growing prevalence.
WiFi hotspots are gradually being installed in more and more public areas
such as hotels and airport lounges, see Keene (2003), Ward (2003a) and Wi-
Fi (2003).

RFID may be a candidate technology. Low frequency RFID tags (100-
500kHz), also known as "transponders", have a range up to 10", require no
power source of their own (they use a current induced by the tag reader) and
are cheap — they currently cost 40¢ each and the RFID industry is aiming for
5¢, see HID Corporation (2002), RFID Wizards (2003), Philips (2002) and
AIM Global Network (1999).

Further research is needed to devise a reliable one-to-one-only link so that it
is your photograph that is displayed and your groceries bill that is paid, not
someone else's. Clearly there is a wide variety of technologies to choose
from. As it happens, costs are not high. Often service suppliers already have
the technology installed on their computers.

% |t still seems to be supplied with laptops.
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6.5.12

6.5.13

6.5.14

6.5.15

6.5.16

The solution is likely to involve very low power (short range, cheap, safe/low
radiation) uni-directional antennae and Bluetooth. It may be sensible to pro-
vide multiple solutions: 802.11 for some devices, particularly laptops; and
Bluetooth for others, particularly mobile phones.

A solution is likely to be found but, if it is not, then we have an alternative.
The scenarios above call for a passive experience on the part of the mobile
phone user. He need do nothing for the request to pay his groceries bill to
appear on his phone or for his photograph to appear on the immigration ser-
vice PC screen. The scenario could be changed so that he has to press some
buttons on the phone.

The cost to most organisations of adding Bluetooth or 802.11 connectivity to
their existing equipment, if they don't already have them, is low. 802.11 and

Bluetooth access points each cost from £60 upwards and adapters cost from

£25 upwards, see Simply Computers (2003).

The major cost which dematerialised ID adds will fall on the organisations
which become certificate authorities. They will have to buy PKI software and
the computers to run it on, employ people to run it and rent high capacity
telecommunications facilities. Larger organisations such as UKPS and Com-
panies House would presumably follow this route, while smaller organisa-
tions subscribe to a PKI service.

These costs will be mitigated by savings on the production and distribution
costs of material vouchers, by reductions in transaction costs and by the re-
duced incidence of fraud — all thanks to the strong authentication of identity
provided by PKI.
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